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Abstract
Data derived from the plethora of networked digital devices hold great potential for public benefit. Among these, mobile phone
call detail records (CDRs) present novel opportunities for research and are being used in a variety of health geography studies.
Research suggests that the public is amenable to the use of anonymized CDRs for research; however, further work is needed to
show that such data can be used appropriately. This study works toward an ethically founded data governance framework with
social acceptability. Using a multifaceted approach, this study draws upon data governance arrangements in published health
research using CDRs, with a consideration of public views and the public’s information expectations from mobile network
operators, and data use scenarios of CDRs in health research. The findings were considered against a backdrop of legislative and
regulatory requirements. CDRs can be used at various levels of data and geographic granularity and may be integrated with
additional, publicly available or restricted datasets. As such, there may be a significant risk of identity disclosure, which must be
mitigated with proportionate control measures. An indicative relative risk of the disclosure model is proposed to aid this process.
Subsequently, a set of recommendations is presented, including the need for greater transparency, accountability, and incorporation
of public views for social acceptability. This study addresses the need for greater clarity and consistency in data governance for
CDRs in health research. While recognizing the need to protect commercial interests, we propose that these recommendations
be used to contribute toward an ethically founded practical framework to promote the safe, socially acceptable use of CDR data
for public benefit. This pattern needs to be repeated for the appropriate use of new and emerging data types from other networking
devices and the wider internet of things.
(JMIR Mhealth Uhealth 2019;7(3):e11969) doi: 10.2196/11969
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Introduction
Background
The number of mobile connections, including the internet of
things (IoT), already exceeds the world population and is rapidly
approaching 9 billion [1]. It is difficult to find an adequate
adjective to represent the magnitude of data being generated as
we go about our daily lives. This number will only increase
with further technological developments and major investments.
Apart from smartphones, advances in smart homes, smart cities,
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and autonomous vehicles; immersive technologies such as
virtual and augmented reality; and wider applications of artificial
intelligence are all increasing in permeation [2]. Data derived
from our use of the plethora of increasingly connected digital
devices hold great potential for public benefit as well as for
generating massive income and contributing to economic
growth. There is much debate over the definition of public
benefit. We define it here as work having real-world value or
practical application, with the clear potential to improve the life
of individuals or wider society [3]. With such rapidly developing
technologies and their societal impact, it is imperative that
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principles are in place for proper data governance, and such
principles are lagging behind the advancing pace [2]. In a
seminal paper, Letouzé and colleagues observed the need for
mobile phone data, when they noted the absence of a clear
holistic ethical and regulatory framework to guide research
using call detail records (CDRs) [4].
CDRs are generated passively each time a mobile phone user
connects to a mobile network, either by voice call or text
message. CDRs are collected irrespective of whether the user
has a standard mobile phone or a smartphone that functions as
a small personal computer with internet access, social media
connectivity, apps, games, etc. The record includes the starting
time of the call (or message), its duration, the caller’s and
receiver’s phone numbers, and their locations. Locations are
estimated from the positions of activated cell towers, but more
precise locations can be generated through tower triangulation
and Wifi connections. Mobile network operators (MNOs)
receive billions of CDRs globally and use them for billing,
monitoring data usage, and understanding and targeting
customers according to their mobile phone use [5].
Mobile phone CDRs present novel opportunities for research
and are being used in a variety of health geography studies. In
a recently published article, we reviewed the wide uses of CDRs
and showed their benefits in research across many countries,
particularly low- and middle-income countries where mobile
phones are a lifeline due to the lack of landline connections and
population administrative systems [5]. Examples include cholera
surveillance in Haiti and the Ivory Coast [6,7], air pollution in
Italy [8], visitor movement to monitor malaria in Zanzibar [9],
and dengue epidemics in Pakistan [10]. We also conducted
research with the public to gain their views on the use of mobile
phone CDRs for health research. This indicated that people are
content for their anonymous CDRs to be used in research,
provided that appropriate safeguards are in place. However,
study participants highlighted that the terms and conditions
should be clearer, as should information to phone users on data
collection, sharing, and uses in research [11].
Collating these ideas, our aim was to work toward an ethically
founded framework for the socially acceptable use of mobile
phone CDRs, particularly in health research. We propose that
the design and findings of this study will have value in
developing data governance guidelines for other areas of
research using CDRs for public benefit and wider network
applications. As such, in addition to MNOs and the research
community, our target audience includes policy makers; funding
bodies; ethical, scientific, and publication review committees;
and others involved in shaping how person-based data are used
and protected.
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We first briefly outline the legislative and regulatory backdrop
to set the scene. The current European (EU) legislation for
personal data and their usage is the General Data Protection
Regulation (GDPR) 2016 (2016/679/EU) that came into force
in May 2018 [12]. Other jurisdictions have similar legislation,
and in addition, may have specific legislation such as the Privacy
and Electronic Communications (EC Directive) Regulations
2003 (2002/58/EC) [13]. Essential to these frameworks is the
requirement to use personal data within lawful provisions and
to safeguard individual privacy. Importantly, the GDPR
encompasses pseudonymized data in its scope of personal data.
This is defined as follows:
Pseudonymisation means the processing of personal
data in such a manner that the personal data can no
longer be attributed to a specific data subject without
the use of additional information, provided that such
additional information is kept separately and is
subject to technical and organisational measures to
ensure that the personal data are not attributed to an
identified or identifiable natural person. [13]
This means that it is not necessarily sufficient to remove the
commonly recognized identifiers from a dataset to render it
anonymous, which will therefore have a bearing on the
lawfulness of CDR data usage. Where data are not fully
anonymous, general data processing can be carried out lawfully,
provided that it can be justified under (at least) one of the
provisions in Article 6 [12]. Crucially, although many
jurisdictions have privacy legislation and regulations, they are
often mutually inconsistent as a geographically bounded
patchwork. This misalignment is problematic for networked
operations, since they are necessarily international operations
[14].
In addition to complying with all relevant legislation, data uses
are found to abide by ethical principles with respect to
individuals and the public. The Menlo report [15] set out four
important principles for computer and information-security
research, namely, beneficence, respect for persons, justice, and
respect for the law and public interest. This report was important
in shaping our study because it set out to show the new potential
for risks to individual privacy with the expansion of information
and communications technology-based research, unless there
is a corresponding reinterpretation of ethical principles and their
application, to provide the groundwork for ethically defensible
research [15]. The four principles were explained by Letouzé
[4] to demonstrate their relevance to CDR research:
1.

Approach
This study is based on a multifaceted approach that draws upon
data governance arrangements in published health research
using CDRs; public engagement and their information
expectations from mobile operators; and data use scenarios of
CDRs for health research, all against a backdrop of legislative
and regulatory requirements.
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2.

Beneficence: understanding risks and benefits. Efforts
should be made to maximize the probability and magnitude
of research benefits while recognizing that the risks and
benefits in using CDRs are not always immediately apparent
and will depend on specific project objectives. Furthermore,
commercial considerations need to be taken into account
when framing the work.
Respect for persons. The issue of consent is gaining
attention among privacy concerns on using and sharing
CDR data. In general, there appears to be little provision
to allow consumers to exclude unwanted uses of their data.
Going forward, this issue should be considered, particularly
JMIR Mhealth Uhealth 2019 | vol. 7 | iss. 3 | e11969 | p. 2
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3.

4.

with legislative changes due to the introduction of the
GDPR.
Justice: bias and inequalities. This principle highlights the
issues of equality and fairness in how risks and benefits are
distributed. It is known that not everyone is able to
contribute data and benefit from research using CDRs.
Efforts should be made to understand and correct biases in
CDR data to ensure that the findings are representative of
society.
Respect for the law and public interest. There is a need to
engage properly in legal due diligence. In addition, there
is an ethical position to support social acceptability. This
includes being transparent about how CDR data are
collected, shared, and used and being accountable for
actions taken.

The Organization for Economic Cooperation and Development
guidelines set out eight principles for fair information practices.
Briefly, these cover data collection limitations, data quality and
relevance, purpose specification, data use limitations, security
safeguards, openness, data subject rights, and accountability
[16]. These principles, set out in 2012, are highly relevant to
research using CDRs and other networked data, where as yet,
there is no overarching ethical framework to safeguard
individuals.
A review of the data governance arrangements in published
studies was included in the design of our recent review [5]. The
level of available detail varied, but we aimed to state whether
data were anonymized or aggregated, the approval processes,
and the data access arrangements. The purpose of this exercise
was to assess current reported practice and learn from good
examples. Although the majority of the studies we reviewed
[5] used data from low- and middle-income countries, the
researchers using the data were multinational, and MNOs
operate internationally across jurisdictional boundaries. The
public view on the use of CDRs for health research is an
underresearched area, and our study is the only one known to
date [11]. We draw upon the series of workshops we conducted
with the public to incorporate their views into proposals for the
ethical use of CDRs in research. There were four workshops;
the first was a pilot (N=25) to inform the three subsequent
groups (N=61 each). All the workshops were based in Wales,
United Kingdom, and included a range of general public
participants. Two were held at Swansea University and one at
a further education college. The format included an initial
questionnaire to gauge knowledge, a presentation of research
using CDRs, a discussion of risks and benefits, and an exit
questionnaire to assess postworkshop views.
In addition to relying on published research using CDRs, we
created scenarios of CDR use with and without additional
datasets in order to develop an indicative relative disclosure
risk model. These were selected in discussion with local Health
Board staff and based on questions of potential interest to the
Board. There is a wealth of literature on anonymization and
disclosure risk, drawing attention to the fact that just because
data have been through a process of anonymization, they might
not be immune to reidentification risks. We used the principles
in the Anonymisation Decision-Making Framework [17] to
model the likely disclosure risks in our example scenarios. These
http://mhealth.jmir.org/2019/3/e11969/
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principles take into account factors including dataset size, data
accessibility (open vs controlled), data granularity, user
knowledge, means available, and motivation. This guidance,
discussions with Health Board staff, and our knowledge of
working with data informed the development of the model. We
then analyzed findings from a review [5], the public views [11],
and the data use scenarios to propose a set of recommendations
for the appropriate use of CDRs in health research.

Results and Discussion
Data Governance Arrangements in Published Studies
The extensive structured literature review on the use of mobile
phone CDR data for health research revealed some common
patterns in operational data governance regimes [5]. Datasets
were provided to researchers at different levels of spatial
granularity and over variously restricted time periods to mitigate
risks. These varied by study or programs of study. In some
cases, data were subjected to several layers of anonymization,
and the true geolocations of cell phone masts were masked. The
use of anonymized (or strongly pseudonymized) data was the
norm, with few studies outside this model and with many
additionally using aggregation and suppression of rare or
extreme records. However, researchers reported that the use of
overstringent measures sometimes precluded some potentially
valuable research analyses. The requirement for formal ethical
review varied, but proposals were routinely submitted to an
internal ethics workgroup, and, in some cases, to an independent
external group for wider considerations such as political
implications, societal benefits, and risk versus utility. There
were no known privacy breaches in relation to the data supplied
for the studies included in the review [5].
The MNO Orange issued a Data for Development Challenge
on mobile phone data based on 5 million Ivory Coast customers’
data over a 4-month period [18]. Researchers were tasked with
using the data in a way that could potentially contribute to the
socioeconomic development of the country. CDRs were
anonymized by Orange Ivory Coast and processed by Orange
Labs in Paris. In addition, the geographical locations of the cell
phone masts were masked to protect the commercial interests
of Orange. Four datasets of differing granularities were then
released to researchers: (1) tower-to-tower data for the number
and duration of calls between a pair of towers aggregated by
each hour; (2) high spatial resolution data of individual
movement trajectories on a random sample of 50,000 individuals
for a 2-week time period only; (3) similar data for the entire
observation period but with reduced spatial resolution to reduce
the likelihood of identification; and (4) social network subgraphs
using the CDRs generated by 5000 randomly selected
individuals, divided into 2-week time periods [18]. A similar
process was followed when Orange issued a second challenge,
this time using data from Senegal. Orange established two ethics
groups to review the proposals for data use: an internal ethics
workgroup and an external panel of international experts [19,20].
For studies not involved with the Orange challenges,
anonymized data were provided by the MNO apart from one
study wherein researchers were provided with a raw dataset and
undertook the anonymization process themselves [21]. HighJMIR Mhealth Uhealth 2019 | vol. 7 | iss. 3 | e11969 | p. 3
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and low-volume users were excluded from the analyses of this
study to protect privacy. Another study stated that they followed
the Groupe Spéciale Mobile Association privacy guidelines,
which advise that any analyses on mobile phone records should
be done using deidentified data and that individual-level data
should not leave the MNO servers [22]. In this case, the data
were analyzed remotely, and only aggregated data were released
externally. Other studies explicitly stated that they used only
aggregated data in their analyses. Where studies used additional
datasets, they tended to integrate these with, or overlay them
onto, the CDRs rather than use individual-level data linkage.
In addition to ethical review by the MNO (where present), some
studies reported seeking additional ethical approval from their
institution before beginning their research study.

Pubic Views and Concerns
A variety of concerns about CDR usage were expressed during
the public workshops. Participants were worried about location
data being sold to (potential) employers or insurers and the risk
of disclosure for individuals living in remote areas. There were
questions about whether data were being anonymized and
aggregated to a sufficient standard and whether informed
consent had been gained for identifiable data to be collected in
the first place. Perceived risks included disclosure and data
misuse and the increased possibility of reidentification from the
use of multiple datasets. Participants made suggestions for what
could be done to address these concerns; the most frequent was
to have transparent terms and conditions, followed by provision
of more information to phone users on the types of data being
collected and how they are used. Stronger information
governance featured highly, with a need for more legal sanctions
for data misuse, the option to opt out, and the provision of more
information on governance and security processes. The majority
felt that information about the use of anonymized mobile phone
data for research should be included in the terms and conditions
[11].
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data, but of course, other combinations are possible. Macro
CDR location data are based on tower-to-tower communications
and triangulation. Small cells are devices placed by MNOs
within venues to capture local granularity, for example, inside
a building or shopping mall. The scenarios were macro CDR
data alone, small-cell CDR data alone, macro CDRs with
publicly available datasets, small-cell CDRs with publicly
available datasets, macro CDRs with restricted-access datasets,
and small-cell CDR data with restricted-access datasets. It is
assumed that all data are used in anonymized form, but in
practice, MNOs often also aggregate the data for further risk
mitigation. Publicly available datasets (such as weather,
pollution levels, or disease incidence) are taken as aggregated.
Restricted-access datasets (such as health records from hospitals
or primary care) may be anonymized or aggregated depending
on permissions and approvals. Details of the scenarios with
their likely indicative risk profiles are shown in Multimedia
Appendix 1. Considering these scenarios, we suggest the
following relative disclosure risks:
1.

2.

Relative Risk Model for Use of Call Detail Records
Data modeling exercises using semihypothetical scenarios were
carried out to suggest a relative risk model for using CDRs in
conjunction with publicly available or restricted access data.
We based this on the information about CDR use from our
review, as we did not have access to these data. The assessments
took into account a number of assumptions. In terms of
anticipated benefits, it is acknowledged that a phone might be
carried by someone other than the contract holder and any MNO
population coverage is partial; therefore, these issues may affect
generalizability. Additionally, at least some of the research
questions could be addressed by means other than using CDR
data. However, the use of mobile phone data is an emerging
area of work and presents novel opportunities, the full extent
of which has not yet been realized. The outcome of the data
modeling exercises is an indicative model, as it is not possible
to assess absolute risk from this process. The risk estimates are
based on the concept of reasonable effort, rather than what could
be ascertained by a highly motivated, malicious intruder, but
they do factor in potential repercussions due to the release of
CDR data. We used six types of scenarios for illustration, some
based on macro CDR data and some based on small-cell CDR
http://mhealth.jmir.org/2019/3/e11969/
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4.

5.

Macro CDR data: It is considered highly unlikely that the
majority of studies based solely on macro-level CDR data
would present a significant risk to individual or group
identity disclosure. There is a small possibility that the
identity of some individuals in a dataset could be
compromised through the use of location data patterns in
CDRs, but this would require significant specialist effort.
Provided that extreme records or very rare conditions/events
are excluded, the risks of macro CDR–based studies should
be low.
Small-cell CDR data: The sole use of small-cell CDR data
in research studies is considered unlikely to present a
significant risk to individual or group identity disclosure,
unless particular groups, rare/sensitive conditions, or rare
events are being studied. Because of the small geographies
involved, the risks of working with small-cell CDR–based
data are likely to be low or low-moderate, depending on
the nature of the study.
Macro CDR data with publicly available datasets: The use
of macro CDR data in conjunction with publicly available
datasets is considered unlikely to present significant risk
to individual or group identity disclosure, unless particular
groups, rare/sensitive conditions, or rare events are being
studied via the association of more than one temporospatial
dataset. The indicative risk level is therefore considered to
be low-moderate.
Small-cell CDR data with publicly available datasets: It is
considered that the use of small-cell CDR data in
conjunction with publicly available datasets may present
significant risk to individual or group identity disclosure.
This is because, although the data are not linked at the
individual level, it may be possible to associate the datasets
temporospatially and thus to home in on small number (or
individual) records due to the use of specific locations. The
indicative risk level is therefore considered to be moderate.
Macro CDR data with restricted-access datasets: The use
of macro CDR data in conjunction with restricted-access
datasets is considered likely to present significant risk to
individual or group identity disclosure. This is because of
the sensitivity and granularity of the restricted-access data
JMIR Mhealth Uhealth 2019 | vol. 7 | iss. 3 | e11969 | p. 4
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(such as general practice or hospital records), even if the
data are not linked at the individual level. The model of
access for the use of such combinations of data should be
given serious consideration, with access within a data-safe
haven likely to provide greater safeguards than external
data release. The indicative risk level is therefore considered
to be moderate to high.
Small-cell CDR data with restricted-access datasets: This
scenario is similar to point number 5 mentioned above, but
presents greater risks because of the use of small-cell CDR
data in conjunction with restricted-access datasets. As such,
it is considered highly likely to present significant risk to
individual or group identity disclosure. This is because
more specific locations are used along with individual health
records, and consequently, access to such combinations of
data should be given the utmost consideration. The
indicative risk level is considered to be high.

The resulting indicative relative disclosure risk model is shown
in Table 1.

Recommendations for the Use of Call Detail Records
for Public Benefit
Drawing the information together from the combined findings
of the review [5], public views [11], and data use scenarios, we
propose the following recommendations to promote the safe,
socially acceptable use of mobile phone CDR data for public
benefit. While recognizing the need to protect commercial
interests, we propose that these interests be taken into
consideration to contribute toward an ethically founded practical
framework for developmental initiatives and research programs
involving the use of CDR data wherever the work takes place.
These recommendations are for MNOs and stakeholders—all
the people involved in shaping how CDR data are used and
protected:
1.

2.

The anticipated public benefit of the proposed data use
should be clearly articulated and be sufficient to justify the
potential risks of harm to data subjects.
All relevant legislative, regulatory, and governance
approvals and data provider permissions should be sought

with due diligence at the planning stage to ensure
compliance.
3. Clear information (embodied in contract, as necessary)
should be provided to stakeholders on expectations and
responsibilities. This should include a description of the
proposal, the placement of any small cells, and likely risks
and benefits, so that informed decisions can be made by
responsible parties.
4. Public views and preferences should be taken into account,
beyond the strict requirements of legislation, to promote
inclusivity and social license in the use of CDR data.
5. Learning from other initiatives and sharing good practice
in data governance for the use of CDRs should be an
ongoing process to avoid ethical pitfalls.
6. Due regard should be paid to modeling likely risks in
research scenarios using CDR data with or without
additional datasets on a case-by-case basis, so that
appropriate safeguards at data access and release of results
can be applied accordingly.
7. Transparency should be a fundamental consideration when
communicating the likely risks and benefits of CDR data
usage, including anticipated public benefit and lessons
learned to inform future work.
8. Efforts should be made to engage with the public to provide
information on the research uses of CDR data, potential
public benefits, and possible opportunities to be involved
in influencing the research agenda.
9. The terms and conditions of service should be made more
accessible and clearer to data subjects in terms of design
and content as part of a transparent data governance model.
10. The use of the best quality data at a granularity that enables
the research question to be addressed without compromising
privacy and security should be promoted.
11. Appropriate privacy notices on what data are collected; in
which formats they are used; and for what purposes, by
whom, and to whom they are sold/shared should be
provided.
12. A high priority should be placed on having a robust, flexible
data governance framework and being overtly accountable
and responsible across all operations pertaining to the use
of person-based data.

Table 1. Indicative relative disclosure risk model.
Data

Implication
a

Indicative level

Macro CDR data alone

Highly unlikely to present a significant risk to individual or group identity disclo- Low
sure

Small-cell CDR data alone

Unlikely to present a significant risk to individual or group identity disclosure

Low-moderate

Macro CDR data with publicly available
datasets

Unlikely to present a significant risk to individual or group identity disclosure

Low-moderate

Small-cell CDR data with publicly available May present a significant risk to individual or group identity disclosure
datasets

Moderate

Macro CDR data with restricted datasets

Moderate-high

Likely to present a significant risk to individual or group identity disclosure

Small-cell CDR data with restricted datasets Highly likely to present a significant risk to individual or group identity disclosure High
a

CDR: call detail record
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Summary Discussion
CDRs have been used successfully in a wide variety of health
geography studies, with varying data governance regimes.
Engagement with the public drew out valuable issues on the
social acceptability of using CDRs in research. The relative risk
model sets out a hierarchy of likely disclosure in different data
use scenarios. Although this is only indicative, it can be used
as a guide to inform data use proposals on a case-by-case basis.
The resulting set of recommendations is a culmination of all
aspects of the work to contribute to a framework for the safe,
socially acceptable use of CDRs in research. Concerns have
been raised regarding the ethics of using mobile phone data in
research and the potential threat to privacy. This, for the most
part, has stemmed from the absence of any clear ethical and
regulatory framework to guide this type of research and the use
of networked data more broadly [4,14]. The recommendations
can be taken forward to address this identified lack of
consistency. These recommendations are in accordance with
the Menlo and Organization for Economic Cooperation and
Development guidance [15,16] and consolidate their principles
to add specific guidance in relation to the use of CDR data for
research by adding the previously nonexistent evidence base
gained via a review of data governance in published research,
modeling risks in data use scenarios, and importantly,
incorporating public views on the social acceptability of CDR
data use.
Most published research reported results using anonymized
data, and many went further to protect against reidentification
by way of aggregation. Nevertheless, examples of how
anonymization and aggregation do not guarantee privacy are
abundant in the literature [23-27]. Moreover, breaches in group
privacy do not rely on the reidentification of individuals. People
who belong to certain groups on the basis of their gender, sexual
orientation, ethnicity, or political preferences could become
visible in CDR data and targeted [4,28]. Anonymization is a
key concept in data protection legislation, and anonymized data
are generally considered as data from which the data subject is
no longer identifiable. However, the bar is set high in relation
to the potential for reidentification and the risks related to this
possibility. The essence of the EU GDPR is that if a data
controller retains the key to reidentifying the data subject, the
information should be more accurately considered
pseudonymized rather than anonymized [29]. This has
implications for the use of CDRs, as such data remain within
the scope of the legislation. Depending on how the data are held
and managed, it may be necessary for a data controller to justify
that the data governance safeguards are in place and for the
costs and effort involved in reidentification to be so remote or
disproportionate that the data are effectively anonymized. This
should include a consideration of physical, technical, and
procedural controls around the data, for privacy by design, as
well as controls applied directly to the data [17]. It is also
important to consider the point at which data are anonymized
and where this anonymization takes place. Data controllers have
to comply with the GDPR if their work uses data pertaining to
EU citizens, irrespective of whether their organization is based
within the EU [13]. The GDPR also includes a requirement for
transparent privacy notices on how data are collected and used,
http://mhealth.jmir.org/2019/3/e11969/
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with relevant opt outs that are as easy to reverse as they are to
agree [30]. As identified via our public workshops, clear,
user-friendly, noncoercive information should be provided in
the terms and conditions [11]. Furthermore, because of the finer
granularity in data collection and possible risks, privacy notices
should also be considered in locations where small cells are
sited.
Proper ethical and societal principles are important for the use
of person-based data, even when the data have been anonymized.
Whichever data are to be used, due diligence should always be
applied to ensure the proposed data uses are appropriate and
safe. Generation of a digital footprint via active and passive
data collection is increasing both in volume and scope. Mobile
phones are among the most longstanding of networked devices,
but many other data sources are coming to the fore via the IoT
and other data-hungry advances [2]. It has been noted that when
using our phones and other devices, we are trading our privacy
for convenience, with many people finding the conventions of
interaction obscure or inexplicable [31]. It has further been
argued that with the increase in networked devices and the
cultural and functional changes impacting society, as individuals,
we will find ourselves in an “ethical bind” where we need to
use the device, but cannot do so without surrendering data to
the network [32]. Although it is appreciated that certain data
are necessary for MNOs and other operators, there needs to be
an ethical balance, so that individuals are not overlooked and
treated as a commodity. For this reason, we need appropriate
ethically founded data-governance frameworks with social
acceptability in order to respect individual choice and use data
for public benefit [17].

What This Study Adds
This is the first-known study to use a multifaceted approach to
propose recommendations for the ethically founded use of CDRs
in research. Our findings are based on known practice in CDR
use, public viewpoints, and a consideration of relative risk in
data use scenarios. As such, it is a novel study that can be used
as a model for other new and emerging personal data types in
the increasingly networked digital world.

Limitations
The main limitations of this study are related to the scenarios
for data modelling, since we were unable to access the data in
order to make a quantifiable risk assessment. This could be a
topic for future work. However, it is worth pointing out that
accurately quantifying disclosure risk from data use scenarios
is not a trivial exercise, since it varies with many factors. As
such, while recognizing that our model is only indicative, we
recommend that data use proposals are assessed for risk on a
case-by-case basis, making use of the principles proposed. In
addition, although we chose to illustrate the model with six
scenarios, other combinations are also possible. This could
include a consideration of different health conditions, data
volumes and granularities, access conditions, and other
variables.

Conclusions
This study has addressed the identified need for greater clarity
and consistency in data governance for mobile phone CDRs in
JMIR Mhealth Uhealth 2019 | vol. 7 | iss. 3 | e11969 | p. 6
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research. While recognizing that it is important to protect
commercial interests, we propose that the recommendations be
used to contribute toward an ethically founded practical
framework to promote the safe socially acceptable use of CDR
data for public benefit. With the increase in passive and active
data collection from individuals using networked devices, this

Jones et al
pattern needs to be repeated for the appropriate use of new and
emerging data types from other applications and the wider IoT.
Future work should consolidate these findings to assess the
value of the recommendations as part of an ethically founded
data-governance framework for the use of mobile phone CDR
data and their wider applicability.

Acknowledgments
The study received funding from the Natural Environmental Research Council (NE/N007255/1). Ethical approval was not required
for this study.

Conflicts of Interest
None declared.

Multimedia Appendix 1
Scenarios of the use of call detail records for health research.
[PDF File (Adobe PDF File), 218KB-Multimedia Appendix 1]

References
1.
2.
3.

4.

5.

6.

7.
8.

9.
10.

11.

12.
13.
14.

GSMA Intelligence. 2019. Global Data URL: https://www.gsmaintelligence.com/ [accessed 2019-02-05] [WebCite Cache
ID 75xJbufr1]
GSMA Intelligence. 2019. The Mobile Economy 2018 URL: https://www.gsmaintelligence.com/research/
?file=061ad2d2417d6ed1ab002da0dbc9ce22&download [accessed 2019-02-05]
Aitken M, de St Jorre J, Pagliari C, Jepson R, Cunningham-Burley S. Public responses to the sharing and linkage of health
data for research purposes: a systematic review and thematic synthesis of qualitative studies. BMC Med Ethics 2016 Dec
10;17(1):73 [FREE Full text] [doi: 10.1186/s12910-016-0153-x] [Medline: 27832780]
Data-Pop Alliance. 2015. The law, politics and ethics of cell phone data analytics URL: http://datapopalliance.org/wp-content/
uploads/2015/04/WPS_LawPoliticsEthicsCellPhoneDataAnalytics.pdf [accessed 2019-02-05] [WebCite Cache ID
75xK8gn9G]
Jones KH, Daniels H, Heys S, Ford DV. Challenges and Potential Opportunities of Mobile Phone Call Detail Records in
Health Research: Review. JMIR Mhealth Uhealth 2018 Jul 19;6(7):e161 [FREE Full text] [doi: 10.2196/mhealth.9974]
[Medline: 30026176]
Azman A, Urquhart E, Zaitchik B, Lessler J. Mobile Phone Data for Development: Analysis of mobile phone datasets for
the development of Ivory Coast. 2013. Using Mobile Phone Data to Supercharge Epidemic Models of Cholera Transmission
in Africa: A Case Study of Côte d’Ivoire URL: https://perso.uclouvain.be/vincent.blondel/netmob/2013/D4D-book.pdf
[accessed 2019-02-05]
Bengtsson L, Gaudart J, Lu X, Moore S, Wetter E, Sallah K, et al. Using mobile phone data to predict the spatial spread
of cholera. Sci Rep 2015 Mar 09;5:8923 [FREE Full text] [doi: 10.1038/srep08923] [Medline: 25747871]
Gariazzo C, Pelliccioni A, Bolignano A. A dynamic urban air pollution population exposure assessment study using model
and population density data derived by mobile phone traffic. Atmospheric Environment 2016 Apr;131:289-300. [doi:
10.1016/j.atmosenv.2016.02.011]
Le Menach A, Tatem A, Cohen J, Hay S, Randell H, Patil AP, et al. Travel risk, malaria importation and malaria transmission
in Zanzibar. Sci Rep 2011;1:93 [FREE Full text] [doi: 10.1038/srep00093] [Medline: 22355611]
Wesolowski A, Qureshi T, Boni MF, Sundsøy PR, Johansson MA, Rasheed SB, et al. Impact of human mobility on the
emergence of dengue epidemics in Pakistan. Proc Natl Acad Sci U S A 2015 Sep 22;112(38):11887-11892 [FREE Full
text] [doi: 10.1073/pnas.1504964112] [Medline: 26351662]
Jones K, Daniels H, Heys S, Ford DV. Public Views on Using Mobile Phone Call Detail Records in Health Research:
Qualitative Study. JMIR Mhealth Uhealth 2019 Jan 16;7(1):e11730 [FREE Full text] [doi: 10.2196/11730] [Medline:
30664467]
Intersoft Consulting. 2018. General Data Protection Regulation URL: https://gdpr-info.eu/ [accessed 2019-02-05] [WebCite
Cache ID 75xNAKHBh]
ICO: Information Commissioner's Office. 2018. What are PECR? URL: https://ico.org.uk/for-organisations/guide-to-pecr/
what-are-pecr/ [accessed 2019-02-05] [WebCite Cache ID 75xNOocco]
GSMA. 2017. Mobile Policy Handbook: An insider’s guide to the issues URL: https://www.gsma.com/publicpolicy/
wp-content/uploads/2016/08/Mobile_Policy_Handbook_2017_EN.pdf [accessed 2019-02-05] [WebCite Cache ID
75xO3Nvt6]

http://mhealth.jmir.org/2019/3/e11969/

XSL• FO
RenderX

JMIR Mhealth Uhealth 2019 | vol. 7 | iss. 3 | e11969 | p. 7
(page number not for citation purposes)

JMIR MHEALTH AND UHEALTH
15.

16.

17.

18.
19.
20.
21.

22.

23.

24.

25.
26.
27.
28.
29.
30.

31.
32.

Jones et al

The Menlo Report: Ethical Principles Guiding Information and Communication Technology Research. 2012. URL: http:/
/www.caida.org/publications/papers/2012/menlo_report_actual_formatted/menlo_report_actual_formatted.pdf [accessed
2019-02-05] [WebCite Cache ID 75xOGD4fQ]
OECD. 2013. OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data URL: http://www.
oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm [accessed
2019-02-05] [WebCite Cache ID 75xPSAeJc]
Elliot M, Mackey E, O'Hara K, Tudor C. UKAN. 2016. The Anonymisation Decision-Making Framework URL: http:/
/ukanon.net/wp-content/uploads/2015/05/The-Anonymisation-Decision-making-Framework.pdf [accessed 2019-02-05]
[WebCite Cache ID 75xPjHxjv]
Blondel V, Esch M, Chan C, Clerot F, Deville P, Huens E. arXiv.org. 2013. Data for development: The D4D challenge on
mobile phone data URL: https://arxiv.org/pdf/1210.0137.pdf [accessed 2019-02-05] [WebCite Cache ID 75xQ4AoCK]
GovLab. 2014. Orange Telecom Data for Development Challenge (D4D) URL: http://datacollaboratives.org/cases/
orange-telecom-data-for-development-challenge-d4d.html [accessed 2019-02-05] [WebCite Cache ID 75xQHsdMN]
Orange. 2015. Data for Development URL: https://www.orange.com/en/Footer/Thematic-features/2013/D4D/
Data-for-Development [accessed 2019-02-05] [WebCite Cache ID 75xQik80A]
de Monasterio J, Salles A, Lang C, Weinberg D, Minnoni M, Travizano M. Analyzing the spread of chagas disease with
mobile phone data. 2016 Presented at: IEEE/ACM International Conference on Advances in Social Networks Analysis and
Mining (ASONAM); Aug 18-21, 2016; San Fransisco, CA p. 18-21 URL: http://ieeexplore.ieee.org/document/7752298/
Wilson R, Zu Erbach-Schoenberg E, Albert M, Power D, Tudge S, Gonzalez M, et al. Rapid and Near Real-Time Assessments
of Population Displacement Using Mobile Phone Data Following Disasters: The 2015 Nepal Earthquake. PLoS Curr 2016
Feb 24;8 [FREE Full text] [doi: 10.1371/currents.dis.d073fbece328e4c39087bc086d694b5c] [Medline: 26981327]
Zang H, Bolot J. Anonymization of location data does not work: A Large-Scale Measurement Study. 2011 Presented at:
Annual International Conference on Mobile Computing and Networking; 2011; Las Vegas URL: http://citeseerx.ist.psu.edu/
viewdoc/download?doi=10.1.1.651.44&rep=rep1&type=pdf
Song Y, Dahlmeier D, Bressan S. Not So Unique in the Crowd: a Simple and Effective Algorithm for Anonymizing Location
Data. 2014. URL: http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.663.4441&rep=rep1&type=pdf [accessed
2019-02-05]
Danezis G, Sharad K. De-anonymizing D4D Datasets. 2013. URL: https://petsymposium.org/2013/papers/
sharad-deanonymization.pdf [accessed 2019-02-05] [WebCite Cache ID 75xSD9oxp]
Narayanan A, Felten E. No silver bullet: De-identification still doesn't work. 2014. URL: http://randomwalker.info/
publications/no-silver-bullet-de-identification.pdf [accessed 2019-02-05]
Ohm P. Broken promises of privacy: responding to the surprising failure of anonymization. 2010. URL: https://www.
uclalawreview.org/pdf/57-6-3.pdf [accessed 2019-02-05] [WebCite Cache ID 75xSk2klw]
Linnet T, Floridi L, van der Sloot B, editors. Group Privacy New Challenges of Data Technologies. Switzerland: Springer
International Publishing; 2017.
Anonymisation: managing data protection risk code of practice. 2017. URL: https://ico.org.uk/media/for-organisations/
documents/1061/anonymisation-code.pdf [accessed 2019-02-05] [WebCite Cache ID 75xTOcq9K]
ICO: Information Commissioner's Office. 2017. Overview of the General Data Protection Regulation (GDPR) URL: https:/
/ico.org.uk/media/for-organisations/data-protection-reform/overview-of-the-gdpr-1-13.pdf [accessed 2019-02-05] [WebCite
Cache ID 75xc33IlE]
Greenfield A. Smartphone: the networking of the self. In: Radical Technologies: The Design of Everyday Life. New York:
Verso; 2018.
The Royal Society and British Academy. The British Academy. 2017. Data governance: public engagement review URL:
https://www.britac.ac.uk/sites/default/files/Data%20Governace%20-%20public%20engagment%20review_0.pdf [accessed
2019-02-05] [WebCite Cache ID 75xdWA8Nu]

Abbreviations
CDR: call detail record
EC: electronic communications
EU: European Union
GDPR: General Data Protection Regulation
IoT: internet of things
MNO: mobile network operator

http://mhealth.jmir.org/2019/3/e11969/

XSL• FO
RenderX

JMIR Mhealth Uhealth 2019 | vol. 7 | iss. 3 | e11969 | p. 8
(page number not for citation purposes)

JMIR MHEALTH AND UHEALTH

Jones et al

Edited by G Eysenbach; submitted 18.08.18; peer-reviewed by E Ford, D Willison; comments to author 01.11.18; revised version
received 19.11.18; accepted 31.12.18; published 22.03.19
Please cite as:
Jones KH, Daniels H, Heys S, Ford DV
Toward an Ethically Founded Framework for the Use of Mobile Phone Call Detail Records in Health Research
JMIR Mhealth Uhealth 2019;7(3):e11969
URL: http://mhealth.jmir.org/2019/3/e11969/
doi: 10.2196/11969
PMID: 30900996

©Kerina Helen Jones, Helen Daniels, Sharon Heys, David Vincent Ford. Originally published in JMIR Mhealth and Uhealth
(http://mhealth.jmir.org), 22.03.2019. This is an open-access article distributed under the terms of the Creative Commons Attribution
License (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and reproduction in any
medium, provided the original work, first published in JMIR mhealth and uhealth, is properly cited. The complete bibliographic
information, a link to the original publication on http://mhealth.jmir.org/, as well as this copyright and license information must
be included.

http://mhealth.jmir.org/2019/3/e11969/

XSL• FO
RenderX

JMIR Mhealth Uhealth 2019 | vol. 7 | iss. 3 | e11969 | p. 9
(page number not for citation purposes)

