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Abstract

Background: Integrating pervasive computing with blockchain’'s ability to store privacy-protected mobile health (mHealth)
data while providing Health Insurance Portability and Accountability Act (HIPAA) compliance is a challenge. Patients use a
multitude of devices, apps, and servicesto collect and store mHealth data. We present the design of an internet of things (10T)—based
configurable blockchain with different mHealth apps on iOS and Android, which collect the same user’s data. We discuss the
advantages of using such a blockchain architecture and demonstrate 2 things: the ease with which users can retain full control of
their pervasive mHealth data and the ease with which HIPAA compliance can be accomplished by providerswho chooseto access
user data

Objective: The purpose of this paper is to design, evaluate, and test 10T-based mHealth data using wearable devices and an
efficient, configurable blockchain, which has been designed and implemented from the first principles to store such data. The
purpose of this paper is also to demonstrate the privacy-preserving and HIPAA-compliant nature of pervasive computing-based
personalized health care systems that provide users with total control of their own data.

Methods: This paper followed the methodical design science approach adapted in information systems, wherein we evaluated
prior designs, proposed enhancements with a blockchain design pattern published by the same authors, and used the design to
support loT transactions. We prototyped both the blockchain and 0T-based mHealth appsin different devices and tested all use
cases that formed the design goals for such a system. Specifically, we validated the design goalsfor our system using the HIPAA
checklist for businesses and proved the compliance of our architecture for mHealth data on pervasive computing devices.

Results: Blockchain-based personalized health care systems provide several advantages over traditional systems. They provide
and support extreme privacy protection, provide the ability to share personalized data and delete data upon request, and support
the ability to analyze such data.

Conclusions: We conclude that blockchains, specifically the consensus, hasher, storer, miner architecture presented in this
paper, with configurable modules and software as a service model, provide many advantages for patients using pervasive devices
that store mHealth data on the blockchain. Among them is the ability to store, retrieve, and modify ones generated health care
data with a single private key across devices. These data are transparent, stored perennially, and provide patients with privacy
and pseudoanonymity, in addition to very strong encryption for data access. Firms and device manufacturers would benefit from
such an approach wherein they relinquish user data control while giving users the ability to select and offer their own mHealth
data on data marketplaces. We show that such an architecture complies with the stringent requirements of HIPAA for patient
data access.

(JMIR Mhealth Uhealth 2022;10(1):€32104) doi: 10.2196/32104
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Introduction

Background
Dataisthe new oil. [Clive Humby]

This quote by Clive Humby epitomizes the reality of today’s
internet-connected society, wherein private firms collect,
distribute, store, analyze, and monetize user data. An important
but understudied challenge facing the health careindustry, users,
and service providersof health care apps per seisthe dichotomy
of standards pertaining to user health care data. On the one hand,
there are stringent data requirements such as the Health
Insurance Portability and Accountability Act (HIPAA) and the
General Data Protection Regulation (GDPR), which assure
patient confidentiality, privacy, and security of user data, with
most of the burden of data privacy and data security transferred
to the provider. On the other hand, there are numerous pervasive
devices collecting mobile health (mHealth) data such as height,
weight, heart rate, electrocardiograms, sleep patterns, oxygen
saturation levels, eye scans, blood pressure parameters, and
real-time blood glucose level swith such data stored on devices
and later transmitted to private clouds of equipment
manufacturers and service providers at scale. Very little
oversight or legal protectionis provided to users of such devices
and mHealth appsto prevent third parties from monetizing such
personal data. An illustrious example is when Google recently
released a machine learning algorithm that can actively predict
apatient’s heart condition by applying deep learning to retinal
photographs [1]. In addition, user data are often harvested for
research and analysi s purposes, which often claim the anonymity
of user data.

Although on the periphery, given a choice, >90% of the users
surveyed in arecent study chose to keep their data private, and
a significant number of them trusted to keep their health data
on ablockchain [2]. A challenge facing health care providers,
governments, and law enforcement is the cost of enforcing
stringent requirements as per the HIPAA [3], GDPR, and the
Public Health Emergency Privacy Act. For example, although
HIPAA providesrequirementsfor data privacy, the enforcement,
monitoring, and penalizing of violatorsare practical difficulties
[4]. The premise of supporting data privacy and access to
personal health care datais limited when users sign onto health
care apps under terms and conditionsthat prevent unauthorized
access without the users' ability to share the data with their
provider.

In this paper, we present a novel blockchain-centric approach
to pervasive mHealth data by designing and deploying mobile
apps that transmit and store data on a configurable blockchain
optimized for storing, retrieving, and accessing internet of things
(1oT) data. We summarize the blockchain architecture and how
it supportsloT transactions using web services. Wethen develop
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2 separate mHealth apps, one on iOS and the other on Android,
and demonstrate the novelty of the blockchain-centric pervasive
health care apps. We show how users of mHealth apps built
atop the blockchain control their data while the blockchain
supports access control, privacy, anonymity, and decentralized
storage (not in the control of asingle firm) [5].

Objective

To satisfy the challenges of user privacy and data access,
combined with the need to maintain high security, speed, and
availability of pervasive mHealth data, we propose using a
configurable blockchain architecture such as the consensus,
hasher, storer, miner (CHASM) architecture [6]. In this paper,
we investigate the following research questions:;

1. Research question 1: What and how do pervasive mobile
apps interface with a configurable blockchain to provide
users privacy, security, and control over their mHealth data?

2. Research question 2; How and can pervasive mobile apps
adhere to stringent HIPAA compliance?

To our knowledge, this is one of the earliest researches to
present a configurable blockchain architecture that combines
elements of private and public blockchains and is compatible
with the requirements of pervasive mHealth data, which caters
to the highest plausible security and privacy requirements as
prescribed by HIPAA. Access control is provided at multiple
layers, that is, at the wallet layer, at the app layer, and at the
blockchain layer. Similarly, prior research has not addressed
how such pervasive health care data, which are generated by
devices, can be made compatiblewith 10T blockchain data stores
with significant security, high throughput, and expectations of
low-synchronization times.

In the following sections, we describe the Design Science
Research Methodology (DSRM) and then follow each step in
the DSRM to implement a viable solution.

Methods

Overview

We used the DSRM, which is commonly used by researchers
in information systems and computer science [7]. The main
stepsinthe DSRM arelisted in Textbox 1.

Following these principles, we executed the following stepsfor
our solution: first, we defined the research problem and justified
both our solution and the value of our solution; second, we
defined the design goals for our system as the objectives that
weintended to accomplish; third, we designed and implemented
our solutions; fourth, we demonstrated the solution with respect
to the goals set forth earlier; and finally, we evaluated the
solution for accuracy, security, and (potential) costs while
documenting the risks.
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Textbox 1. Different steps of the Design Science Research Methodology and our approach to the solution.

e Phasel
«  Step 1: problem definition and importance of solving

«  Step 2: identifying objectives of the solution

. Phase 2
«  Step 3: design and development of prototype
«  Step 4: demonstration of artifact

. Phase 3
o  Step 5: evaluation of artifact against requirements

«  Step 6: conclusion and communication

Step 1 of the DSRM: Problem Definition and
Importance of Solving

Pervasive devices and apps on such devices that capture
individual mHealth data have become popular in everyday use
for millions of individuals using wearables, personal health
parameter test kits, and medical devices [8]. Such devices and
apps have several benefits by positively affecting patient health
outcomesthrough the gamification of health care practices such
asincreasing the frequency of exercise, monitoring food intake
and obesity control, improving communication among patients,
and increasing patient motivation by encouraging them to join
peer groups of similar individuals[9].

mHealth users generate a significant amount of data through
their pervasive devices, which record data such as heart rate,
blood cholesterol, and blood pressure. Most often, users own a
multitude of devices such as smartwatches, smart apps on
phones, smart blood sugar monitors, and smart brainwave
readers [2,8,10-12]. Such pervasive devices create large data
footprints, and such generated data are usually stored on separate
and independent cloud-based servers or network-attached
storage. Such databases are centrally administered, and data
access is controlled by the firm that manages these data stores
after the user’s approval. A key issue with such centrally
managed data storesisthat users have no control over their data
and frequently do not have access to historical data. However,
very often, such data can provide valuable insights into user
health, and when services such asthose demonstrated by Google
[1] or by Sleep City [13,14] become more commonplace, it can
lead to early diagnosis of medical conditions or provide early
warnings about the onset of diseases. Pervasive devices
responsiblefor collecting mHealth data are called edge devices
asthey have exceedingly small storage capacity and depend on
the network to collect and store data [15]. As a result of their
resource-lessness and the need to store back-end data el sawhere,
blockchains have been shown to provide numerous benefits
[16]. However, such benefits are not automatically transferred
over pervasive devices and apps that need to be specificaly
written with security, access, privacy, and performance
considerations. Prior health care research on dataon health care
exchanges, data tamperproofing, and securing health care data
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have demonstrated the benefits of using blockchains in the
context of health care[8].

Several public blockchains are used for building decentralized
applications such as those in supply chain management,
decentralized finance, and enabling contracts. The blockchain’'s
advanced features of enabling private-public key cryptography,
decentralized consensus algorithms that can be modified, and
strong 1-way encryption of data through hashing can address
several challenges facing health care data storage [16]. Fang et
al [17] discussed the key challenges with current blockchain
designs of public, consortium-based, and private blockchains
in ensuring that all of the properties required for health care
systems (ie, privacy, security, scalability, and immutability of
patient health records) cannot be simultaneously available on
the same blockchain. Thisisalso known asblockchain trilemma.

The underlying blockchain we devel oped supportsthe symmetric
encryption of transaction payloads in addition to signing. For
this app, we used advanced encryption standards using a secret
key associated with the user’s private key. A user may associate
multiple secret keys for different apps using the same private
key. The mHealth data can only be decrypted using the user’s
secret key for onward sharing, downloading, and reading. A
user can create multiple secret keys for each app, and each app
can run on multiple devices to capture information about the
same individual. For example, secret key 1 associated with the
user's ID would be used to capture the user’s heart rate; secret
key 2 associated with the user’s exercise log would be used to
capture data on the number of steps a user takes while running
or doing exercise; secret key 3 could be used capture, for
example, seep patterns; and secret key 4 could be used to log
other health care information such as blood pressure, oxygen
saturation levels in the blood, and blood sugar. Unique
information would be stored in separate wallets or devices and
could be deposited or synced up with the blockchain for overall
persistent storage.

A feature of HIPAA complianceisproviding userswith absolute
privacy of information and the ability to delete and clean out
their data if given a chance. Textbox 2 presents the main
requirements of such a software system and why each of these
requirements isimportant to solve.
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Textbox 2. A summary of the key requirements and why these are important to solve.

« Requirement 1: support for continuous data storage outside devices

«  Edgedevices do not have sufficient storage. As aresult, a network-based storage mechanism is needed.

«  Requirement 2: diverse types of devices, data, and frequencies that transmit data

« A person’s mobile health care footprint is stored across multiple devices.

« Requirement 3: control access for distinct types of data

.  Each device generates adifferent kind of data and needs separate storage and access control if it were to be accessed by the user.

«  Requirement 4: Health Insurance Portability and Accountability Act compliance
«  These standards governing health care data are essential to ensure that mobile health data are securely stored and that privacy is ensured.

«  Requirement 5: stakeholder incentives for maintaining nodes, mining algorithm, and functionality of the blockchain

«  Stakeholders of the system can maintain and control the data on the blockchain. A portion of the revenues from device manufacturers and
app saleswould be used to fund maintenance, mining, and network maintenance.

Step 2 of the DSRM: Objectives of the Solution

A blockchain is a decentralized and distributed data store that
can address the potentia privacy and security concerns related
to data access and data standardi zation while supporting device
interoperability and providing users with total control of their
own data [10,11]. Blockchain is a secure and immutable
transaction ledger distributed on computing devices.
Transactions are stored on the ledger through cryptographic
validation and linked upward through the network. Owing to
decentralization, peers can transact without a third party. Peers
access the blockchain through a combination of private—public
key cryptography (usually Elliptic Curve Digital Signature
Algorithm) and can create and store as much data as they want

https://mhealth.jmir.org/2022/1/€32104

within the blockchain transaction record. Such transactions are
cryptographically signed by the owner of the data using his or
her private key and are accessible on the blockchain only by
the owner of the public—private key. All stakeholders of data,
for example, device manufacturers, device users, marketplace
administrators, and health care solution providers, can be
permissioned onto the blockchain network [10], or users can
explicitly or implicitly share data with other users.

The key advantage of using a blockchain system to track data
isthat the blockchain can verify and perennially storeall created
and validated user data. Some of the common advantages of
using ablockchain versus astandard pervasive database system
arelisted in Table 1.
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Property of blockchain-based solu-
tion

Objectives accomplished for the mHealth app

Standard database or local storage-based
apps

Anonymity

Decentralization

Transactional safety

Consistency

Incentivization

Perennia storage of data

Privacy preservation

Pervasive data access across multi-
ple devices, apps, and systems

Ability to control access to data

Ability to prevent accessto user da-
ta (delete)

A user need not register with his or her personal identifiersand is
associated with the data using the private key and public key infor-
mation.

The datais stored on a public infrastructure supported by individ-
ual users on aglobally distributed network. In our prototype, we
tested thiswith 4 parallel nodes.

Each transaction comprising datais signed with the user’s private
key, preventing others from manipulating the transaction.

Irrespective of the type of data being sent on the network, the data
is stored on the network as is without modification. In addition,
the user may choose to encrypt the data before adding to the
transaction payload and also for additional privacy.

Blockchain-based data marketpl aces can enable usersto be reward-
ed based on the validation of high-quality data that users can sell
to other users.

Public blockchains provide a public space on the distributed |edger
to storeall kinds of data. With innovative architectures, it is possi-
ble for the storage of the data to also exist perennially on the
blockchain.

Users who possess their own private key can access their dataon
the blockchain.

Users can access an infinite (theoretically) number of wallets, each
of which can store a different type of health data. This providesa
single-window clearance to all the user’s health data.

The user who has private and public keys can control the data en-
tirely. He or sheisthe only person that can create the data and ac-
cess the data (if it is encrypted with his or her key).

Within the blockchain and the pervasive apps, multiple approaches
enable individuals to prevent access to the data available on the
blockchain. For example, using multi-sig wallets enables data
storage to not be accessible after the deletion of one key.

Access needsto be given by the administra-
tor of the database.

Datais centralized and may be controlled
by =1 administrators.

Administrators are responsible for transac-
tional safety. The database network subsys-
tems are controlled by manufacturers.

The database can modify, alter, and change
data when replicated. For example, in dis-
tributed databases, the design of the
database could ensure that the data is com-
pressed (potentially with loss of informa-
tion).

Databases, by design, do not incentivize
anyone. Thereisacentra authority that
decides all modes of access.

Data can be deleted by administrators or
anyone with administrative access.

Thereisno privacy preservation by design.
Administrators have all access rights and
can give additional access to users.

Users are limited by the number of access
accounts they are provided with by admin-
istratorsin the system. User accounts are
not anonymized either.

Any administrator can control the data.

The access is controlled by the database
administrator per se.

Step 3 of the DSRM: Design of the System

Overview

Figure 1 describes the main use case scenario that motivated
our design of the mHealth app. In Figure 1, we see the same
individual user using 4 separate devices for monitoring his or
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her health parameters. blood pressure monitoring device,
physical activity (eg, running, jogging, and walking) monitoring,

active blood sugar monitoring (eg, for prediabetic or diabetic

person’s health.

conditions), and brain wave monitoring. Each device storesand
recordstheindividua’s personal mHealth data, which can either
individually or collectively be used to make inferences about a
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Figure 1. A block diagram showing the process of uploading and managing data with PantherChain. BP;: blood pressure.
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Save 7 Measurement Records
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|
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Brain wave detection
system

Continuous sugar
monitor

Data recorded onto the blockchain from independent devices with different wallet addresses (a hash of

Data submitted to the blockchain for further
transaction confirmation and storage

Use Cases for Storage Retrieval and Messaging

We present different use cases for data storage, data retrieval,
and messaging. Apps from different platforms allow users to
share data using their private keys to keep the data secure but
usable by these apps. These apps can later use whole or part of
the user datato provide services, aswell asfor usersthemselves
to share and control the data provided to the platform.

The use cases are as follows:

1. Use case 1: perform a data collection activity and submit
signed data to the blockchain

2. Usecase 2: create diverse types of data for the same user
from multiple devices using the same private key

3. Usecase 3: delink dataon the blockchain using private key
deactivation (as a blockchain is an immutable structure,
data once added to the chain cannot be deleted; however,
if the private key is deactivated, that is, delinked from the
user, the private components of the data can never be linked
back to the user who created it, and any existing encrypted
payload data cannot be decrypted in the future or accessed
by others)

Other peripheral use cases are as follows:
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Query interface for accessing user wallet
information overall

Use case 4: share data across different apps
2. Use case 5. (optionaly) sell data in a hedth care
marketplace

Blockchain design could also incentivize usersto create, record,
and share authentic, high-quality data and possibly auction the
information on health care data marketplaces that access
personalized health care datafor downstream sale for research.
A use case diagram demonstrating al the above use cases and
their dependenciesis shown in Figure 2.

We extend prior research on configurable blockchain patterns
and specifically use the CHASM blockchain pattern and the
corresponding instantiated Panther Chain design to accomplish
storage, retrieval, and market functionality for health care data
[6]. In the following sections, we describe the design of the
PantherChain system and document features of the PantherChain
blockchain system used to implement key use cases for
pervasive |0T-based mHealth data. The advantage of using the
CHASM design patternisthat it isflexible, and each underlying
component can be altered to suit the performance, speed, and
storage needs of the overal 10T system. Sengupta and
Subramanian [6] demonstrated the design and performance
functionalities of 4 different blockchains by atering the software
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components. We present the architecture of such a system and
illustrate the benefits of such animplementationin thefollowing
sections, which include high performance and tunability of

Sengupta & Subramanian

parameters such as difficulty used in mining, especially when
loT devices and high throughput are required.

Figure 2. Use case model showing all use cases and dependencies. mHealth: mobile health.
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The CHASM Design Pattern and PantherChain
I mplementation

We used the CHASM software design pattern and the
implementation of this pattern in Javathat we call Panther Chain
[6]. Sengupta and Subramanian [6] described the CHASM in
greater detail. However, they did not configure PantherChain
or CHASM to support loT through web service-based
application programming interfaces (APIs) for smart contracts.
In this implementation, we adapted CHASM's configurable
architecture and implemented an loT-based extension to
CHASM intheform of arepresentational statetransfer (REST)
API layer that accepts requests from devices and supports high
performance and throughpuit.

In Figure 3, we show the CHASM design pattern by illustrating
the classes and their interactions. The CHASM pattern is an
extension of the popular context object design pattern [18], a
core Java 2 Platform Enterprise Edition pattern that allows
different classesto share asingle controlling context (interface).
In our implementation, the BlockchainSystem class references
abstract class implementations of the 4 CHASM components:
consensus, hasher, storer, and miner. Henceforth, we will refer
to these concepts, implemented using abstract classes, as plugs.

In PantherChain, we provided different implementations for
each plug. The hasher plug has 3 implementations. MD5

https://mhealth.jmir.org/2022/1/€32104

(Message Digest Version 5) [19] implemented as MD5Hasher,
SHA256 (Secure Hash Algorithm) [20] implemented as
SHA256Hasher, and SHAS512 [20] implemented as
SHAS512Hasher. The storer plug has 2 implementations. a
serialized JSON fileimplementation (FileStorer) and arelational
implementation using SQLite (SQLiteStorer). The miner plug
wasimplemented as a proof-of-work (POW) miner with flexible
levels of difficulty, similar to Bitcoin [21]. We included 2
implementations of POW: a single-threaded POWMiner and a
multi-threaded parallel version (ParallelPOWMiner). Finaly,
the consensus plug was implemented using a distributed
file-sharing mechanism as a proof of concept to demonstrate a
distributed Nakamoto [21] consensus, as described by Nakamoto
[21] (SimpleConsensus). PantherChain can be extended by
replacing the plugs (implemented as abstract Java classes). Each
plug provides specific abstract methods that are interfaces to
the rest of the blockchain system. Finally, PantherChain can
use any implementation of transactions and can be used for
different types of transactions (eg, text-based or
cryptocurrency-based) within the same instance. In
PantherChain, both text-based and JSON-based transactions
can be signed and encrypted. Interestingly, as the payloads of
encrypted JSON transactions are no longer well-formed JSON,
the encrypted JSON transaction class is a subclass of signed
text transactions (Figure 3).
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Figure 3. Unified Modeling Language (UML) class diagram of the PantherChain blockchain.
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Step 4 of the DSRM: Implementation of the loT
Interface on the Blockchain

Overview

Although smart contract [22] virtual machines are not
implemented within the CHASM pattern, we piggybacked on
the Java Virtual Machine combined with an easy-to-use web
service-based software as a service system that operates on
each PantherChain node as the 10T interface. The current
implementation of PantherChain includes a Java 2 Platform
Enterprise Edition Servlet—based REST APl that alows an
external app to use al components of PantherChain. Some of
the end points in the PantherChain REST API are as follows:
APIGetKey (to retrieve an existing wallet or create anew public
or private key wallet), APIAddJson (to add a transaction
containing JSON data signed with a key), and APISearchUid
(to search PantherChain based on a unique identification).

To implement a smart contract, the app can make an API
connection to a PantherChain node and provide the client with
complete app integration. This method allows app developers
to use ablockchain in the back end and devel op their app logic
in the language or platform of their choice. We developed and
tested each of our use cases listed above on PantherChain to
demonstrate the capabilities of the system and validate it with
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user-based tests and HIPAA compliance guidelines. We also
set forth future research directions for such a model by
illustrating incentivization models based on third-party
validation of data accuracy, marketplaces for data, etc. The
PantherChain implementation also includes the demonstration
of Bitcoin-like cryptocurrency (PantherCoin) atop the existing
system.

Invocation of theloT mHealth Data I nterface

Integrating PantherChain into an mHealth system is a 2-step
process: (1) initializing or retrieving a user wallet (using
APIGetKey) and (2) submitting a transaction to the pool using
APIAddJson. In our tests, we developed 2 apps, one for an
Android watch and the other for an Apple watch, each of which
can capture some health data from the sensors, build a JSON
data packet, and send it to the API back end. Multimedia
Appendices 1 and 2 show sample Android (Java) and iOS
(Swift) codes for performing this action.
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Results

Step 5 of the DSRM: Demonstration of the Mobile
Data Health CareiOS and Android Apps

Overview

To provide a proof of concept of the process, we developed 2
watch apps: one based on Android and the other based on iOS
WatchKit. Both were simple apps that were designed to run on
a watch. We programmed the Android app to track steps and
heart rate datawhen astart button istapped and submit asigned
package containing the average heart rate and total steps taken
when the stop button is tapped. The iOS WatchKit app worked
in the same way, except that, given the iOS watch we used did
not have a direct internet connection, the data were uploaded
by an iPhone companion app that retrieves the data from the
Apple watch and submits a similar signed package to the
blockchain. The user can set up both apps with the same wall et
(private-public key pair) so that the data from all the devices
can belinked to the same user. Alternatively, the user could use
ameta-wallet such as metaMask [23] or the Exodus [24] wallet
to generate a master public-private key to store independent

Sengupta & Subramanian

wallets within the meta-wallet. Overall, irrespective of the
approach chosen, all the user’sdataand confidentia information
are captured and stored only by a single user. In the following
sections, we provide someillustrations of the appswe designed,
thus demonstrating the various use cases above.

I mplementation and Validation of Use Case 1

In thisuse case, the personal health care data of usersare stored
and accessible on the blockchain using a query interface using
the private key by asingle user.

The first basic use case involves a user performing a basic
workout using an Android watch. Figure 4 demonstrates the
Android app running and collecting data while the workout is
in progress. The app may enable the encryption of the payload
for additional security of the data. Wewill discussthe encryption
process further in the Implementation and Validation of Use
Case 3 section. When the workout is stopped, the watch (or the
controlling phone if the watch does not have direct internet
access) can submit the workout as a new transaction to the
blockchain after encrypting it with a secret key (if enabled at
the app level).

Figure4. Android implementation of our app running on an Android smartwatch.

I mplementation and Validation of Use Case 2

In this use case, personal health care data of diverse typeswith
multiple devices and meta-information are stored on the
blockchain.

Although thefirst use case isthe most basic method of tracking
mHealth data, similar processes exist in most health monitoring
platforms today. The motivation for use case 2 comes from the
limitation of the ability to share and aggregate data from
different mHealth systems into a single platform. Currently,
users do not have the option of using different devices with
differing capabilities of collecting health data and reviewing
and aggregating all data in a single coherent manner. Our app
solves this issue by alowing different apps to collect mHealth
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data to submit data packages signed with the same wallet to be
submitted to the blockchain. Figure 5 shows the 2 appsin iOS
WatchKit (left) along with its companion iPhone app (center)
and the Android watch app (right), collecting diverse types of
data for submission to the same blockchain.

Figure 5 illustrates 2 different devices (an iOS device and an
Android device) collecting health care data from the same
individual and submitting the data to the blockchain. The user
of the app, identified by his private-public key combinations,
can access the datawithin hiswallet from aweb app (as shown
in Figure 1). Such data collected about the user from multiple
devices can be used to create a health intelligence dashboard
and can also be traded (shared) with data marketplaces.
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Figure5. Different devices collecting health care data.

Sengupta & Subramanian

I mplementation and Validation of Use Case 3

In this use case, personal health care data are deleted based on
the private key of the individual after deboarding from the
system.

To provide HIPAA compliance, users need to have the ability
to delete persona health data from any associated system. As
ablockchain isimmutable, data cannot be tampered with once
it is mined and added to the blockchain (but it can certainly be
deleted from the transaction pool beforeit is mined). However,
in our mHealth implementation, HIPAA compliance can be
achieved by deactivating the user wallet, which delinks any
mined block from the user. If the user chooses to encrypt the
data payloads for the transactions, the encrypted components
cannot be decrypted without the user's secret key. However,
the blockchain integrity can still be maintained with blocks

containing the data, although no association with a specific user
can be made without the wallet.

We highlight some other potential approaches for privacy
implementations in the following sections.

I mplementation and Validation of Multi-key Wallets

A wallet in our app can be associated with multiple secret keys
for encryption. Deactivation of any key associated with the
wallet rendersthe transactions encrypted with that key inactive.
In our implementation, a wallet included a public and private
key pair for signing and verification and severa advanced
encryption standard secret keysfor encrypting payloads. Figure
6 demonstrates (1) enabling the user of the mobile app to encrypt
transaction payloads; (2) awallet with apublic key, private key,
and asingle secret key; and (3) asimple signed transaction and
atransaction from the same user with an encrypted payload.

Figure 6. Implementation of encrypted transaction payloads in PantherChain and health monitor app.
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Last 5 chars of PK: 12408
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= Transaction 0

Hash: 81fdb...e7908

Created: 2021/10-09 10:06:29

Data: { "source™: "HRMiIOS", "time": "Sat
Oct 9'r'\n10:04:01 EDT 2021", "steps™:
"53", "avgheartrate”: "101.1", "totaltime":
"67" } (signed by 27448)

https://mhealth.jmir.org/2022/1/€32104 JMIR Mhealth Uhealth 2022 | vol. 10 | iss. 1 | €32104 | p. 10

(page number not for citation purposes)

RenderX


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MHEALTH AND UHEALTH

App Access Restriction

Privacy compliance can beimplemented at the app level, where
the user requests the deletion of an account, leading to the
removal of the user’swallet from the blockchain. Once the user
deboards the system, if the private keys are removed from the
personal devices of the users, the data can never be reconnected
to the user level.

Implementation and Validation of Use Case 4

In this use case, personal health care data with different types
of data are aggregated into a blockchain app.

Once datafrom different apps are uploaded into the blockchain,
a third-party verification method can validate the authenticity
of the data (this process may differ from blockchain to
blockchain but will involve some form of mining strategy). In
this proof-of-concept app, we used a POW mining technique
(similar to that of Bitcoin but using alower difficulty level) to
combine validated transactions into mined blocks. These
validated blocks can be used by apps to aggregate data from
every app that uses the same wallet to be associated with the
same user. The mining module in the CHASM pattern in
PantherChain is implemented as an interface [6]; hence, it can
be replaced with other algorithms such as Proof-of -Stake, which
can provide deterministic, time-bound confirmations for
transactions logged into blocks [25].

https://mhealth.jmir.org/2022/1/€32104
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Governance Approaches for PantherChain

One of the largest challenges with 10T-based blockchains is
related to who governs the blockchain. Governance functions
for the blockchain include the ability to control the functionality
of the blockchain [26]. This could include altering algorithms
for consensus, hashing, storage, and mining. In addition, the
blockchain’s future functionality enhancements, including the
ability to support different apps on top, could be subject to
governance. Governance protocols that can be considered for
the blockchain can be of many types. Table 2 summarizes the
key governance mechanisms of the token.

On the basis of our analysis of an mHealth-based app stack,
whichinterfaces|oT with the blockchain, the consortium-based
blockchain works best. If aconsortium of device manufacturers,
app developers, and users cannot be formed, creating a
decentralized autonomous organization facilitated by
PantherCoin, the inbuilt token of the PantherChain blockchain,
will enable such a mechanism. However, the risks of such an
approach are greater than having an equitable consortium of
stakeholderswho invest and control the blockchain anditsfuture
enhancements and can ensure decentralization. For a system
such as ours that dealswith health care, it is recommended that
governance not rely on tokenomics; rather, the decentralized
functionality of the blockchain should be used overall.
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Table 2. Governance mechanisms recommended for the blockchain.

Sengupta & Subramanian

Type of governance  Description

Benefits

Challenges

Consortium-based .
governance, which is
auser group compris-
ing devicemanufactur-
ers, users, and health
app writers; prior apps

A group of firms, trusts, and user .
groups pool in resources and admin-
ister the whole network of nodes.
Membership to theconsortiumwould  «
be rule-based and inclusive.

Members could include private orga-

have included nizations, departmentsof health,and
l0Tbased power net- nongovernmental organizations,
works[25] which are responsible for running

and maintaining this structure.
DAQC [26] «  Governanceistypicaly decided by

the voting rights of users who own
crypto-tokens generated by the plat-  «
forms and which are purchased in
exchange for fiat currency.

« Voting rightsare usualy proportional
to the share of tokens owned by those
who choose to govern.

Public blockchain o
[27]

Thisissimilar to the creation of any «
large public blockchain.

«  All users have equal rights on the .
network, and peer nodes handle the
traffic.

Private blockchain o
controlled by device
manufacturers

Thisblockchainissimilar to hosting
aset of nodes and controlling their
data privately on the network. .

Such a design automatically ensures
that the members of the consortium
areinvested in governance.
Adoption is almost instantaneous as
the network is already seeded by the
consortium.

As CHASMP is a confi gurable
blockchain, underlying algorithms
and methods can easily be altered, as
guorum among consortium members
is easy to accomplish.

Everyone ideally has a chance to
participate in governance.

It could potentially lead to faster
adoption asgovernanceisalso incen-
tivized.

Public blockchainsfoster trust among
individuals for easier adoption.
Public blockchains are useful for in-
ternal purposes as well as externa
purposes.

Itiseasy to set up asprivate investors
are involved.

Changesto the underlying blockchain
are dl dictated by individuals on the
network overall.

Typical issues of collusion, ex-
clusion and nonadherenceto the
rules of governance could slow
adoption or reduce the number
of users.

The consensus algorithm (and
the miner plug) could be moved
to proof of stake from proof of
work, which is achange at the
underlying level. However, with
proof-of-work mining, the min-
ing algorithm could be operated
by the consortium itself.

Governanceis usually skewed
among those token holders who
hold the largest number of to-
kens.

This could result in a dysfunc-
tional blockchain if the toke-
nomics do not reward users ap-
propriately.

There arerisks of rug pullsin
the market.

It involves extremely slow
adoption.

There are no special incentives
to users and node runners.
Network effects will become
extremely difficult to run and
maintain.

Time taken to modify and roll
out changes will disincentivize
device manufacturers and users.

Itiscontrolled by private actors.
Decentralization of governance,
modifications, and datais diffi-
cult to accomplish overall.

30T internet of things.
BCHASM: consensus, hasher, storer, miner.
°DAO: decentralized autonomous organization.

Cost of Setting up a Blockchain

There are many types of costs associated with setting up such
a blockchain, such as the costs for programming, the cost of
hardware setup, the costs for setting up anetwork, and the cost
of app development and integration with device manufacturers.
Although this paper will not be sufficient to cover all these costs
because of the detailed cost analysis needed, we have
documented the cost of hosting our prototype. We hope that
designers and developers will be able to interpret the hosting
costs from these figures and find these costs significantly lower
than those of the public blockchains or other consortium-based
blockchains, which require more specialized knowledge and
higher bandwidth equipment such as application-specific
integrated circuit (A SIC)—based processors for mining.

https://mhealth.jmir.org/2022/1/€32104

Our prototype instance was configured and set up on a cloud
virtual machinewith 1 TB disk space, 128 GB RAM, and Linux
with 2 core Intel processors. The cost of setting up 1 instance
of the blockchain was US $300 for 3 years. Similarly, nodes
could be set up at US $1200 for 3 years. Thisis for unlimited
incoming and outgoing network traffic. We used a common
high-performance computing infrastructure cloud available to
us from the university. A similar hosting arrangement could be
applied to the cloud environments (such as Amazon Web
Services, Google, Microsoft, and Heroku) or even with
blockchain-based distributed computing clouds such asFileCoin,
Storj, or InterPlanetary File System-based systems, which could
cost the same amount. On the basi s of the number of consortium
members and the number of device manufacturers or devices
that store data on the cloud, use could also increase or decrease
as time goes by. These systems are flexible enough and can
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accommaodate the need to store only the most recent data (and
partial or full replication of data could be supported). As the
CHASM architectureis flexible, future versions could include
sharding of the data store and other performance enhancements
that are typical of large-scale data stores. A full discussion of
distributed systems architecture would be out of the scope of
this paper as we focus on the privacy and user control of data
using an loT-optimized data store.

Performance Statistics for the PantherChain System

Although the performance of blockchain systems has been
subject to much debate in the literature, it must be noted that
performanceismeasured in termsof the number of transactions
that the blockchain can handle per minute overall. For example,
the VISA network supports 1700 transactions per second, which
indicates a submillisecond access time for any web service
request on the network. The Bitcoin and Ethereum networks
are much less performant, and these systems have not been
benchmarked from an app standpoint.

Our approach to testing the performance of the PantherChain
is based on the caveat that the performance of any system can
be assessed by measuring the overall times taken to access
different components of the system. In our case, owing to the

Sengupta & Subramanian

architecture of adistributed and decentralized computing system,
we could measure the overall performance of our system in
terms of thetime taken to accessthe services of the blockchain.
For example, the time taken to access the front end of
PantherChain and the time taken to access the REST APIs are
discussed above. As we use the Apache Tomcat web server,
using the software as a service model, several performance
benchmarks of the stack exist. Notably, the Center for Internet
Security benchmarksfor Windows and Linux operating systems
and several processor-related benchmarks aready exist [27].
Similarly, Apache Tomcat and Java performance benchmarks
for avariety of hardware and software, including combinations
of Java Development Kit and Java Virtual Machine
implementations, have already been performed [28]. For the
performance testing of different configurations of blockchains,
please refer to the study by Sengupta and Subramanian [6].

We benchmarked the standard typical use cases of the front end
of the PantherChain system and the basic API for obtaining the
wallet key after generating it. In Figure 7, we plot the means of
the API response times on 5 dimensions commonly used to
measure the performance of the getKey and uid APIs and the
PantherChain user interface.

Figure 7. Mean performance of application programming interface response times from PantherChain implementation.
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Validation of the Artifact

We provide a complete validation of our process, against the
requirements, including the HIPAA compliance checklist for
mobile devices[29], in Textbox 3.
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Textbox 3. Confirmation of the achievements of the design goals for the system.

support the functionalities

o Useapassword or other user authentication

« Install and enable encryption

. Install and activate remote wiping or remote disabling

. Disableand do not install or use file-sharing apps

. Install and enable afirewall

monitors, they can do the needful.

« Install and enable security software

«  Keep your security software up to date

«  Research mobile apps before downloading

keys, users will not be able to move data onto the blockchain.

« Maintain physical control

web service layer.

device.

Health Insurance Portability and Accountability Act guidelines and how our internet of things mobile health app and blockchain design

«  Usersuse acombination of private and public keys that they must access for personal mobile health data.

« All dataareencrypted at multiplelevels. At the storage level, users could choose to encrypt and send data using their public key (or aseparate
key), and their wallet software could enable access to these data | ater.

«  Asdiscussed, the deletion system for personalized mobile health data can be deleted at the app level and the individual level.

« Fileor datasharing isnot enabled at the app layer, athough the blockchain resides on adecentralized network. The accessto datais provided
only to those with the private and corresponding public key (wallet) and not to anyone else.

«  The strong encryption provided by the network and the iOS or Android operating systems for mobile health data provides necessary
protections. Overall, if firms choose to provide an operating system-evel firewall for other types of datafrom devices such asblood pressure

«  Thisisoutside the scope of our app, athough we believe that pervasive devices are compliant with security.

«  Blockchain software, when updated, will reflect the same at the app layer, and users will be able to directly contact the apps.

«  Thisisauser characteristic, and users who work on data should be cautious while downloading apps. Either way, without private and public

« Pervasive health care data are strongly controlled by the user’s ability to protect their public and private keys and, therefore, control access.

«  Useadequate security to send or receive health information over public Wi-Fi networks

« Data can be encrypted end to end using HTTPS protocols to alow only secure apps from devices to communicate with the blockchain's

« Deleteal stored health information before discarding or reusing the mobile device

« Onceareguest is made to delete a particular private key's data by the user, the user can deactivate all the data from the app by preventing
accessto it forever. Whenever a mobile device needs to be reused, it is up to the user to remove his or her private and public keys from the

Discussion

Evaluation of the Prototype

In this study, we developed a complete blockchain-based
mHealth data collection system using PantherChain, an
implementation of the CHASM-based blockchain framework.
We devel oped mobile apps capabl e of running on smartwatches
to collect personal health data, which are signed with the user’s
private keys, and demonstrated that this process could be
implemented in high-performance apps. We tested our results
with a proof of concept, as explained in detail in previous

https://mhealth.jmir.org/2022/1/€32104
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sections, using both an iOS and Android mobile app and the
blockchain. We can clearly show evidence for accessto diverse
types of health information [6] by the same user.

Further results demonstrating the performance of our appinthe
context of health parameters and different operating system
versions are documented in the following paragraphs.

We collected performance data by running our proof-of-concept
appson different devices and simulators. The proof-of-concept
iOS WatchKit app was tested on the following platforms:
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1. iPhone 12 Pro simulator running iOS 14.4 paired with Apple
Watch Series 6 40 mm simulator running WatchOS 7.2
(Figure 8).

2. iPhone 6 device running iOS 12.5.4 paired with Apple
Watch (original) running WatchOS 4.3.2 (Figure 5)

3. iPhone 12 device running iOS 14.6 paired with Apple
Watch Series 3 running WatchOS 7.3.2

Sengupta & Subramanian

Our proof-of-concept Android watch app was tested on the
following platforms:

1. Android Watch device ZGPAX S99c running Android 5.1
Lollipop (Figure 4)

2. Android Watch simulator (not reported in results because
of unavailability of health simulators) running Wear OS
9.0 (Android Pie)

Figure 8. Depicting the simulators showing Android apps sending data to the blockchain.
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The host platform for the 2 simulators we used was aMacBook
Pro 2018 (Apple Inc, 2.6 GHz Corei7, 32 GB RAM) running
macOS Catalina. The work network was a wired 1 Gbps
network, and the home network had a maximum upload speed
of 5 Mbps. Note that the Android watch device we used had
only a 2.4 GHz wireless adapter (which is typical of most
low-cost, high-performance 10T platforms, as was available
during the writing of this paper). We tested on some old
hardware to ensure that our apps could run with adeguate
performance on low-performance 10T devices. After running
our apps, which were configured to send summary as well as
detailed workout data, and varying the time of workouts, we
noticed that the performance of submitting workout data to
PantherChain primarily depended on network latency, network
throughput, and HTTP protocol handshaketime. The round-trip
time from device to PantherChain was observed to be as low
as 28 milliseconds (simulator in 1 Gbps network) to a maximum
of 724 milliseconds (Android 5.1 device on a 2.4 GHz home

https://mhealth.jmir.org/2022/1/€32104

RenderX

Monitoring

11:01:01 AM
11:00:56 AM
11:00:52 AM
11:00:47 AM
11:00:43 AM
11:00:38 AM
11:00:33 AM
11:00:29 AM
11:00:25 AM
11:00:20 AM
11:00:16 AM
11:00:11 AM

11:00:06 AM

wireless network). We collected data for workouts ranging from
1-minute to 30-minute durations, and even with detailed data
uploads, the performance was reasonable and as expected for
any network-connected device. We plot the graphs of the time
taken to submit the data to the blockchain in milliseconds
(y-axis) versus the size of the data (in bytes) payload on the
corresponding device for the 4 configurations in Figure 9.

The 4 configurations correspond to using the heart rate monitor
app running in 4 different modes on different network
configurations, as shown in Table 3.

The results demonstrate that our platform and process for
collecting and submitting health data to a blockchain does not
degrade user experience in terms of performance. Please note
that the performance times reported are only based on
submission to the blockchain and do not include mining
performance, which is not necessary unless the user wants to
have the data committed to the blockchain for potentia
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marketplace use. Mining performance comparisons for various
difficulty levels (by varying the mining algorithm) of

Sengupta & Subramanian

PantherChain are available from the study by Sengupta and
Subramanian [6].

Figure 9. Blockchain submission modes for internet of things performance testing for different network and device combinations for the Heart Rate

Monitor (HRM) app.
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a. Graph of data size in bytes versus time (in
milliseconds) to transmit summary data of the
workout to blockchain from the heart rate
monitor app using i0S from the office wireless
network—100 Mbps upload speed

b. Graph of data size in bytes versus time to
transmit detailed micro-level data to
blockchain from the heart rate monitor app
using i0S from the residential wireless
network-5 Mbps upload speed
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c. Graph of data size in bytes versus time (in
milliseconds) to transmit summary data of the
workout to blockchain from the heart rate
monitor app using iOS from the home wireless
network—5 Mbps upload speed

d. Graph of data size in bytes versus time
(in milliseconds) to transmit summary data
of the workout to blockchain from the heart
rate monitor app using Android device from
the office wireless network — 100 Mbps.

Table 3. The 4 configurations and the type of data collected.

Device Type of data collected Network configuration
i0S Summary Work; wired

i0S Summary Home; wireless

i0S Detail Home; wireless
Android Detail Home; wireless

Comparison With Prior Work

Although some prior works have provided a methodology for
achieving tamper resistance and privacy in storing mHealth data
in blockchain (eg, Ichikawaet a [8]), our implementation takes
it further in a full blockchain implementation using actual
mHealth data apps. Fang et a [17] suggested using a
permissioned private blockchain to accomplish some of the
GDPR capabilitiesto enable usersto control their data. Scholars
have developed and demonstrated apps for blockchain in the
areas of health care exchanges, mobile data exchanges, and
centralized health record storage. Such work has mostly been
with enterprise health care systems such as electronic health
care records and whose primary use case for the blockchain is
for decentralizing data storage [30-34]. Although such apps are
built and deployed on either Hyperledger or Ethereum
frameworks, they are not necessarily tested for [oT compliance,
which is at the other end of the performance, data size, and
speed spectrum. Griggs et al [35] discussed that with public
blockchains, no user data should be stored within smart contracts
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as HIPAA compliance indicates that such data are not private
and are accessible to al. Our configurable blockchain design
considersthislimitation and solves this problem by encrypting
the data and allowing data access only through wallets that are
owned by users. Similarly, we can also configure the entire
blockchain on a private network and not on public blockchain
infrastructure, which prevents public viewing of such data.

Several prior papers have cited and used Ethereum as an
underpinning technology for smart contract—based blockchain
designs. However, with Ethereum as the blockchain, on-chain
storage is expensive, and for 10T apps such as edge devices,
which require storage of data on the chain for fast retrieval or
health care analytics, Ethereum may not be best suited as a
blockchain. A recent estimate for the Ethereum blockchain
showed that storing 1 MB of data on chain would cost
approximately US $76,000 [36]. As aresult, on-chain storage
on Ethereum is not recommended for current apps. Storing off
chain will also be significantly inefficient because of the gas
costs on Ethereum for writing a transaction and operating a
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smart contract, which today costs approximately US 25$to US
60$ per transaction, which would be more expensive than some
of the low-end smartwatches in the market.

Another limitation of prior work isthat with mHealth data and
pervasive computing, the need for data platforms to operatein
the context of multi-platform data sources has not been tested.
Pervasive (edge) devices that need to transmit data frequently
to back-end data stores present specific network transmission
time (performance), security, and privacy challenges. The web
services architecture (CHASM) that we deploy is platform
independent, and we demonstrate using Android and iOS apps
with different network configurations, all communicating with
the same blockchain web servicefor 1 individual user. Overal,
we believe that our approach is a novel method for designing
and developing and demonstrating the functionalities of a
HIPAA mobile data—compliant system that comprises pervasive
mobile data apps on multiple devices and a custom configurable
blockchain that is platform independent and performant with
respect to loT characteristics. We conclude our research by
stating the benefits of using such a configurable blockchain
architecture (CHASM) with a web service stack that receives
datafrom loT devices.

Limitations

Our proof-of-concept solution has been tested for scalability
with 4 nodes and works on a secure public network. We tested
fail-safeness and replication of data across nodes for the
ascertained (mined) data and blockchain. In the future, the
architecture can be extended toinclude alarger number of nodes,
and distributed data replication can be tested. However, we are
confident that the CHASM architecture will support such
scalability as the underlying network and data distribution
interfaces are pluggable. Similarly, we believe that our tests
performed with >5 devices, including simulators and health
appsthat track physical activity, can be scaled to alarger number
of devices and several types of apps. The PantherChain
implementation is device agnostic, and data stored on the
blockchain are agnostic to the source of data.

The heterogeneous usability of the blockchain used by providers
and device manufacturers, who would now lose control over
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the data (or would have to purchase datafrom their customers),
to analyze them will lead to reduced times in designing and
developing more efficient data. The need for users to share
revenues and profits with other users who produce datawill be
difficult. The risk of losing the private key to access one’s data
will make the data completely unusable forever. Therefore, the
storage of the private key (or private key generation algorithms)
needs to be adhered to closely.

Conclusions

Overdll, we demonstrate the benefits of using blockchain in
presenting a unique and novel architecture for mHealth data
using multiple devices. Our implementation of a unique
blockchain that is configurable with respect to its
subcomponentsand API layer providesthe necessary flexibility
and security in addressing privacy, security, and dataownership
issues with personal hedth data. Our findings from
implementing the proof of concept with multiple devices and
personal data are asfollows:

1. With IoT devices and personal mHealth data, blockchains
can provide the flexibility of storing, retrieving, and
accessing individual user data, despite multiple devicesand
operating systems generating such dataabout theindividual.

2. Aggregation of data on the individual and providing only
individual access to blockchain data using encryption
protects the user’s privacy. Using the wallet approach, the
user can aso transfer or send a copy of his or her data to
other wallets through a separate transaction.

3. Our design of mHealth apps on different devices and
operating system agnostic apps, which communicate with
the blockchain through web services, supports loT
throughput requirements.

4. As stated in the test results above, we demonstrate the
performance compliancefor |oT devicesaswell asHIPAA
compliance for user data with our design.

Using thisimplementation, in the future, we could create adata
mar ketplacefor personalized health care data, where anonymous
users can control the generation, quality, and monetization of
their health care data, instead of giving data away for free.

Invocation of mobile health data uploaded to PantherChain (Android and Java).

[DOCX File, 13 KB-Multimedia Appendix 1]

Multimedia Appendix 2

Invocation of mobile health data uploaded to PantherChain (iOS and Swift).

[DOCX File, 14 KB-Multimedia Appendix 2]
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