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Abstract

Background: Self-monitoring of behavior can support lifestyle modifications; however, we do not know whether such
interventions are effective in supporting positive changes in hypertension-related health behaviors and thus in reducing blood
pressure in patients treated for hypertension.

Objective: This systematic literature review evaluates the extent to which smartphone app–based self-monitoring of health
behavior supports reductions in blood pressure and changes in hypertension-related behaviors. It also explores the behavioral
components that might explain intervention effectiveness.

Methods: A systematic search of 7 databases was conducted in August 2021. Article screening, study and intervention coding,
and data extraction were completed independently by reviewers. The search strategy was developed using keywords from previous
reviews and relevant literature. Trials involving adults, published after the year 2000, and in the English language were considered
for inclusion. The random-effects meta-analysis method was used to account for the distribution of the effect across the studies.

Results: We identified 4638 articles, of which 227 were included for full-text screening. A total of 15 randomized controlled
trials were included in the review. In total, 7415 patients with hypertension were included in the meta-analysis. The results indicate
that app-based behavioral self-monitoring interventions had a small but significant effect in reducing systolic blood pressure
(SBP), on average, by 1.64 mmHg (95% CI 2.73-0.55, n=7301; odds ratio [OR] 1.60, 95% CI 0.74-3.42, n=114) and in improving
changes in medication adherence behavior (standardized mean difference [SMD] 0.78, 95% CI 0.22-1.34) compared to usual
care or minimal intervention. The review found the intervention had a small effect on supporting improvements in healthy diet
by changing habits related to high sodium food (SMD –0.44, 95% CI –0.79 to –0.08) and a trend, although insignificant, toward
supporting smoking cessation, low alcohol consumption, and better physical activity behaviors. A subgroup analysis found that
behavioral self-monitoring interventions combined with tailored advice resulted in higher and significant changes in both SBP
and diastolic blood pressure (DBP) in comparison to those not providing tailored advice (SBP: –2.92 mmHg, 95% CI –3.94 to

–1.90, n=3102 vs –0.72 mmHg, 95% CI –1.67 to 0.23, n=4199, χ2=9.65, P=.002; DBP: –2.05 mmHg, 95% CI –3.10 to –1.01,

n=968 vs 1.54 mmHg, 95% CI –0.53 to 3.61, n=400, χ2=9.19, P=.002).

Conclusions: Self-monitoring of hypertension-related behaviors via smartphone apps combined with tailored advice has a
modest but potentially clinically significant effect on blood pressure reduction. Future studies could use rigorous methods to
explore its effects on supporting changes in both blood pressure and hypertension-related health behaviors to inform
recommendations for policy making and service provision.

Trial Registration: PROSPERO CRD42019136158; https://www.crd.york.ac.uk/prospero/display_record.php?RecordID=136158
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Introduction

Hypertension, or high blood pressure, affects over 1 billion
adults globally and is a leading risk factor for premature
morbidity and mortality [1,2]. However, only about half of
adults with hypertension achieve adequate blood pressure
control, increasing both health care resources and the cost
required for treatment [3]. In England, hypertension is estimated
to cost the National Health Service an excess of £2 billion (US
$2.4 billion) per year [4]. Although various risk factors
contribute to poorly controlled blood pressure, nonadherence
to prescribed health behaviors, like compliance to prescribed
medications [5], improvements in physical activity [6,7], low
salt intake [8,9], consumption of fruits and vegetables [10], low
alcohol consumption [11], and smoking cessation [12],
independently account for most of these uncontrolled cases.

Modifying health-related behaviors to address the underlying
risk factors of hypertension could result in clinically significant
health improvements and reduce morbidity, mortality, and
treatment cost. Practitioners have an important role in
prescribing lifestyle modifications; however, the time they can
spend providing advice about and supporting adherence to health
behavior change recommendations is limited and expensive
[13], and there is currently limited evidence on effective
interventions to support health behavior change in patients
treated for hypertension [14-16].

There is growing interest in the potential of digital innovations
as an inexpensive and scalable method to deliver personalized
advice to people with long-term health conditions, enabling
them to improve adherence to their recommended health
behavior modifications and achieve health improvements
[17-19]. Mobile apps, facilitated via digital technologies such
as computers, smartphones, tablets, and other mobile devices
are accessible to large numbers of people and in different
settings [20]. Smartphone apps appear to be promising due to
their potential to complement physician efforts and engage
patients in decision-making processes regarding their health
care [21,22]. Users of app-based interventions can receive
real-time advice about patterns of health behaviors that impact
their long-term health condition [23], with the potential to
eliminate barriers that rely on memory and are prone to
inaccuracies and recall bias, and to better inform shared
decision-making during usual care consultations.

Moreover, reporting and monitoring health behaviors using
apps could act as a behavior change strategy to support the
individual in self-regulating health behaviors and thus lead to
sustained improvements in clinical health indicators [23,24].
Self-monitoring of behavior could underpin individual behavior
change by modifying self-regulation processes, for example,
by enabling patients to reflect on and change their health
behaviors informed by behavioral performance [24-26].

Interventions providing advice to support patients’
self-regulatory processes might be more effective at improving
long-term treatment adherence and thus might be a cost-effective
solution for sustained health care.

While smartphone app–based self-monitoring of health
behaviors has the potential to have a direct, positive effect on
patients’ health and an indirect effect on service provision, to
date there is a lack of evidence on the clinical effectiveness of
app-based behavioral self-monitoring to support patients treated
for hypertension.

Previous systematic reviews have evaluated the impact of
app-based interventions to support changes in behavioral or
clinical outcomes, suggesting some promising evidence of their
potential effectiveness [18,27-30]. Furthermore, content analysis
of publicly available apps suggests that such interventions are
complex and often consist of one or a combination of the
following components: generic education about the health
condition, provision of social support, reminders and feedback
about the behavior, feedback on blood pressure measurements,
or provision of clinical advice about medicine adjustments.
However, previous reviews have neither investigated the impact
of behavioral self-monitoring via smartphone apps on both
clinical and behavioral effectiveness nor disentangled the
components that account for clinical effectiveness in patients
treated for hypertension.

This review investigates whether app-based self-monitoring of
health behavior reduces blood pressure and improves health
behaviors in patients treated for hypertension. The review also
explores the intervention components combined with the
behavioral self-monitoring interventions and estimates whether
and to what extent they explain intervention clinical
effectiveness.

Methods

Systematic Searches, Study Eligibility and Selection,
and Data Coding
This systematic literature review involved searching the
electronic databases MEDLINE via Ovid, Embase via Ovid,
Web of Science, PsycINFO, Scopus, CINAHL, and the
Cochrane Central Register of Controlled Trials (CENTRAL) in
August 2021 to identify eligible studies. References for
additional trials involved searches in 1 additional database:
JMIR Publications [31].

The search strategy was developed using keywords from
previous reviews and relevant literature (see an example of the
search strategy in Multimedia Appendix 1). The review included
randomized controlled trials testing intervention effects on
behavior change and clinical effectiveness in people treated for
hypertension. Studies on trials involving adults, published after
the year 2000, and in the English language were considered for
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inclusion. The review was preregistered on PROSPERO
(CRD42019136158).

Screening of the title, abstract, and full text was conducted
independently by 4 reviewers (MW, VM, SS, and RH), and
disagreements were discussed by another reviewer (AK).
Articles had to meet all of the following criteria to be eligible
for full-text screening: (1) the population comprised adult
individuals treated for hypertension; (2) the intervention
consisted of self-monitoring of hypertension-related health
behaviors via a mobile app; (3) the intervention aimed to support
changes in both blood pressure and related health behaviors;
(4) the comparator was usual care, enhanced usual care, or a
minimal behavioral intervention; (5) the study included
measurements of both blood pressure and health behaviors; and
(6) the study design was a randomized controlled trial.

Outcome data were extracted for measurements of systolic and
diastolic blood pressure (SBP and DSP, respectively), as well
as health behaviors for medication adherence, physical activity,
healthy diet, alcohol consumption, and smoking cessation.
Outcome data for blood pressure and health behaviors were
extracted for baseline and follow-up values for most of the
studies; otherwise, only the follow-up values were extracted.
When follow-up values were missing (eg, SD), the baseline
values were selected to estimate intervention effects.

The Taxonomy of Behavior Change Techniques [32] was
selected to conceptualize and guide the coding for the
self-monitoring interventions. We also coded the intervention
component “tailoring” for those interventions that delivered
different messages to different participants based on information
obtained about them [17,18], as well as the hypothesized
mechanism of behavior change when these were reported.
Authors of primary studies were contacted by email for missing
information. Risk of bias was assessed using the Cochrane Risk
of Bias tool, version 2, evaluating the risk introduced in the
primary outcome of blood pressure [33,34]. Two reviewers
independently coded study design and intervention components
and extracted outcome data. Disagreement was discussed and
resolved by a third reviewer.

Analysis
A random-effects meta-analysis was conducted to estimate the
weighted, pooled effect for each of the blood pressure and
behavioral outcomes to account for the true effect that may vary
across the individual studies [35]. Effect sizes for continuous
outcomes were calculated using the mean difference for blood
pressure and the standardized mean difference (SMD) for
behavioral outcome measurements. Mean difference was
selected for blood pressure because measurements used similar
units, whereas SMD was selected for behavioral outcomes
because measurements were obtained using diverse methods,
scales, units, or a composite of these. For example, for physical
activity, these were minutes of physical activity per day and
number of exercise sessions per week; for medication adherence,

these were days of adherence per week, summary score
responses to a 5-point scale, 8-item questionnaire. Effect sizes
for dichotomous outcomes were calculated using the odds ratio
(OR) for both blood pressure and behavioral outcomes [35,36].
In most cases, blood pressure outcomes were grouped based on
an SBP threshold of 140 mmHg and a DBP threshold of 90
mmHg (exceeding the threshold indicates poorly controlled
blood pressure whereas values below the threshold indicate
controlled blood pressure) unless stratification variables were
applied and reported (eg, age or gender-specific thresholds,
clinic vs remote measurements thresholds, multimorbidity
thresholds). Behavioral outcomes were grouped based on the
corresponding guidelines for health behavior change adopted
by individual studies.

Change-from-baseline outcomes were calculated unless baseline
data were missing, in which case changes at follow-up were
included in the analysis. The random-effects meta-analysis
method was used to account for the distribution of the effect
across studies [37].

The I2 statistic was used to estimate the percentage of the
variability in the effect estimates that is due to heterogeneity
rather than chance [35]. Heterogeneity was explored further via
subgroup analyses to investigate whether study-level variables
could explain the observed heterogeneity.

Frequencies were used to summarize the behavioral strategies
coded for each of the intervention and comparator groups [38].
Intervention strategies coded more than 3 times (frequency
above 3) were considered for inclusion in the analysis. Subgroup
analyses were performed to test for quantitative interactions,
that is, whether intervention behavioral strategies could explain
variation in the effect size.

Publication bias was examined by visual inspection of funnel
plots and the Egger test. The meta-analysis was conducted using
RevMan (version 5.4; The Cochrane Collaboration) [39].

Results

Overview
The systematic search of the 7 databases identified 4638 articles,
of which 227 were included for full-text screening. One
additional trial was identified from another source. A total of
15 randomized controlled trials with 7415 participants met all
the eligibility criteria and were included in the analysis (Figure
1).

The majority of the included trials were conducted in the United
States [40-45], whereas 2 studies were conducted in Australia
[46,47], and 1 study in each of the following countries: Canada
[48], China [49], New Zealand [50], Ghana [51], India [52],
China and India [53], and Norway [54]. Participants (adults
aged >18 years) were recruited from primary and secondary
health care settings (Multimedia Appendix 2).
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Figure 1. The PRISMA flowchart.

Meta-analysis

Blood Pressure
The meta-analysis suggested that behavioral self-monitoring
interventions via smartphone apps have a small but significant
effect on reducing SPB by an average of 1.64 mmHg (95% CI
2.73-0.55, n=7301; Figure 2) across the studies among those in
the intervention group compared to those in the control group.
A similar but insignificant effect was found among studies
measuring changes in SBP based on recommended thresholds;
participants receiving the intervention were, on average, 60%
more likely to achieve recommended levels of SBP (eg, SBP
below 140 mmHg for measurements obtained in clinic)
compared to those in the control group (OR 1.60, 95% CI
0.74-3.42, n=114; Figure 3).

A similar direction of effect, though not significant, was found
for the impact of the app-based behavioral self-monitoring

interventions in changing DBP. The interventions had a small
effect in changing DBP by an average of 0.39 mmHg (95% CI
–2.01 to 1.23, n=1368; Multimedia Appendix 3) compared to
the control. The effect of the intervention in supporting
reductions in DBP (eg, DBP below 90 mmHg) was, on average,
41% more likely in the intervention than in the control (OR
1.41, 95% CI 0.66-3.01, n=114; Multimedia Appendix 4),
though the changes were not different between the 2 groups.

Heterogeneity between studies was low for most blood pressure

outcome measurements (SBP, continuous: I2=29%, Τ2=0.87,

P=.15; SBP, dichotomous: I2=0%, Τ2=0, P=.58; DBP,

continuous: I2=53%, Τ2=2.56, P=.04; DBP, dichotomous:

I2=0%, Τ2=0, P=.54), suggesting that there is potentially small,
unimportant variation in the effect beyond chance between the
2 studies that operationalized the blood pressure outcome using
categorical thresholds.

Figure 2. Meta-analysis of continuous outcome measurements for systolic blood pressure.
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Figure 3. Meta-analysis of dichotomous outcome measurements for systolic blood pressure.

Medication Adherence
The SMD between the intervention and control groups was
medium to large (SMD 0.78, 95% CI 0.22-1.34, n=688;
Multimedia Appendix 5), suggesting that app-based behavioral
self-monitoring is significantly more effective at supporting
improvements in medication adherence behavior compared to
the control. A similar direction of effect was found for the
subsample of studies that used categorical operationalization
for the intervention effect and suggested those receiving the
app-based behavioral self-monitoring intervention are, on
average, 3.8 times more likely to achieve clinically meaningful
medication adherence than those not receiving the intervention
(OR 3.83, 95% CI 1.25-11.76, n=6428; Multimedia Appendix
6).

Physical Activity
The review found a moderate but insignificant effect of the
app-based behavioral self-monitoring interventions in improving
physical activity (SMD 1.63, 95% CI –0.35 to 0.87, n=501;
Multimedia Appendix 7) although only 4 studies provided data
for this, with one of the included studies suggesting that
intervention group patients were 1.6 times more likely to adhere
to the lifestyle change.

Diet
The meta-analysis included 4 studies on healthy diet and
suggested a moderate effect of behavioral self-monitoring on
changing dietary habits by reducing the consumption of high
sodium food by an SMD of 0.44 (95% CI 0.08-0.79, n=382;
Multimedia Appendix 8). Objective measures of urinalysis
suggested a positive but insignificant trend of the behavioral
intervention in reducing salt intake. Although promising, these
results should be interpreted with caution due to the small
number of studies and sample size contributing to the
meta-analyses.

Smoking and Alcohol
One study found, on average, a 53% improvement in smoking
cessation among those receiving an app-based self-monitoring
intervention compared to those in the control group (OR 1.53,
95% CI 0.76-3.09, n=3698) [52]. Effects on alcohol
consumption were very small and not significant.

Subgroup Analyses
The most frequent behavior change technique coded in
app-based behavioral self-monitoring interventions was feedback
on behavior (n=13). Many app-based interventions (n=8)
prompted participants to obtain advice from a health care
provider following the behavioral measurements, and some
(n=6) provided tailored advice to address the underlying

mechanisms of behavior change. Goal setting of behavior,
information about health consequences, and generic information
about hypertension were strategies each coded in a small number
of interventions (n=4). The most frequent strategy coded across
both the intervention and control groups was reporting blood
pressure and feedback on blood pressure (Multimedia Appendix
9).

Subgroup analysis found that tailored interventions resulted in
higher and significant changes in both SBP and DBP in
comparison to nontailored interventions (SBP: –2.92 mmHg,
95% CI –3.94 to –1.90, n=3102 vs –0.72 mmHg, 95% CI –1.67

to 0.23, n=4199, χ2=9.65, P=.002; DBP: –2.05 mmHg, 95% CI
–3.10 to –1.01, n=968 vs 1.54 mmHg, 95% CI –0.53 to 3.61,

n=400, χ2=9.19, P=.002). The differences between the 2
conditions were statistically significant and clinically meaningful
(Multimedia Appendices 10 and 11).

Further investigation of the data revealed no effect of preselected
variables that could influence blood pressure outcome (eg,
sample size, time of follow-up, blood pressure outcome
measurement obtained at clinic or remotely) on the observed
effect.

Risk of Bias
The risk-of-bias analyses suggested that studies were of low
risk of bias. Inspection of funnel plots and the Egger test
suggested a low risk of publication bias (Multimedia Appendix
12).

Discussion

Principal Findings
This systematic literature review and meta-analysis included
15 randomized controlled trials with 7415 participants and found
that patients treated for hypertension receiving an app-based
behavioral self-monitoring intervention reduced SBP by an
average of 1.64 mmHg (95% CI 2.73-0.55) and were, on
average, 60% more likely to reduce SBP to <140 mmHg and
DBP to <90 mmHg compared to those in the control group.
Further subgroup analysis suggested that behavioral
self-monitoring interventions combined with tailored advice
had a higher and potentially clinically meaningful effect on
reducing both SBP (mean reduction of 2.92 mmHg) and DBP
(mean reduction of 2.05 mmHg) [55,56].

This study found that app-based self-monitoring of behavior
interventions increased the odds of achieving medication
adherence by 3 folds in the intervention group compared to the
control. The significant effect of the app-based behavioral
self-monitoring interventions in supporting improvements in
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both blood pressure and medication adherence provides us with
confidence that such interventions could be effective solutions
to support health behavior change and thus reduce blood
pressure in patients treated for hypertension during blood
pressure checks or similar clinical consultations.

The behavioral interventions indicated positive effects for
supporting improvements in healthy diet by reducing the
consumption of high sodium food, as well as positive trends in
supporting physical activity, smoking cessation, and alcohol
consumption. Although promising, a small number of studies
contributed to these meta-analyses, and thus the results should
be treated with caution.

Strengths and Limitations
This review has several strengths and limitations. It did not
include gray literature or unpublished studies and was limited
to searching a few publicly accessible databases only.
Nevertheless, this review summarizes the currently available
evidence and suggests that behavioral tailored self-monitoring
interventions are effective in changing SBP and DBP by –2.92
mmHg and –2.05 mmHg on average, respectively, compared
to usual care, enhanced usual care, or a minimal behavioral
intervention.

A limitation of the included studies is the use of self-reported
measurements for the behavioral outcomes, which are inherent
to bias. This might have diminished the validity of the observed
intervention effect on health behaviors. Future trials should
employ valid methods of measurement to assess behavioral
outcomes and thus inform recommendations for policy making
and practice.

This review has evaluated randomized controlled trials that
compared behavioral self-monitoring interventions with usual
care, enhanced usual care, or minimal behavioral interventions.
We have used an extensive search strategy and identified all
publicly available evidence. We have adopted a rigorous
approach to data extraction and intervention coding to generate
the results and form recommendations for best practices and
future intervention development.

Implications for Practice and Intervention
Development
The included trials had a duration of 1 to 12 months; thus, the
evidence for the sustained effects of the intervention remains
uncertain. However, a limited number of studies with long-term
measurements had positive trends toward blood pressure
reduction. Considering the wide reach and low-cost use of
mobile technologies, this evidence indicates the potential impact
of behavioral interventions on overall hypertension-related
morbidity and mortality.

The comparator group included usual care (eg, clinic blood
pressure checks), enhanced usual care (eg, regular blood pressure
checks and medication adjustments), or minimal generic lifestyle
interventions (eg, lifestyle tips and advice), suggesting that
tailored behavioral self-monitoring is an acceptable addition to
usual care and has a small, though clinically meaningful, effect

on reducing blood pressure beyond and above usual care clinical
practice.

Many studies involved clinicians in signposting participants to
the app-based behavioral intervention, which might have
influenced participants’ engagement with the intervention and
their health care. Moreover, the most frequent strategies reported
being used with the behavioral self-monitoring interventions
were feedback on health behaviors and prompts to obtain advice
from a health care provider following behavioral measurements
that require further support and monitoring. Although none of
these strategies individually explained clinical effectiveness,
they could have a synergistic effect in supporting patients’
engagement with self-monitoring processes and thus in
generating the observed improvements in health behaviors and
reductions in blood pressure.

However, due to the limited information reported by primary
studies, this review could not provide comprehensive,
theory-based evidence on the mechanism by which the
self-monitoring intervention achieved the observed clinical
effectiveness [23-26]. Only a small number of studies explicitly
reported on the theoretical concepts that informed the health
behavior change intervention. For example, Chandler et al [40]
and Dorsch et al [42] reported that the intervention aimed to
modify beliefs and attitudes to support self-regulation processes
and bring about changes in health behaviors. However, there is
no evidence on the effects of the interventions with regard to
modifying these theoretical influences to achieve changes in
health behaviors and blood pressure. It would be useful if future
studies report on the theoretical underpinnings and use valid
measurements of engagement with the intervention strategies,
as well as the underpinnings of health behaviors, to facilitate
the generation of rigorous and replicable evidence on the
mechanisms by which self-monitoring of behavior via the use
of digital interventions support health behavior change and
clinical effectiveness [57].

Conclusion
This systematic literature review suggested that tailored
behavioral self-monitoring of hypertension-related behaviors
facilitated via smartphone apps is effective in reducing blood
pressure by an average of 2 mmHg above and beyond usual
care, enhanced usual care, or minimal behavioral interventions.
Thus, clinical practice should recommend behavioral
self-monitoring combined with tailored behavioral advice to
achieve clinical effectiveness. Considering the wide use of
smartphone apps and their potential to reach large numbers of
people, app-based behavioral self-monitoring interventions
combined with tailored behavioral advice could potentially be
a cost-effective addition to usual care blood pressure
consultations. However, due to the limited quality of the trials
included in this review, future research with rigorous methods
is required to determine the direct impact of such interventions
on both health behavior change and blood pressure, as well as
their indirect effects on service provision and
hypertension-related morbidity and mortality.
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Abstract

Background: Wearables refer to devices that are worn by individuals. In the health care field, wearables may assist with
individual monitoring and diagnosis. In fact, the potential for wearable technology to assist with health care has received recognition
from health systems around the world, including a place in the strategic Long Term Plan shared by the National Health Service
in England. However, wearables are not limited to specialist medical devices used by patients. Leading technology companies,
including Apple, have been exploring the capabilities of wearable health technology for health-conscious consumers. Despite
advancements in wearable health technology, research is yet to be conducted on wearables and empowerment.

Objective: This study aimed to identify, summarize, and synthesize knowledge on how wearable health technology can empower
individuals to take greater responsibility for their health and care.

Methods: This study was a scoping review with thematic analysis and narrative synthesis. Relevant guidance, such as the Arksey
and O’Malley framework, was followed. In addition to searching gray literature, we searched MEDLINE, EMBASE, PsycINFO,
HMIC, and Cochrane Library. Studies were included based on the following selection criteria: publication in English, publication
in Europe or the United States, focus on wearables, relevance to the research, and the availability of the full text.

Results: After identifying 1585 unique records and excluding papers based on the selection criteria, 20 studies were included
in the review. On analysis of these 20 studies, 3 main themes emerged: the potential barriers to using wearables, the role of
providers and the benefits to providers from promoting the use of wearables, and how wearables can drive behavior change.

Conclusions: Considerable literature findings suggest that wearables can empower individuals by assisting with diagnosis,
behavior change, and self-monitoring. However, greater adoption of wearables and engagement with wearable devices depend
on various factors, including promotion and support from providers to encourage uptake; increased short-term investment to
upskill staff, especially in the area of data analysis; and overcoming the barriers to use, particularly by improving device accuracy.
Acting on these suggestions will require investment and constructive input from key stakeholders, namely users, health care
professionals, and designers of the technology. As advancements in technology to make wearables viable health care devices
have only come about recently, further studies will be important for measuring the effectiveness of wearables in empowering
individuals. The investigation of user outcomes through large-scale studies would also be beneficial. Nevertheless, a significant
challenge will be in the publication of research to keep pace with rapid developments related to wearable health technology.

(JMIR Mhealth Uhealth 2022;10(7):e35684)   doi:10.2196/35684

KEYWORDS

wearable; device; tracker; activity tracker; fitness tracker; technology; MedTech; HealthTech; sensor; monitor; gadget; smartwatch;
empowerment; self-care; management; behavior; responsibility; attitude; personalization; mobile phone; self-management;
smartphone; wearable electronic devices; health promotion; health behavior; mHealth; digital health; health care wearables;
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Introduction

Background

Wearable Health Technology
Wearables are “seamlessly embedded portable computers...worn
on the body” [1]. Examples include consumer products marketed
as wellness gadgets, such as smartwatches produced by Apple
[2] or activity trackers from Fitbit [3], and more specialized
medical devices, such as those that can detect electrolyte levels
[4] or screen blood for cancer cells [5].

Wearable devices can be used in the medical field to monitor
individuals and assist with diagnosis, thereby enabling
individuals to contribute to their health [6] and gain greater
control of their lives [7]. For example, certain wearables have
been developed to recognize the symptoms of COVID-19
infection by measuring individuals’ vital signs [8].

As technology advances, it may be expected that wearables will
become more advanced in their health care capabilities. A future
vision for wearables has been discussed [9], concerning the
potential application of on-teeth sensors, smart contact lenses,
electronic epidermal tattoos, smart patches, and smart textiles.
Any data from wearables may be integrated with health systems
and potentially inform care plans.

Empowerment
Patient empowerment has been well discussed in the literature,
but the complexity of the concept is thought to be responsible
for the “lack of a consensus definition” [10]. The most
commonly cited definitions [11,12] indicate that “Patient
empowerment starts from the principle of one’s inherent
capacity to be responsible for one’s own life, and can be
described as a complex experience of personal change, possibly
facilitated by health care providers” [10]. Other researchers
have proposed that patient empowerment encompasses activities
that foster self-management [13].

Participatory health informatics (PHI) considers the role of
technology in assisting individuals with self-management and
decision-making by also improving health literacy and the
physician-patient relationship so that individuals can become
more involved in the aspects of their health and care [14].
Historically, research in the PHI field has predominantly been
based on social media and internet-based applications, with
patient empowerment having been identified as the most
common theme in this body of research [14]. However,
wearables are just beginning to be considered as part of PHI
given recent technological advancements [14]. Therefore, similar
research is now required to examine whether wearables can
empower individuals in ways similar to those mentioned earlier
regarding domains such as self-management, decision-making,
and the physician-patient relationship.

There are several ways in which wearables may assist in
empowering patients. First, wearables may minimize the impact
of health care on the daily routine of patients. Wearables may
offer greater convenience [15] if they reduce the need for
patients to invest time in booking appointments with health care
professionals, plan their schedule around such appointments,

or commit time and money for appointment-related travel.
Wearables have already been shown to reduce the need for
certain in-person appointments [16].

Next, wearables collecting data throughout the day may provide
a richer data set [17] than snapshot reading records obtained
during visits to a health care facility. Such data may be collected
more readily around individuals’normal daily activities, whether
at rest or on exertion [18], which may be useful for heart rate
readings, for example.

Furthermore, patients can take an electrocardiogram (ECG) and
other readings multiple times each day over the course of
months. This would add to the richness of the data set and
potentially better inform diagnosis and treatment while also
proving valuable in screening for COVID-19 infection, as Apple
Watch could regularly monitor blood oxygen levels [19].
Attending appointments for taking such readings would neither
allow the degree of frequency nor convenience of doing so at
home and while on the move as with wearables.

Moreover, wearables may help preserve patient dignity when
offering an alternative to more privacy-intrusive procedures.
For example, an ECG taken by Apple Watch [19] may be
preferred over a traditional ECG in a medical setting, which
would require the removal of clothing to expose the patient’s
chest. Data from wearables may also flag early warning signs
[2], prompting individuals to arrange appropriate medical
consultations.

In addition, wearables may facilitate behavior change and
potentially motivate patients to exercise, whether through daily
step challenges, goal setting, or otherwise [20]. This could
deliver associated health benefits [21] and help combat the
obesity epidemic that faces health systems [22] and has been
worsened by the COVID-19 pandemic [23].

Benefits for the Health System
The COVID-19 pandemic has exacerbated the pressure on the
National Health Service (NHS) in England, as disruption to
services has contributed to a backlog of care that is estimated
to cost the NHS £2 billion (US $2.44 billion) to clear [24]. The
NHS has been persistently overstretched, such that these
additional pressures compound pre-existing problems of
inadequate funding and understaffing [25]. As the NHS
continues to face challenges, owing to resource constraints, care
must be delivered more efficiently.

Innovative solutions are known to secure growth [26] by
redefining care pathways [27] to improve patient satisfaction,
teamwork, the provision of care, and clinical outcomes. In this
way, wearables [28] can shift the burden of care from the NHS
to the individual. Such a shift would represent greater
convenience and independence for patients (as outlined earlier),
while reducing costs and staff workloads. In fact, the NHS Long
Term Plan has welcomed wearables from an efficiency
standpoint [29], as the technology has the potential to
revolutionize health care [28].

Remote patient monitoring, in the context of reducing the
demand for health systems, has been of particular importance
during the pandemic [30]. However, it should continue to retain
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its relevance [31] by reducing patient consultations [32] because
of the health care sector’s focus on patient care and the
versatility of wearables in catering to a wide spectrum of needs,
from acting as a preventive tool in promoting fitness to
managing chronic conditions [33].

Challenges Relating to Wearables
Although it has been stated that wearables can empower and
emancipate patients [34] to manage their own care, the efficacy
of these devices has attracted skepticism from some physicians
[35], especially because the technology is emerging. However,
change should be welcome, as patients are an “untapped
resource” [7]. If patients were to take a more proactive role in
their care, then the effects on the “quality and sustainability of
health systems” could be transformative [7].

However, the accuracy of wearables is a concern that may deter
their use, especially if they fail to produce reliable data.
Therefore, regulatory oversight may be beneficial in ensuring
that only accurate, tested devices are in circulation. Medical
devices are regulated in the United Kingdom by the Medicines
and Healthcare Products Regulatory Agency (MHRA) [36].
Nonetheless, certain wearables may not be regulated by the
MHRA, as devices such as the Fitbit explicitly state that they
are neither medical devices nor are “intended to diagnose, treat,
cure or prevent any disease” [37]. Therefore, this may undermine
the perceived efficacy of such devices and thereby fuel the
skepticism of health care professionals. However, as wearables
become more accurate, this is likely to change; some
consumer-targeted wearables, such as Apple Watch, have
already received Food and Drug Administration approval in the
United States [38]. Consequently, it seems to be only a matter
of time before approval is sought under the MHRA.

Furthermore, Accenture [39] advised that physicians should
promote digital engagement and awareness of such devices
among patients. This recommendation followed the findings
that more than half of those surveyed [39] would take more
responsibility for their care if their health care provider
encouraged them to. However, only one-tenth of the respondents
[39] reported having been recommended any digital tools to
manage their care. It has been argued that despite initial
reservations from patients, typically arising from a lack of
confidence or knowledge, “it is incumbent on providers to foster
[patients’] self-reliance” [7]. Clearly, with “self-management
gaining ascendancy as a concept” [40,41], there is more to be
done, including possibly reshaping the perceptions of providers
and patients [7].

Objectives
This study aims to identify, summarize, and synthesize
knowledge to answer the following research question: “How
can wearable health technology empower individuals to take
greater responsibility for their health and care?” To the
researcher’s knowledge, a review has yet to be conducted in
this area; other reviews did not specifically focus their research
on the concept of empowerment. Hence, research is needed to
fill this gap and convey the importance of wearables to health
care professionals.

Methods

Design
A scoping review design was chosen for its exploratory nature
[42], which is useful when the international evidence base is
heterogeneous [43]. In addition, this design enables the
researcher to determine the range of available evidence and
identify research gaps to guide future research [44].

Furthermore, the need to integrate research from a wide variety
of sources and perspectives [43] across a broad area lends itself
to a scoping review over alternative designs. A systematic
review was found to be too restrictive and limited the materials
considered [45,46], whereas research in the wearable field did
not seem to place the same emphasis on theory as would be
required for a realist review [47].

The 22-item PRISMA-ScR (Preferred Reporting Items for
Systematic Reviews and Meta-Analyses extension for Scoping
Reviews) [48] checklist was used, as it indicates what should
be included in a scoping review. Background reading was
conducted to ensure adherence to the latest guidelines. For
example, there have been numerous additions [49-53] following
the publication of a seminal paper by Arksey and O’Malley
[44], which initially proposed a methodological framework for
undertaking scoping reviews. The guidance document published
by the Joanna Briggs Institute (JBI) [54] was also followed.

Selection Criteria
Selection criteria were set to ensure the coverage of evidence,
while excluding irrelevant papers. Hence, the inclusion criteria
were as follows: English-language articles, a focus on wearables
rather than other digital health technologies, and relevance to
the research objective (by offering information that may relate
to empowerment, such as barriers to use or discussions of the
efficacy of certain wearables, even if such information had not
been explicitly linked to empowerment). The researcher was
selective in only including sources where there was a substantive
focus on wearables rather than those that only mentioned
wearables in passing. Regarding the inclusion of literature
reviews, the individual studies of the review were screened. If
many of these met the inclusion criteria, the review was included
instead of the individual studies.

Despite wearable technology being a fast-moving area, no limits
were imposed on the publication year of articles. Studies were
excluded if the full text was unavailable or the studies were
published outside of Europe or the United States. The latter was
determined after preliminary searches indicated the presence
of sufficient evidence. At this point, it was necessary to refine
the selection criteria during the literature search phase because
of practical constraints. In fact, Arksey and O’Malley [44]
encouraged an iterative approach to research by using broad
searches to first gain a sense of the field and thereafter setting
any search parameters more strictly to meet the research
requirements. Such an approach is further supported by the fact
that “reading is central to reviewing literature” [55] and
informing literature searches.
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Search Strategy
Database searches included MEDLINE, EMBASE, PsycINFO,
HMIC, and Cochrane Library. Gray literature was also
considered by searching OpenGrey, Google Scholar, and
independent think tanks. The literature search was completed
in early February 2021. A further search was conducted in May
2021 to account for any articles that may have been subsequently
published.

The literature search involved relevant subject heading index
terms, and subject headings were exploded as required. The
search strategy (Multimedia Appendix 1) was adjusted to reflect
variations in subject headings and syntax across the databases.
For the breadth of coverage, a multipurpose search was used to
search for keywords across numerous fields. A librarian was
consulted to identify additional keywords.

Various strategies have been used to mitigate the risk of missing
relevant evidence, including the use of synonymous terms,
wildcard symbols, and truncation symbols. Boolean operators
were used to combine the keywords and exclude others.
Parentheses were used to group keywords joined by different
Boolean operators, which yielded more relevant results than if
a nesting approach had not been followed. In cases where
quotation marks for phrase searching would potentially omit
relevant results, proximity operators were used instead. The
above-mentioned publication limits for language and location
were also applied to the results. Furthermore, there was forward
citation searching, and reference lists were snowballed for
relevance to find studies that had not been identified in the initial
literature search.

Duplicate records were identified using EndNote (Clarivate).
The software-generated list of duplicates was manually reviewed
to mitigate the risk of any records being incorrectly categorized
as duplicates. The researcher then screened the remaining results
and manually removed duplicates that had not been
automatically flagged.

Data Collection
The single researcher screened the literature by using a 2-step
process, with a review of the title and abstract before the full
text. If neither the title nor the abstract seemed relevant to the
research, the article was excluded. If the title and abstract
appeared relevant, the full-text article was read. Papers that did
not meet the inclusion criteria were excluded, and the main
reasons for exclusion were noted.

Scoping reviews do not typically address the appraisal of sources
[44]. However, this would have resulted in a much larger sample
size of evidence of questionable quality. Therefore, the JBI

critical appraisal tool was used because of its relatively greater
sensitivity to validity [56] to help ensure that any emergent
findings would be based on high-quality evidence. This involved
considering the limitations of the evidence, while assessing the
congruity between the research aims, methodology, and findings
[57].

Data Charting
Key details were extracted to assess the relevance of a study
[58], including publication details and study details relating to
the objectives, findings, and type of wearable device. A data
charting form (Multimedia Appendix 2) was adapted from the
JBI [59] to incorporate other relevant details described elsewhere
[60]. This form was piloted and updated with additional data
that the researcher wished to chart.

Data Analysis
Oftentimes, reviews fail to go beyond a summary of the
evidence. Hence, this research followed the 6-step process of
thematic analysis by Braun and Clarke [61], which involved
familiarization with the data, coding of the data, generation of
themes based on the codes, refinement of the themes, naming
and defining the themes, and final write-up.

NVivo (QSR International) was used for a more structured
analysis, as each source was individually uploaded and coded,
which enabled the identification of themes from a wide evidence
base. Themes were refined, with the findings being presented
in the style of a narrative synthesis and related to the research
question.

Such an approach to analysis and synthesis accords with
guidance from Arksey and O’Malley [44], which stated the need
for a scoping review to potentially use a “thematic construction
in order to present a narrative account of existing literature.”
This has been reflected in the PRISMA-ScR [48] and guidance
on advancing the methodology of scoping reviews [49]. There
are also examples of scoping reviews incorporating such an
approach to analysis [62-64].

Results

Literature Search
The search (Figure 1) identified 1887 records. Following
screening, 20 studies were included in the final data set, as
summarized in Multimedia Appendix 3 [65-84]. Some of these
studies were identified for inclusion in gray literature searches
[77,78,83] or snowballing the reference lists of the included
studies [76,80].
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Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flow diagram to illustrate the literature search.

Study Characteristics
The 20 included sources represent a significant body of
literature, collectively accounting for >7000 participants. The
studies were published between 2015 and 2021, with the number
of studies appearing to have generally increased year-on-year.
Most studies were published in the United States (12/20, 60%).
The studies used quantitative (10/20, 50%), qualitative (8/20,
40%), and mixed methods (2/20, 10%; Multimedia Appendix
4). Funding details were provided by 65% (13/20) of the studies
(Multimedia Appendix 5). Although Fitbit was the most
common brand of wearable used (10/20, 50%), several studies
(9/20, 45%) included multiple brands or discussed wearables
in general.

Discussion

A total of 3 main themes, relevant to user empowerment,
emerged from the literature, namely, Health Care
Providers—Benefits and Involvement, Behavior Change, and
Barriers to Use. Multimedia Appendix 6 [65-84] lists the
contributions of the included studies to each theme.

Theme: Health Care Providers—Benefits and
Involvement

Collaboration Between Providers and Patients
Health care providers are an important part of health care
systems [85]. Therefore, it may be expected that providers would
be considered as part of the literature on how wearables can
empower patients.

Collaboration between research management and health care
staff is imperative, especially during the study design process,
as such a partnership may benefit patient compliance,
particularly for those with cognitive impairments [65]. However,
the role of clinicians may extend further. Outside of the research
context, patients may rely on the clinicians’ acceptance of their
decision to use a wearable device for other purposes, including
as part of rehabilitation; hence, it would be incorrect to limit
the role of health care professionals to simply prescribing
medication without considering their role in educating patients
[66]. The significance of such support and backing from
clinicians may be easily overlooked.

Users seem to appreciate that consumer wearables are not
medically accurate devices and that clinicians would not solely
rely on data from such devices to make clinical decisions [84].
An open-minded, supportive approach may encourage patients
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to share data with their clinicians [84]. However, clinicians who
are unwilling to engage with wearables and support their
empowered patients, on the grounds of potential inaccuracies
regarding data [84], may risk foregoing the benefits attributable
to wearables.

Benefits to Providers and Patients
Wearables may offer several benefits to clinicians. First,
wearables may offer objective, real-time patient data [66,76].
This would allow clinicians to remotely supervise progress
[72,76] and provide comfort to patients who may otherwise feel
that they are just communicating their subjective experiences
and perceptions [76]. In such cases, it would be possible to use
such data to inform clinicians of a patient’s history, thereby
enabling a more personalized approach to treatment tailored to
individual needs that can be adjusted according to the
management plan [66,76]. This should enable more timely
feedback so that clinicians can be more responsive to situational
changes [80]. Access to data such as nutrition and
activity-related information over an extended period may offer
a solution to the issues of conventional health measurements
and tests, as clinicians would benefit from a more complete
picture of a patient’s health status [80]. In addition, data from
wearables may eventually be used for risk stratification and
early intervention [83], which should prevent further
deterioration.

Furthermore, the accessibility of wearable data to patients may
facilitate communication and assist with patient education [66].
Better-informed patients can offer more worthwhile
contributions to any discussion, thereby promoting shared
decision-making [66] and assisting with adherence to what is
agreed [76,83]. In fact, a higher quality of life was associated
with patients taking a more proactive role in their health [66].
There is the important caveat that to maximize these benefits,
health care professionals should first identify patients with the
willingness and ability to self-manage, especially because
sustaining engagement can be challenging [83].

It is not difficult to imagine the potential for a large-scale rollout
of wearables, which may help reduce the contact time and offer
a more cost-effective approach to providers [75,76]. Such
improvements in efficiency would likely free up resources,
thereby alleviating the burden on health systems. The
achievement of this is realistic, as supported by the Nuffield
Trust [83], which has reported that “professional monitoring
interventions for chronic conditions, whereby data is sent to the
health care team, have had very positive results on health
outcomes and resource use.”

Data from wearables can also be integrated into medical records
to facilitate care [70,80], which can help overcome current
barriers to reporting and retrieving data for inpatients and remote
monitoring [80]. Patients living with chronic conditions often
feel undersupported in managing their conditions [83]; therefore,
wearables may offer this support. This is largely why wearables
and other patient-facing technologies have been praised as a
“bright hope” in the health care sector horizon [83].

Challenges to Wearables Advocation in the Health Care
Sector
Certain health care services do not have the best track record
for the uptake of technology. For example, in the United
Kingdom, the NHS has been portrayed as “one of the most
backward industries in responding to digital technology” [83].
The Nuffield Trust has captured the fact that the NHS has the
potential to capitalize on consumer wearables [83]. However,
consumer wearables may not be suitable for use, in their current
state, by health care professionals. In fact, poorly calibrated
devices can work counterproductively by worsening health
outcomes and increasing staff workload [83]. Nevertheless, care
should be taken not to be overly critical about the lack of
accuracy of certain wearables because of benefits associated
with aspects such as the provision of insights over extended
periods [17].

Staff may require further upskilling to encourage engagement
with wearables and facilitate behavior change [83]. This may
demand professional monitoring and the provision of feedback
on an ongoing basis [83]. In the short term, this may impose
greater pressure on staff as it will add to workers’
responsibilities and may therefore appear unfeasible given the
existing strain on staff. However, the short-term increase in
workload may result in an overall reduction in workers’
commitments over the long term because of benefits associated
with self-measurement of readings and the consequential
reduction in appointments for such purposes [86].

Ultimately, providers have much to gain from patients taking
steps to monitor their own health. To realize these benefits,
health care professionals should encourage patients by adopting
a supportive attitude, recognizing that wearables offer a means
for patients to take a more proactive role in managing their
health rather than viewing the devices too critically. In fact,
diffusion of innovations theory [87] classifies adopters into
categories, ranging from those who easily embrace change to
laggards who are more skeptical about the innovation. Applying
this theory [87] to the adoption of wearables, providers can play
an important role in seeking to convince laggards about the
benefits of wearables.

Theme: Behavior Change

Overview
Breaking bad habits and establishing good ones, as part of a
sustainable change to one’s lifestyle, requires positive actions
whereby attitudes or behaviors may need to shift. The potential
for wearables to draw on various behavior change techniques
to prompt positive behavior change [20] holds promise for
individuals willing to take greater responsibility for their health
and care. Behavior change through wearables can take many
forms, from reminders and positive reinforcement associated
with progress tracking and reporting to social group support for
motivational purposes. However, such aspects, among others,
can also give rise to negative outcomes if not carefully catered
for, as discussed in the following sections.
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Behavior Change Techniques and Support
Continually providing information to users through wearables
may be useful for consolidating patients’understanding of their
conditions and prompting behavior changes [66]. Furthermore,
the ability of wearables to track progress and achievements
could bolster adherence to exercise, which aligns with the
behavior change theory [66]. It has also been suggested that
introducing behavioral counseling based on feedback from
wearables may lead to better results [70]. Another study has
suggested the potential for activity trackers to complement
behavioral counseling because of the behavior change techniques
embedded in wearables, including those related to goal setting
and social support [74]. These behavior change techniques have
been leveraged by certain wearables [73,80] to help achieve
positive changes, such as by promoting an active lifestyle [83].
Wearables seem to support behavior change, as another study
has concluded that wearables further benefit patients in
achieving their outcomes, as opposed to counseling alone [75].

Contrary to the position that has been taken in these studies,
which have suggested that wearables can be effective, and the
results for patients can be enhanced through the additional use
of behavioral counseling, wearables’value as a positive behavior
change strategy may be context dependent. This is supported
by a study that found that activity tracking was insufficient for
improving pain-related outcomes or daily activity without
behavior change support [72]. Despite not tracking changes in
variables linked to behavior change theories, it has been argued
that wearables may not be effective from a behavior change
standpoint when promoting physical activity in college students
[73].

In one study, only a few participants recognized specific
behavior changes arising from the use of wearables [71]. These
participants were more disciplined and conscious about activity
levels and which exercises were more effective [71]. Although
only a few commented on any behavior changes, the subjective
nature of these changes may mean that others made similar
progress but did not recognize such progress. Another study
stated that their effect size for behavioral outcomes ranged
between small and medium but could not identify which aspects
of the devices resulted in this finding; instead, they speculated
that this was because of greater intrinsic motivation for exercise
[74].

An analysis of behavior change techniques used by activity
trackers suggested that wearables commonly have more
controlling features than those that promote autonomy [69]. For
some users, this focus on rewards or social comparison may
only appear detrimental to their physical activity in the long
term [69] and may not be reflected in the findings of relatively
short studies.

Moreover, physical activity levels seem to affect users’
perceptions of wearables, as those who are more active generally
found the devices to have a higher number of motivational
affordances, which refer to the features of technology that
motivate and support users to meet their goals [79]. It has been
suggested that this is because of greater familiarity with the
motivational features of wearables, whereas novice exercisers
may not understand or notice these features, such as the symbol

denoting calorie burn [79]. Therefore, guided studies may not
generalize to first-time, real-world use [79,80].

Self-efficacy
Self-efficacy refers to an individual’s belief that they can
perform a task [88]. The strength of self-efficacy is important
in influencing behavior change and how the individual responds
to adversity [88].

Wearables appeared to draw on 3 sources of self-efficacy
proposed by Bandura [88]; these have been credited with
increasing user compliance and positive behavior change [77].
The first source relates to personal accomplishments [88], which
are encompassed by the various features of wearable devices,
including awards, progress toward activity goals, and
performance over time [77,82]. The use of activity reminders
forms part of the second source of self-efficacy, related to verbal
persuasion [88], as motivational notifications can encourage
users to progress and meet their goals [77,84]. The third source
is termed “vicarious experience” [88] and links to the social
aspects of wearables, whereby seeing users of a similar ability
complete activities motivate certain users to believe that they
can execute the same tasks [77].

However, it may be detrimental to self-efficacy when users
believe that they are significantly underachieving relative to
their peers [77]. Therefore, individuals should be matched to
fellow users with whom they identify and who are successfully
achieving their goals, as otherwise they may be discouraged
[84]. Of course, this must be balanced with the privacy
implications associated with personal data use, as individuals
must be provided with transparent information about how their
data will be used, coupled with data minimization techniques
to ensure that only data required for the particular objective are
being used and shared [89]. Nevertheless, designers should
continue to consider sources of self-efficacy when developing
features for wearables [77].

Contextual Factors
Importantly, users’ perceptions of self-efficacy seem context
dependent [77]. The internal context comprises cognitive,
behavioral, and emotional factors [77], whereas the external
context considers factors outside the user’s control, such as the
weather or time of the day [77]. The internal context is
particularly important for self-efficacy, as it can either neutralize
or compound a negative external context, meaning that users
will either persevere in the face of adversity or stop using the
wearable device [77]. In the interest of long-term behavior
change and compliance, users should be supported to develop
positive internal processes. For example, it would be valuable
for wearables to be capable of adjusting their feedback based
on the momentary state of the user [84] to reinforce their
successes while supporting them through any difficulties in
meeting targets.

Wearables offer a safe environment, as users can try to meet
their goals even after repeatedly falling short; this establishes
the intrinsic motivation to stay committed [84]. However, the
support offered by wearables may need to be individualized to
reflect the uniqueness of users’ personalities and priorities,
which can factor into the affordances of wearables [80], as better
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engagement may convert to positive steps for behavior change.
In addition, it is believed to foster self-efficacy, thereby
supporting self-management [84]. For example, less
conscientious individuals may require additional motivational
support to assist with goal setting [79]. In addition, because
self-set targets may not aid motivation, it may be beneficial for
wearables to suggest feasible goals after monitoring the user
[84]. Less agreeable users may respond better to increased
support for their autonomy or greater transparency to build trust
in the technology [79]. Introverts may prefer greater privacy,
whereas extroverts may be more receptive to social aspects,
such as comparing activities with others [79].

Users comparing their own data against expected standards may
prompt positive behavior change [82], as not meeting such
standards may lead to discomfort, referred to as cognitive
dissonance [80]. The companion app plays an important role in
enabling users to process information, as it visualizes and
contextualizes their data [82]; this positively affects self-reported
health metrics [82]. Of course, the privacy implications, as
discussed earlier, of identifying peer comparators with respect
to expected standards must still be observed.

Incentivization
Economic incentives, such as offering discounts on insurance
premiums or wellness products, also appear to increase the
willingness of individuals to use wearables [81]. Such an
approach, in terms of offering discounts, has been undertaken
by health and life insurance providers who are motivated to
minimize claims on their issued policies. For example, Vitality
offers a discount on Apple Watch [90] and encourages members
to track their activities via the app.

Consequently, incentivizing uptake may facilitate behavior
change through regular use, but this would seem to be contingent
on users’ satisfaction with the data privacy and technical
provisions of the wearable device. Therefore, it is important to
address any barriers so that they do not hinder the use of
wearables and prevent users from beginning the process of
positive behavior change.

Motivational Profile
The subsequent discussion on barriers to use centers primarily
on the design of the wearable, among other factors. However,
there may be a case for considering the motivational profile
(degree of autonomy and motivation) of users [69] and the
motivational affordances of devices [79] when using wearables
as a tool for empowerment, as is evident that there may be
contextual factors that affect the ability of wearables to inspire
behavior change.

For wearables to empower individuals, it would be worth
undertaking a preliminary assessment of individuals who may
require additional support in the form of behavioral counseling.
This will help ensure that patients receive appropriate support,
as individuals whose motivational profiles are not matched to
the wearable device may become demotivated and experience
negative emotions from persistently failing to meet goals [69].

Theme: Barriers to Use
Barriers to the adoption and use of wearables could have
significant ramifications for empowerment.

Although individuals expressed willingness to use wearables,
use seemed to be inconsistent; a study reported that >90% of
the participants suspended use [65]. As this is not an isolated
case, with the issue of compliance mentioned elsewhere [68],
it is worth considering factors that may have contributed to this.

The barriers to use that were identified [65] include forgetting
to apply, hospitalization, loss of interest, and temporary loss of
the wearable device. Aside from the concerns of wearability,
accuracy, and price, feelings of fatigue stemming from the use
of technology highlight the need for wearables to constantly
engage users, as loss of interest is a key reason for disuse [73].
It is perhaps surprising that losing wearables does not seem to
be uncommon; this is evidenced by other studies [68,72,73],
some of which have also reported malfunctioning devices that
require replacement by the manufacturer [68].

Design-Related Aspects
In addition, although certain design aspects, such as color and
size, may influence use [65], an aesthetically pleasing
appearance may be a more important consideration for younger
individuals [76].

Concerns regarding stigma arising from the use of certain
wearables have also been raised. For instance, children who are
overweight that wear the badge of an activity tracker may be
bullied [91]. Similarly, this seems to factor into the decisions
of patients who would prefer a sleek, discreet device rather than
one that is overtly medical [76].

Technical Aspects
The technology itself may deter use. A study [67] has added
the following to the list of potential barriers: health difficulties,
technical difficulties, a lack of personalized advice, and an
inability to track other types of physical activity such as strength
exercises. These clearly represent barriers, as reported elsewhere
[76]. Such concerns may also discourage regular use over a
prolonged period [76], especially if individuals come to perceive
that these issues are associated with all wearables.

Annoyances may also prevent users from engaging with the
technology [71]. For example, users may be frustrated by the
perceived inaccuracies of sleep or pulse monitors [71], as some
have stopped using wearables for being unreliable [84]. Device
inaccuracies have been cited elsewhere together with issues
related to battery life [72].

Barriers That Are More Common for Older Users
In addition, a lack of familiarity [71] or not being tech-savvy
[84] may mean that some individuals are put off by wearables
that appear too complicated at first use. Such difficulties may
be more common among the older generation [79], in the context
of connecting wearables to smartphones and accessing metrics
[71]. In fact, not owning a smartphone, through which many
wearables tend to display such metrics, seemed to limit interest
in tracking activities altogether [71].
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Certain other barriers seem to apply to an older user base.
Devices that require a high level of manual dexterity to operate
proved unsuitable for older individuals to easily use [72,79].
Another complaint was that the displayed text was too small to
read easily [79]. Furthermore, many users were frustrated by
the lack of availability of instructions and guides for the
execution of basic tasks. This may be more of an issue in
research studies, as users typically have access to any device
manual when they make a purchase themselves. However,
technical issues are common and tend to be resolved by the staff
leading the research study [72].

Cost
Cost may be another barrier, as even relatively low-cost trackers
may be inaccessible to older adults [72]. For others, the cost is
a nonissue, as it was suggested that if the device is beneficial,
then it is a matter of answering the question, “What’s my health
worth to me?” [76]. This highlights the possible need for
individuals to weigh the advantages offered by a wearable device
against its shortcomings to ascertain whether the device is of
value and justifies the investment in one’s health.

Importantly, wearables should not seek to widen the health
inequalities that have worsened during the COVID-19 pandemic
[92], especially for the poorest in society who tend to be in the
greatest need of care but least likely to receive such care [93].
Therefore, wearables should serve as an additional option for
individuals to proactively manage their health care rather than
acting as a replacement for any traditional mode of delivery.

Barriers Arising From Long-term Use
The nature of wearables, as a newly emerging technology that
has gained traction in recent years, warrants further research
and development [78] to allay concerns surrounding durability,
comfort, power consumption, standardization, interoperability,
accuracy, privacy, and confidentiality. These potential issues
are more likely to arise from regular, long-term use of wearables;
however, they are often missed in shorter clinical studies [78].
If the barriers and concerns that have been raised are deemed
by users to outweigh the benefits offered by the wearable, then
this may discourage individuals from using such devices to
monitor their health, thereby potentially interfering with their
ability to follow an active lifestyle [80].

Privacy
Moreover, privacy concerns have often been raised [84]. This
is illustrated by the recent acquisition of Fitbit by Google [94],
which gave rise to concerns about how personal and health data
were going to be used by a tech giant that is active in the
AdTech and data commercialization fields [95]. Consequently,
it is necessary to balance privacy and security concerns with
potential benefits to users and the health system [80].

Another high-profile example of significant privacy concerns
from the use of portable technology in the context of health care
has arisen from the development and use of COVID Track and
Trace apps around the world [96-98]. Although this does not
fall within the strict definition of a wearable, the privacy
concerns raised [99] with respect to the apps with regard to
location tracking of individuals and the sharing and aggregation

of personal data are equally applicable to the use of wearables
that capture and process such types of user data.

Technology-Specific or General Barriers
It must be acknowledged that some of the criticisms of
wearables that seem to hinder use could be specific to the brand
of wearables used in a study. Therefore, although the
aforementioned concerns should be considered, it is important
to distinguish the specific nature of some barriers rather than
applying them to wearables in general. For example, the inability
to measure strength exercises appears to be specific to the
wearable used in a study as part of a review [67]. In reality, the
availability of a range of wearables, some of which are designed
to track strength exercises, may present less of a barrier to use.

However, the fact that the aforementioned barriers have been
described in the literature seems to suggest that such issues are
prevalent rather than being restricted to a single brand of
wearable technology, as Multimedia Appendix 3 shows the
diversity of wearables included in this review. In addition, the
barriers are significant and clearly need to be overcome to avert
any further negative effects on user perceptions, which may
otherwise discourage the use of wearables. Failure to take
appropriate steps for damage control may erode public trust in
wearables, thereby limiting the potential to empower new users
to manage their health more proactively. Therefore, although
all technologies seem to have their own shortcomings or barriers,
issues relating to wearable health technology may be viewed
more critically, as such wearables can inform decisions related
to one’s health and care.

Principal Findings
A summary of the principal findings with respect to these themes
is provided in the following sections.

Health Care Providers—Benefits and Involvement
Providers play an important role in empowering patients to use
wearables. Therefore, providers require support because of the
short-term resource constraints that they are likely to face.
However, data from wearables may help create a more holistic
understanding of a patient’s health status, thereby accelerating
the delivery of personalized advice. Better-informed patients
should aid in communication and improve their adherence to
advice.

Behavior Change
Wearables may lead to positive behavior changes. This may
arise from the ability to set goals, receive motivational
reminders, track progress, and contextualize user data via a
companion app to facilitate understanding. Furthermore, peer
comparison of activity data may benefit some in meeting their
goals but may be detrimental to those who become discouraged
from feeling that they are underperforming relative to their
peers. Ultimately, wearables may better empower individuals
by offering tailored support with positive reinforcement of users’
successes while encouraging users when they fail to meet their
targets.
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Barriers to Use
Barriers to user empowerment include a perceived lack of
accuracy and overly complex devices. However, lack of
accessibility may be a greater issue, with concerns about pricing
and how not owning a smartphone may mean that individuals
miss out on the interpretation of data facilitated by the
companion app. Another major concern relates to privacy, in
which wearables collect sensitive health data. Consequently,
strategies are required to mitigate the associated risks.

Strengths and Limitations
This review has its limitations. The nature of this research and
its focus on wearable technology as a broad area may mean that
relevant studies have been inadvertently missed. For example,
although gray literature may reduce publication bias, it may
give rise to selection bias because there is no gold standard
method for retrieval [100]. Another potential source of bias may
be the use of judgment when selecting studies for inclusion.
Furthermore, the selection criteria may have excluded
populations from low- and middle-income countries, where
wearables can also be of benefit.

In certain circumstances, literature reviews have been included
without including individual studies for review. It is important
to note the reliance on the analysis undertaken as part of these
reviews and that those reviews should be read alongside this
review to see the full picture. Although this approach has its
shortcomings from an analytic perspective, it was more practical
as the individual studies that were screened met the inclusion
criteria. It is also worth noting that although some studies that
formed part of the literature review were identified from the
initial literature searches for this scoping review, others were
not. Although this only became apparent when the reference
lists of the literature reviews were cross-checked against the
records collated in the EndNote library, it gives rise to the
question of how many other potential studies may have been
missed and why?

The researcher took steps to minimize any bias and its effect
on the research findings. The researcher consulted with senior
academics throughout the research. A librarian guided the search
strategy. Moreover, the researcher adhered to best practice
recommendations from the PRISMA-ScR checklist and
appraised the literature (which is not a requirement of scoping
reviews) to further strengthen the rigor of this research. In fact,
the very act of acknowledging these limitations has enabled the
reader to contextualize the findings of the research within its
limitations while demonstrating compliance with the
recommended practice documented by the PRISMA-ScR [50].

The main consideration for this review was to balance the
practicalities of research as a single researcher with the need to
review representative, relevant evidence. This is where feedback
on the research protocol and the availability of published scoping
reviews (particularly those cited in the PRISMA-ScR “Tip

Sheets” [48] as examples to illustrate good practice) have helped
develop the methodology. Consequently, this review has been
successful in meeting its aims and answering the research
question; therefore, it should serve as a meaningful contribution
to the literature in a dynamic, emerging area.

Conclusions
Although this scoping review has its limitations, its value is
underscored by the fact that it fills a gap in the literature by
addressing the research question and aims.

Considerable literature findings support the proposition that
wearable health technology can empower users and, in turn,
benefit providers and patients. Even if patients are unable to
entirely self-manage their conditions, wearables have the
potential to empower users to take more responsibility for their
health and inspire positive behavior changes.

However, the ability of wearables to empower users may be
limited by several factors. To maximize the potential for
consumer wearables to integrate with the health system, support
from health care professionals is critical. In addition, user
feedback should be considered with respect to common barriers
to use, such as technical issues and privacy concerns. As part
of this process, designers of wearables should seek to
incorporate more personalized support by way of positive
reinforcement of any successes alongside encouragement for
users who fail to meet their targets.

Future research may report whether there has been any progress
in overcoming the barriers to use, including those mentioned
earlier and others raised as part of this review. Further
investigation of the long-term effects of wearables on
individuals’ outcomes through larger studies is warranted, as
much of the literature revolves around small-scale studies.
Moreover, despite the abundance of literature on wearables,
what seems to be missing is the focus on the people who wear
them. This may be because wearables, as viable instruments to
assist with health care, have only been introduced in recent
years. Specifically, future research may focus more closely on
wearables and empowerment, especially as technology continues
to evolve and advance over time. However, the challenge is for
the publication of research to keep pace with rapid developments
related to wearable health technology.

The adoption of wearables in the health sector may be gradual
and fraught with challenges [101], but strategic change is
certainly possible. In particular, any communication to relevant
parties should emphasize the fact that although it may not be
immediately apparent, each party has much to gain in the long
run. Patients and users are expected to exercise greater control
over their health and care decisions. Designers of the devices
should benefit from having a more engaged user base. Similarly,
individuals taking a more proactive role in their care should
lessen the burden on clinicians and ease the pressure on the
wider health system.
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Abstract

Background: Pregnant women are active users of mobile apps for health purposes. These apps may improve self-management
of health-related conditions. Up to 70% of pregnant women experience nausea and vomiting (NVP). Even mild NVP can
significantly reduce quality of life (QoL), and it can become an economic burden for both the woman and society. NVP often
occurs before the first maternal care visit; therefore, apps can potentially play an important role in empowering pregnant women
to recognize, manage, and seek appropriate treatment for NVP, when required.

Objective: This study investigated whether the MinSafeStart (MSS) mobile app could impact NVP-related symptoms, QoL,
and decisional conflict regarding NVP treatment.

Methods: This randomized controlled trial enrolled 268 pregnant women with NVP in Norway from 2019 to 2020. The
intervention group had access to the MSS app, which could be used to track NVP symptoms and access tailored advice. NVP
severity was rated with the Pregnancy Unique Quantification of Emesis (PUQE) score. The control group followed standard
maternal care. We collected data on maternal baseline characteristics, NVP severity, QoL, and decisional conflict using 2 sets of
online questionnaires. One set of questionnaires was completed at enrollment, and the other was completed after 2 weeks. We
performed linear regression analyses to explore whether the use of the MSS app was associated with NVP severity, QoL, or
decisional conflict.

Results: Among the 268 women enrolled in the study, 192 (86.5%) completed the baseline questionnaires and were randomized
to either the intervention (n=89) or control group (n=103). In the intervention group, 88 women downloaded the app, and 468
logs were recorded. In both groups, women were enrolled at a median of 8 gestational weeks. At baseline, the average PUQE
scores were 4.9 and 4.7; the average QoL scores were 146 and 149; and the average DCS scores were 40 and 43 in the intervention
and control groups, respectively. The app had no impact on NVP severity (aβ 0.6, 95% Cl −0.1 to 1.2), QoL (aβ −5.3, 95% Cl
−12.5 to 1.9), or decisional conflict regarding NVP treatment (aβ −1.1, 95% Cl −6.2 to 4.2), compared with standard care.
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Conclusions: Tracking NVP symptoms with the MSS app was not associated with improvements in NVP symptoms, QoL, or
decisional conflict after 2 weeks, compared with standard care. Future studies should include a process evaluation to improve
our understanding of how pregnant women use the app and how to optimize its utility within maternity care. Specifically, studies
should focus on how digital tools might facilitate counseling and communication between pregnant women and health care
providers regarding NVP management during pregnancy.

Trial Registration: ClinicalTrails.gov (NCT04719286): https://www.clinicaltrials.gov/ct2/show/NCT04719286

(JMIR Mhealth Uhealth 2022;10(7):e36226)   doi:10.2196/36226
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Introduction

Background
Pregnant women and women of reproductive age are active
users of mobile apps for health purposes [1]. Available apps are
designed for promoting self-management of chronic diseases,
such as migraine and diabetes; tracking gestational weeks,
weight, and belly measurements during pregnancy; and keeping
track of pregnancy development in general [1,2]. These apps
are often used to supplement routine care, because women tend
to search for health-related information early in pregnancy,
before and after health consultations, and when making decisions
[1,3-5]. Often, the primary motivation for using apps is the need
for easily accessible health information [6]. Our recent
systematic review on decision support tools in pregnancy
revealed that few studies had investigated the effect of digital
tools on the course of pregnancy and pregnancy-related ailments.
However, available studies have shown that apps could have a
positive impact on the knowledge level of pregnant women,
when integrated as part of patient care. Pregnant women also
seemed to appreciate and were satisfied with digital tools [7].

Nausea and vomiting in pregnancy (NVP) is one of the most
common pregnancy-related conditions. NVP affects up to 70%
of pregnant women worldwide [8,9]. NVP symptoms often
occur during the first few weeks of pregnancy, on average, at
around gestational week 4 [10]. The etiology of NVP is not
clearly understood, but it is thought to be multifactorial and
complex [10]. The severity of NVP can range from mildly
uncomfortable to hyperemesis gravidarum (HG), which is the
most severe form of NVP. HG affects 1%-3% of all pregnant
women, and it is the most common reason for hospitalization
in early pregnancy [8]. Although HG is a relatively rare
condition, it is essential to recognize the burden of NVP in
general. Previous studies have shown that even mild NVP
symptoms significantly reduce quality of life (QoL) of pregnant
women and their willingness to become pregnant again [11,12].
Moreover, as the severity of NVP increases, the costs for society
increase due to increased hospital and emergency room
admissions, health care visits, prescribed medications, and
income loss for both the woman and her partner [13].

NVP treatment guidelines recommend early recognition and
treatment to prevent or reduce more severe symptoms. The
first-line management of mild symptoms consists of
nonpharmacologic measures, including lifestyle and dietary
changes (Multimedia Appendix 1). Pharmacological treatment

is indicated when NVP symptoms are moderate to severe or
when symptoms significantly impact the women’s daily
activities [14,15]. The first NVP symptoms typically occur early
in pregnancy and, often, before the first maternal care visit.
Therefore, it is important to empower pregnant women to ensure
that they can optimally manage NVP symptoms [15,16].

Digitalization, eHealth initiatives, and the wide use of the
internet have opened up new possibilities for using digital tools
in maternal care [17]. Mobile apps can enable pregnant women
to take a more active role in self-care and disease management
during pregnancy. Moreover, these apps can provide large
amounts of patient-generated data during pregnancy for research
purposes [17,18]. The Pregnancy Unique Quantification of
Emesis (PUQE) score is an internationally validated tool for
categorizing the severity of NVP based on 3 questions regarding
vomiting, nausea, and retching symptoms [19,20]. In the latest
(2009) version of the PUQE score, women are asked to rate the
severity of symptoms that occurred in the last 24 hours [19]. A
translated and validated Norwegian version of the PUQE score
became available in 2015 [21]. Incorporating the PUQE score
into an app could potentially empower women by improving
their management of NVP. The app could allow women to track
symptoms over time and record responses to interventions.
Because 99%-100% of women of reproductive age use
smartphones [22] and most women use health-related apps
[23,24], digital tools should be particularly suitable for maternal
care.

A recent review pointed out that, although there is a growing
number of apps available for monitoring and managing
health-related issues, the majority are never tested nor clinically
validated [25]. That finding implied that it remains largely
unknown whether available apps are beneficial or whether they
even have an effect on clinical outcomes. A prior study showed
that integrating apps into professional clinical services could
potentially improve the effectiveness of health care [26]. Our
previous review concluded that the innovative use of eHealth
initiatives and digitalization could potentially empower pregnant
patients and improve maternal care [7]. However, at the same
time, a more scientific approach is needed for testing and
evaluating these apps and other digital tools. Indeed, health care
providers should encourage patients to use only tools that are
beneficial and effective as a supplement to routine maternity
care.
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Objective
The primary aim of this study was to investigate whether the
MinSafeStart (MSS) mobile app could impact NVP severity in
pregnant women. The secondary aims were to assess whether
the MSS app could affect the QoL of pregnant women and
improve their ability to make decisions regarding NVP
treatment.

Specifically, the primary research question was: Will women
who use the MSS app for 2 weeks have different NVP
symptoms, based on PUQE scores, compared with women who
follow standard maternal care without the MSS app?

The specific secondary research questions were: (1) Will women
who use the MSS app for 2 weeks have different QoL, based
on Health-related Quality of Life for Nausea and Vomiting
during Pregnancy (NVPQOL) scores, compared with women
who follow standard maternal care without the MSS app? (2)
Will women who use the MSS app for 2 weeks have different
decisional conflict scale (DCS) scores regarding NVP treatment,
compared with women who follow standard maternal care
without the MSS app? (3) Will the use of the MSS app modify
the association between the PUQE score and the NVPQOL
score (ie, is the MSS app an effect modifier)?

Methods

Study Design, Study Population, Recruitment, and
Sample Size
The MinSafeStart study was a randomized controlled trial. We
recruited pregnant women in Norway between September 2019
and June 2020. All pregnant women over 18 years old who were
currently experiencing NVP, owned a smartphone (iOS or
Android), and could speak and understand Norwegian were
eligible for inclusion.

Participants were primarily recruited through social media
advertisements. Invitations to participate in the study were
available on the study Facebook page, the Norwegian
Hyperemesis Gravidarum Patient Organization’s Facebook
page, and other pregnancy-related web pages or forums, such
as “altformamma.no” (all for mommy) and
“tryggmammamedisin.no” (safe mother medications). Invitations
were additionally accessible through the Helseoversikt app.
Helseoversikt is a digital platform used by health care centers
all over Norway that provides relevant health information to
pregnant women and parents.

All invitations to participate contained a link to the online
consent form. When the women signed the consent form and
responded to the baseline questionnaire, they were automatically
randomized to either the intervention or control group. Both

groups received emails with information about the study group
to which they were assigned. The intervention group also
received an email with instructions on how to download and
use the app.

Results from the power analysis suggested that we would need
a total of 250 pregnant women (n=125 in each group, 2-tailed
hypothesis) to detect a mean difference of 3 points in the PUQE
score between the groups, with a power of 80% (Cohen d=0.5).
This total sample size included a 25% dropout rate.

Randomization
An automated software program was specifically developed for
the project. The software automatically managed participant
enrollment, randomization to study groups, and email
distributions of electronic information and online questionnaires
to the study participants. This software was developed for the
project by the University Center for Information Technology
(USIT) at the University of Oslo.

Development of the MinSafeStart Mobile Application
The MSS app was a patient-centered app for women with NVP.
Our research group developed the MSS app in collaboration
with interaction designers, programmers, and researchers from
USIT. The app utilized the daily PUQE score (Multimedia
Appendix 2) to categorize NVP severity (ie, mild, moderate, or
severe), and it displayed the fluctuations over time in a graph
(Figures 1 and 2). The aim of the app was to assist pregnant
women in identifying and managing NVP. The app tracked their
NVP symptoms every day and provided tailored advice
according to the severity of their symptoms. All women with
NVP symptoms received lifestyle and dietary advice (eg, stay
hydrated, eat small meals frequently, and get some rest). Women
that experienced severe NVP also received information about
medical treatments. The app alerted the woman to seek
appropriate treatment when she logged PUQE scores >13 for
more than 3 consecutive days. The app was user tested in July
2018. The user test included 9 women who completed a
structured interview with a set of tasks and questions regarding
the app. Of these 9 women, 5 also participated in a focus group
to discuss and share their experiences and opinions about the
app. The user test results showed that the app was user-friendly
and had the potential to empower women who experienced NVP
to improve their management skills and treatment decisions.
Nevertheless, some minor issues were mentioned in the user
test and focus group that could be improved (ie, explanations
of terminologies, an opportunity to change the due date, links
to external information, an overview of previously logged
scores, and the layout and design). These suggestions were
incorporated into the app to make it as user-friendly as possible
before it was launched for iOS and Android smartphones.
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Figure 1. Front page of the MinSafeStart application (in Norwegian) for pregnant women to track nausea and vomiting, showing the user's gestational
week at the top, text in the center (“How do you feel? Use the button below to log your NVP symptoms”), and button to log nausea and vomiting in
pregnancy (NVP) symptoms.
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Figure 2. The MinSafeStart app (in Norwegian) for pregnant women with nausea and vomiting (NVP) shows the women’s NVP loggings (Mine
Malinger) as the user’s NVP scores (purple) as a graph over time (week [Uke], month [Måned], for all data recorded in the app [Total]), compared with
the mean Pregnancy Unique Quantification of Emesis (PUQE) score of other pregnant women (blue line), or as a table (Tabell). The bottom section
shows the numeric rating scale for NVP symptoms. Alvorlig: severe; Moderat: moderate; Skår: Score.

Data Collection
In this MinSafeStart study, we collected data from the MSS app
and from 4 sets of questionnaires (Q1-Q4) that were completed
electronically. Q1 was administered to participants at enrollment
(baseline), and Q2 was administered 2 weeks later. Q3 and Q4
were additional follow-up questionnaires administered at 4
weeks and 6 weeks after baseline, respectively. All
questionnaires were sent to participants by email with the
automated software developed for the study. This study only
analyzed data from the Q1 and Q2 sets of questionnaires. We
selected a 2-week follow-up for this study because we
considered that 2 weeks were sufficient to become familiar with
the app.

All data collected from the app and questionnaires were
automatically encrypted and stored at the Service for Sensitive
Data at the University of Oslo (TSD). The TSD platform is
available to collect, store, and analyze sensitive data [27]. The
platform is protected by a 2-step password system and meets
all the necessary requirements to maintain compliance with
Norwegian regulations regarding individual privacy. The data
are not accessible outside of the TSD. Only registered

researchers within the project had access to the data and the
encryption key.

The study is reported in accordance with the
CONSORT-EHEALTH checklist (Multimedia Appendix 3).

Intervention Group
All women in the intervention group were given access to the
MSS app in addition to standard maternal care. They were free
to log their NVP symptoms into the app whenever convenient.
Standard maternity care in Norway is free of charge. It includes
9 routine checkups with a midwife or physician and 1 ultrasound
scan at gestational week 18 [28].

The app recommended logging symptoms every 24 hours
because the PUQE score was calculated based on NVP
symptoms over the past 24 hours. Users could also compare
their symptoms to the expected population average NVP score.
Thus, women received individual treatment advice based on
their PUQE scores (Multimedia Appendix 1). Women also
received general dietary and lifestyle advice (eg, get some rest,
stay hydrated, eat small meals frequently, and avoid fatty and
spicy foods [29]) independent of their PUQE score. Women
with moderate or severe symptoms received additional advice
about antiemetic medications. When a woman scored ≥13 points
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(ie, severe NVP) for more than 3 consecutive days, she would
see a pop-up message that encouraged her to see the doctor.

Control Group
The control group received only standard maternal care.

Outcome Measures

NVP Severity
The PUQE score was internationally validated for rating the
severity of NVP symptoms over the past 24 hours (Multimedia
Appendix 2) [19,21]. The scale consists of 3 questions. Each
question is rated from 1 to 5. The total score ranges from 3 to
15 points, where ≤6 points indicate mild NVP, 7-12 points
indicate moderate NVP, and 13 or more points indicate severe
NVP. This study utilized the translated and validated Norwegian
version of the PUQE [21]. We evaluated the change in PUQE
scores from Q1 to Q2 (ie, after 2 weeks).

Quality of Life
The NVPQOL was used to rate QoL [30] over the past week
(Multimedia Appendix 2). The score includes 30 items covering
4 general domains: physical symptoms and aggravating factors,
fatigue, emotions, and limitations. Each item is rated on a Likert
scale that ranges from 1 (never) to 7 (all the time). The total
score ranges from 30 to 210 points, and lower scores indicate
a better QoL. The NVPQOL score is significantly associated
with the SF-12 health-related QoL questionnaire [30]. We
evaluated the change in NVPQOL scores from Q1 to Q2.

Decisional Conflict
Decisional conflict was measured with the decisional conflict
scale (DCS). The DCS measures the individual’s perception of
uncertainty in choosing options, modifiable factors that
contributed to uncertainty, and decision-making effectiveness
[31,32] (Multimedia Appendix 2). The DCS has been widely
used in previous studies among pregnant women to evaluate
their decision-making abilities regarding the use of
antidepressants and the choice between vaginal birth or cesarean
section [33,34]. The DCS consists of 16 items and 5 response
categories (strongly agree, agree, neither agree nor disagree,
disagree, and strongly disagree). The total score ranges from 0
to 100 points. Scores below 25 points indicate low decisional
conflict, scores of 25 to 37.5 points indicate moderate decisional
conflict, and scores above 37.5 points indicate high decisional
conflict. We evaluated the change in DCS scores from Q1 to
Q2.

Statistical Analyses

Descriptive Analysis
Categorical variables (ie, relationship status, education level,
work situation, parity, and prior NVP symptoms) are presented
as percentages for each group (intervention and control groups).
Continuous variables are presented as the median and range
(eg, gestational week) or the mean and SD (eg, maternal age).
We performed a Pearson Chi-squared test to compare categorical
variables, except when the expected cell count was less than 5;
in those cases, we performed a Fisher exact test. We performed

a Student t test to compare continuous variables. All analyses
were performed with Stata/MP v.16.1. P values <.05 were
considered statistically significant.

Primary and Secondary Analyses
We performed univariate and multivariable linear regression
analyses to estimate associations between the use of the MSS
app and (1) NVP severity, (2) QoL, and (3) decisional conflict.
All results are presented as the crude and adjusted
beta-coefficients (β) with 95% CIs. We adjusted the
multivariable linear regression model with predefined covariates
(ie, baseline PUQE score, baseline NVPQOL score, and baseline
DCS) [35].

Subanalyses
We performed a prespecified stratified analysis to assess whether
employment in the health sector modified the association
between the use of the MSS app and the PUQE score. We
reasoned that women employed in the health sector might have
better access to information and advice regarding NVP
management, and thus, they may have less need for an app to
track their NVP symptoms, compared with women employed
in other settings. Alternatively, they may have received more
support or information from co-workers in the field that allowed
them to capitalize on the information provided by the app,
compared with women employed in other settings.

Ethical Approval
This study was approved by the Regional Committees for
Medical and Health Research Ethics in Norway (Ref:
2018/2298). Informed consent to participate in the study was
obtained from all participants.

Results

Study Population
Overall, 268 women consented to participate in the study (Figure
3). Of these, 192 (86.5%) responded to the baseline
questionnaires (Q1) and were randomized to either the
intervention group (n=89) or the control group (n=103). In total,
137 women responded to the follow-up questionnaires 2 weeks
later (Q2). The dropout rates were 34% (30/89) for the
intervention group and 24.3% (25/103) for the control group.
The main reason for dropout was “lack of response.”

At enrollment, the median stage of pregnancy was the same in
both groups: 8 (range 4-36) gestational weeks in the intervention
group and 8 (range 4-39) gestational weeks in the control group.
These groups had the same mean age at enrollment: 32 (SD 4.6)
years and 32 (SD 3.9) years, respectively. Most women had
been pregnant previously (65/89, 73%, and 76/103, 73.8%,
respectively). In both groups, 80% (52/89 and 61/103,
respectively) had experienced NVP in at least one previous
pregnancy. None of the women reported severe NVP (ie, PUQE
score ≥13) at baseline. A comparison of baseline characteristics
using the Student t test, Chi-squared test, or Fisher exact test
indicated no statistical difference (all P<.05) between the 2
study groups (Table 1).
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Figure 3. Flowchart of the study participants in the enrolled group, allocation groups, and follow-up groups. app: MinSafeStart mobile app; PUQE:
Pregnancy Unique Quantification of Emesis; Q1: Questionnaire 1.

Table 1. Baseline characteristics of the study population (n=192), stratified by whether they used the MinSafeStart (MSS) app (intervention) or received
standard maternity care (control).

Control group (n=103)Intervention group (n=89)Characteristics

8 (4-39)8 (4-36)Gestational week at enrollment, median (range)

32 (3.9)32 (4.6)Age (years), mean (SD)

Relationship status, n (%)

100 (97.1)85 (95.5)Married/cohabitation

3 (2.9)4 (4.5)Othera

Higher education, n (%)

85 (82.5)69 (77.5)Yes

18 (17.5)20 (22.5)No

Working situation, n (%)

60 (58.2)55 (61.8)Employed

31 (30.1)19 (21.4)Employed in the health sector

12 (11.7)15 (16.8)Otherb

Primigravida, n (%)

27 (26.2)24 (27.0)Yes

76 (73.8)65 (73.0)No

NVPc during previous pregnancy/pregnancies, n (%)

61 (80.3)52 (80.0)Yes

15 (19.7)13 (20.0)No

aIncludes single/unmarried and divorced/separated women.
bIncludes students and unemployed women.
cNVP: nausea and vomiting during pregnancy.

JMIR Mhealth Uhealth 2022 | vol. 10 | iss. 7 |e36226 | p.34https://mhealth.jmir.org/2022/7/e36226
(page number not for citation purposes)

Ngo et alJMIR MHEALTH AND UHEALTH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


The Intervention
Of the 89 women randomized to the intervention group, 88
downloaded the MSS app. These women performed a total of
468 logs. Because they were not satisfied with the app, 2 women
dropped out of the study. They reported no benefit in using the
MSS app.

Impact on NVP Severity
The groups showed no differences in the change in PUQE scores
between Q1 and Q2 (adjusted β 0.6, 95% Cl −0.1 to 1.2). Among
women employed in the health sector, those who used the MSS
app had a significantly higher PUQE score (adjusted β 2.1, 95%
Cl 0.9 to 3.2) after 2 weeks than those who did not use the app.
However, among women employed in other sectors, the PUQE
scores were not significantly different between the intervention
and control groups (Table 2).

Table 2. Associations between the use of the MinSafeStart (MSS) app and the Pregnancy Unique Quantification of Emesis (PUQE) score.

Change in PUQE score (Q2-Q1)Follow-up (Q2)
PUQE score, mean
(SD)

Baseline (Q1)

PUQE scorea,
mean (SD)

Analysis

Adjusted difference in mean

changesb, β (95% CI)

Crude difference in
mean changes, β
(95% CI)

Mean change
(SD)

Primary analysis

0.6 (−0.1 to 1.2)0.4 (−0.3 to 1.2)0.8 (2.0)5.6 (1.8)c4.9 (2.0)Intervention group (n=88)

ReferenceReference0.4 (2.3)4.9 (1.8)d4.7 (1.9)Control group (n=103)

Subanalyses by employment: women employed in the health sector

2.1 (0.9 to 3.2)2.1 (0.3 to 3.9)1.8 (2.5)6.6 (1.7)e4.6 (1.9)Intervention group (n=19)

ReferenceReference−0.3 (2.7)4.6 (1.6)f4.5 (1.9)Control group (n=31)

Subanalyses by employment: women employed in other sectors

0.0 (−0.7 to 0.7)−0.1 (−0.8 to 0.7)0.4 (1.7)5.2 (1.7)g4.9 (2.1)Intervention group (n=55)

ReferenceReference0.5 (1.9)5.1 (1.8)h4.7 (1.9)Control group (n=60)

aThis score ranges from 3 to 15 points, and symptoms are rated as follows: mild: ≤6 points; moderate: 7-12 points; severe ≥13 points.
bAdjusted for the baseline PUQE score.
cn=59.
dn=78.
en=14.
fn=23.
gn=38.
hn=45.

Impact on Quality of Life
The adjusted primary analysis showed that the changes in
NVPQOL scores from baseline to Q2 were not significantly

different between the intervention and control groups (adjusted
β −5.3, 95% Cl −12.5 to 1.9; Table 3).

JMIR Mhealth Uhealth 2022 | vol. 10 | iss. 7 |e36226 | p.35https://mhealth.jmir.org/2022/7/e36226
(page number not for citation purposes)

Ngo et alJMIR MHEALTH AND UHEALTH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Table 3. Association between the use of the MinSafeStart (MSS) app and quality of life.

Change in NVPQOL score (Q2-Q1)Follow-up (Q2)
NVPQOL score, mean
(SD)

Baseline (Q1)

NVPQOLa,b score, mean
(SD)

Group

Adjusted difference in mean

changesc, β (95% CI)

Crude difference in
mean changes, β
(95% CI)

Mean change
(SD)

−5.3 (−12.5 to 1.9)−4.2 (−11.9 to 3.5)−4.5 (22.4)143.8 (29.7)d145.7 (34.0)Intervention group
(n=88)

ReferenceReference−0.3 (22.9)151.6 (28.9)e148.5 (28.8)Control group
(n=103)

aNVPQOL: Health-Related Quality of Life for Nausea and Vomiting during Pregnancy scale.
bThis score ranges from 30 to 210 points, and lower scores indicate better quality of life.
cAdjusted for the baseline NVPQOL score.
dn=59.
en=78.

Impact on Decisional Conflict Scale Score
The mean changes in the DCS between Q1 and Q2 were −5.9
(SD 16.4) for the intervention group and −5.3 (SD 15.5) for the

control group (Table 4). The changes in DCS were not
significantly different between the women in the intervention
group and the women in the control group (adjusted β −1.1,
95% Cl −6.2 to 4.2).

Table 4. Association between the use of the MinSafeStart (MSS) app and the decisional conflict scale (DCS).

Change in DCSa (Q2-Q1)Follow-up (Q2) DCS,
mean (SD)

Baseline (Q1) DCS, mean
(SD)

Group

Adjusted difference in

mean changesb, β
(95% CI)

Crude difference in
mean changes, β
(95% CI)

Mean change
(SD)

−1.1 (−6.2 to 4.2)−0.7 (−6.1 to 4.7)−5.9 (16.4)36.2 (21.6)c40.3 (17.9)88Intervention group (n=88)

ReferenceReference−5.3 (15.5)38.1 (20.3)d42.5 (20.9)103Control group (n=103)

aThis score ranges from 0 points (no decisional conflict) to 100 points (extremely high decisional conflict).
bAdjusted for the baseline decisional conflict score.
cn=59.
dn=78.

Association Between NVP Severity and Quality of Life
Women with more severe NVP (higher PUQE scores) had lower
NVPQOL scores than women with less severe NVP (lower
PUQE scores; Figure 4).
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Figure 4. Association between the Health-Related Quality of Life for Nausea and Vomiting during Pregnancy score (NVPQOL) score and the Pregnancy
Unique Quantification of Emesis (PUQE) score. MSS app: MinSafeStart mobile application.

Discussion

Main Findings
The MinSafeStart trial was the first to investigate the
effectiveness of a patient-centered mobile app that was designed
to empower pregnant women to optimally manage their NVP
symptoms. We found no significant associations between the
use of the MSS app and the severity of NVP symptoms, QoL,
or decisional conflict, compared with standard maternal care.
These results should be interpreted with caution because the
study was slightly underpowered, due to a higher dropout rate
than expected.

Earlier studies have shown that the majority of the pregnant
population owns a smartphone and over 50% use apps related
to pregnancy [36]. Studies that have investigated the use of
health-related apps have shown that the apps could improve the
knowledge levels of pregnant women and the apps were
perceived as tools during pregnancy [7,24]. Except for user
satisfaction, our results were not consistent with those from
previous studies. We found no associations between the use of
the MSS app and NVP symptoms at 2 weeks after baseline.
This may be explained by several factors related to our study
population and study design. First, we included women at any
gestational stage in pregnancy. In fact, 15% of the women
included were beyond the first trimester, which is the most
relevant time window for NVP. On average, NVP occurs during
gestational week 4 [10] and peaks during gestational weeks
10-16 [37,38]. However, our intervention group had completed
a median of 8 gestational weeks at enrollment, with a range of
4-36 weeks. Therefore, in many cases, it may have been too
late for women to benefit from the app. Moreover, we included

women with mild NVP, and this group may not derive the most
benefit from the app. Second, a 2-week follow-up may not have
been optimal for evaluating the effect of the intervention. The
rationale for choosing a 2-week follow-up was based on earlier
studies that showed that PUQE scores decreased by 4.7 points
when treated within 1 week [39]. We could not exclude the
possibility that natural fluctuations in NVP severity could have
affected the results or that a shorter follow-up time before the
app assessment might have been a better choice. In fact, there
might not be a particular time that is optimal for measuring the
effects of the app. Indeed, NVP severity varies from morning
to evening and from day to day. Therefore, selecting a specific
time point for follow-up and reporting the PUQE score in Q2
may not have fully captured the changes in NVP severity over
time. Future studies should consider these elements when
designing a trial to evaluate the effect of using a digital tool
during pregnancy.

Another factor that may have affected the results was that the
study included a high proportion of parous women with a prior
NVP history. Moreover, most were in a relationship with a
partner, which may have provided emotional support. Therefore,
these women may have already been informed about optimal
NVP management and treatment, and consequently, they may
not have felt they needed more information from an NVP tool.
Many earlier studies have shown that women with a higher
sociodemographic status and women who are pregnant for the
first time are more likely to search for information online
[40-42]. In their first pregnancy, women often search for
information about concerns and symptoms related to the first
period of pregnancy [6,40,43-45]. Therefore, our study may not
have targeted the appropriate subgroup of pregnant women.
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Strengths and Limitations
The main strength of this study was that very few studies have
been conducted to assess the effectiveness of mobile apps for
disease management among pregnant women. This study
provided new insights in this regard. An important strength of
this study was the use of the randomized controlled trial study
design, which is considered the gold standard in evidence-based
medicine [46]. Another strength of this study included our use
of the internet for recruitment and electronic data collection.
The main benefit of social media recruiting is that it is
convenient for sampling. Indeed, pregnant women in their first
trimester are not given any routine care, and there is no ideal
place to reach out to this group, outside of social media. This
approach facilitated the participation of pregnant women all
over Norway, which may have increased the representativeness
of the study sample and, thus, the generalizability of the results.
In addition, the NVPQOL may have provided an advantage
over other QoL scales because the NVPQOL is more specific
[40].

The major limitation of this study was that we did not reach our
targeted number of participants, which was 250 women,
including a 25% dropout rate. Furthermore, as in all studies
based on voluntary patient recruitment, there might have been
a self-selection bias, where more motivated and resourceful
women are included in the study compared with the general
population. Participants who were parous women with higher
sociodemographic status than the general birthing population
in Norway might also have contributed to a selection bias.
Because these women might have been more informed about
optimal NVP management, they might have had less use for
the app. We could not exclude the possibility that this selection
bias might explain why we did not find any significant beneficial
effect of the app on NVP severity in this study.

Last, 15% of the women in the intervention group were beyond
the first trimester when the app was introduced. It may have

been too late for many of these women to take advantage of the
app because NVP often occurs in week 4 [10] and it peaks
around weeks 10-16 [37,38].

Future Research
Digitalization and eHealth have provided opportunities to
develop innovative apps that support pregnant women. These
mobile applications must be tested in clinical studies to establish
evidence for health efficacy before they can be included in the
health care system or recommended by health care personnel
[47]. Our review from 2020, consistent with previous studies
[48], demonstrated that decision support tools could potentially
provide benefit to pregnant women. However, the tools were
mainly useful when relevant information was assembled into
one digital tool and when the woman could share her recordings
with her health care provider [7]. Based on the results of this
study, future research should focus on how to design trials to
determine the effect of digital tools on the pregnancy outcomes
that are most important to pregnant patients. Future studies
should also investigate whether digital tools and apps might be
more effective when developed as part of a more extensive
health intervention. Specific focus should be placed on how
digital tools might facilitate counseling and communication
between pregnant women and health care providers regarding
NVP management in pregnancy.

Conclusion
This study showed that tracking NVP symptoms with a mobile
application was not associated with reduced NVP symptoms,
less decisional conflict, or improved QoL after 2 weeks of use.
These findings may have been influenced by study
design–related factors, such as the gestational week of
enrollment, women’s parity, time to follow-up, and sample size.
Future studies should include a process evaluation to improve
our understanding of how pregnant women use the app and how
to optimize its utility within maternity care.
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Abstract

Background: Against a long-term trend of increasing demand, the COVID-19 pandemic has led to a global rise in common
mental disorders. Now more than ever, there is an urgent need for scalable, evidence-based interventions to support mental
well-being.

Objective: The aim of this proof-of-principle study was to evaluate the efficacy of a mobile-based app in adults with self-reported
symptoms of anxiety and stress in a randomized control trial that took place during the first wave of the COVID-19 pandemic in
the United Kingdom.

Methods: Adults with mild to severe anxiety and moderate to high levels of perceived stress were randomized to either the
intervention or control arm. Participants in the intervention arm were given access to the Foundations app for the duration of the
4-week study. All participants were required to self-report a range of validated measures of mental well-being (10-item
Connor-Davidson Resilience scale [CD-RISC-10], 7-item Generalized Anxiety Disorder scale [GAD-7], Office of National
Statistics Four Subjective Well-being Questions [ONS-4], World Health Organization-5 Well-Being Index [WHO-5]) and sleep
(Minimal Insomnia Scale [MISS]) at baseline and at weeks 2 and 4. The self-reported measures of perceived stress (10-item
Perceived Stress Score [PSS-10]) were obtained weekly.

Results: A total of 136 participants completed the study and were included in the final analysis. The intervention group (n=62)
showed significant improvements compared to the control group (n=74) on measures of anxiety, with a mean GAD-7 score change
from baseline of –1.35 (SD 4.43) and –0.23 (SD 3.24), respectively (t134=1.71, P=.04); resilience, with a mean change in CD-RISC
score of 1.79 (SD 4.08) and –0.31 (SD 3.16), respectively (t134=–3.37, P<.001); sleep, with a mean MISS score change of –1.16
(SD 2.67) and –0.26 (SD 2.29), respectively (t134=2.13, P=.01); and mental well-being, with a mean WHO-5 score change of
1.53 (SD 5.30) and –0.23 (SD 4.20), respectively (t134=–2.16, P=.02), within 2 weeks of using Foundations, with further
improvements emerging at week 4. Perceived stress was also reduced within the intervention group, although the difference did
not reach statistical significance relative to the control group, with a PSS score change from baseline to week 2 of –2.94 (SD
6.84) and –2.05 (SD 5.34), respectively (t134= 0.84, P=.20).

Conclusions: This study provides a proof of principle that the digital mental health app Foundations can improve measures of
mental well-being, anxiety, resilience, and sleep within 2 weeks of use, with greater effects after 4 weeks. Foundations therefore
offers potential as a scalable, cost-effective, and accessible solution to enhance mental well-being, even during times of crisis
such as the COVID-19 pandemic.

Trial Registration: OSF Registries osf.io/f6djb; https://osf.io/vm3xq

(JMIR Mhealth Uhealth 2022;10(7):e30976)   doi:10.2196/30976
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Introduction

Background
Mental illness is a highly prevalent and complex public health
issue. The total number of people with any mental health
disorder reached 792 million in 2017 [1]. Moreover, according
to the World Health Organization, the number of people with
common mental disorders (CMD) such as mild to severe
depression and anxiety is globally increasing over time [2].
These figures are worrying since mental health conditions
account for a greater burden of disease based on years lived
with disability [3] and they also are the largest cost driver in
health care, estimated to reach over US $2.2 trillion and to rise
to nearly US $6 trillion by 2030 [4].

Within the context of the COVID-19 pandemic, the prospects
of the mental health status of society have become even more
concerning. Numerous reports have highlighted that during the
COVID-19 pandemic, poor mental health has been exacerbated
globally [5,6]. In the United Kingdom, the population prevalence
of clinically significant levels of mental distress rose from 18.9%
(2018-2019) to 27.3% in April 2020 [7]. A recent study in the
United States showed a 3-fold increase in depressive symptoms
during the COVID-19 epidemic compared with the previous
rate [8]. More recently, a meta-analysis of 66 studies with
221,970 participants reported an overall pooled prevalence of
depression, anxiety, distress, and insomnia of 31.4%, 31.9%,
41.1%, and 37.9%, respectively [9]. Taken together, the
magnitude of the socioeconomic burden of CMD illustrates that
the current model of mental health care has yet to be fully
optimized. Thus, better, more easily scalable interventions are
urgently needed.

Digital technologies have shown great potential to offer scalable,
easy-to-access, and timely solutions to increase the delivery of
psychotherapeutic interventions and evidence-based
recommendations for self-care and self-management [10,11].
During the COVID-19 pandemic, demand for these technologies
has increased on a global scale and the use of mental health
apps has risen exponentially. Although some apps have been
shown to have positive effects on mental well-being [10,12,13],
concerns remain regarding the level of credibility and the
robustness of evidence underlying the majority of the thousands
of available apps on the market [10,14]. More efforts toward
the proper demonstration of their efficacy are needed if digital
apps are to offer an adjunctive method to reduce the prevalence
and impact of CMD across the world, and to support the growing
mental health crisis surrounding the COVID-19 pandemic.

Objectives
The aim of this 4-week proof-of-principle study was to test the
efficacy of a digital intervention delivered via a mobile app,
named Foundations, in comparison to a no-intervention control
group on a range of psychological measures, including anxiety,
mental well-being, resilience, sleep, and stress. More
specifically, we aimed to assess the efficacy of Foundations in
improving mental well-being. The study took place during the
months of April and May of 2020 throughout the first outbreak
of the COVID-19 pandemic in the United Kingdom.

Foundations includes a plethora of interventions and
psychoeducational content that are scientifically robust (ie,
cognitive behavioral therapy [CBT], meditation). Based on this,
in combination with preliminary user research, we hypothesized
that participants in the intervention group would show
significant improvements compared with the control group in
the following targeted areas of well-being after 4 weeks: (1)
anxiety, (2) mental well-being, (3) resilience, (4) sleep, and (5)
stress.

Methods

Ethics Approval
This study protocol involving human participants was General
Data Protection Regulation–compliant and developed in
accordance with Alpha Health’s ethics framework and principles
[15], which are compliant with the World Medical Association’s
Declaration of Helsinki [16]. All participants provided informed,
electronic consent to share their data, including for publication
of the results, prior to their enrollment in the study. Due to
unforeseen logistical reasons, the study was not preregistered;
however, all statistical testing was performed by a data analyst
who remained blind to treatment assignment. Furthermore, the
authors confirm that all ongoing studies for the Foundations
app are registered.

Trial Design
This proof-of-concept study was a 2-armed randomized
controlled trial (RCT) comparing an app-based intervention
(Foundations) to a nonintervention control group. At the time
of the study, the app was named Evermind. It was rebranded in
November 2020 and we refer to it as its current name
(Foundations) throughout this paper. Anxiety, sleep, resilience,
and mental well-being were assessed at baseline, and at weeks
2 and 4 of the study, and perceived stress was assessed weekly
(at baseline through weeks 1 and 4; Figure 1). The study started
on April 22, 2020, and ended on May 20, 2020. Of note, at the
start of the study, the United Kingdom was at the first peak of
the COVID-19 pandemic, and the reported numbers of positive
cases and deaths were in decline at the end of the study [17].
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Figure 1. Overview of the study design. PSS-10: 10-item Perceived Stress Score; ONS-4: Office of National Statistics Four Subjective Well-being
Questions; GAD-7: 7-item Generalized Anxiety Disorder scale; WHO-5: World Health Organization-5 Well-Being Index; CD-RISC: Connor-Davidson
Resilience Scale; MISS: Minimal Insomnia Scale.

Participants

Recruitment
Study participants were recruited through a research company
specializing in study recruitment between the first 2 weeks of
April, according to a screening based on the following
predefined criteria for inclusion and exclusion. Eligible
participants were between 30 and 50 years old, owned a
smartphone and regularly used apps, were fluent in English,
and had been employed for at least 3 months in the United
Kingdom. In addition, participants were considered eligible for
the study if they showed moderate to high levels of perceived
stress (10-item Perceived Stress Score [PSS-10]>13 [18,19]),
mild to severe anxiety (7-item Generalized Anxiety Disorder

scale [GAD-7] score of 5-18 [20]), and no to moderate sleep
problems (Minimal Insomnia Scale [MISS] score of 0-8 [21]).

Candidates were excluded from the study in case of current
pregnancy, current high-stress event (eg, family bereavement
with the exception of a COVID-19 crisis), current
psychotherapeutic treatment or counselling, current diagnosis
of psychiatric illness (with the exception of depression) by a
specialist/secondary care, regular use of mental health apps, or
a recent (3 months) change in medication for mood disorders.

Assessment of Eligibility and Randomization
Eligible participants were randomly allocated (1:1) to either the
intervention group or control group. Assignment of participants
to the groups was performed with a computer-based algorithm
(Python Software Foundation) that generated randomly
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permuted blocks, which were stratified by gender (male or
female) and age (30-40 years or 40-50 years), and were balanced
regarding the degree of perceived stress (“moderate perceived
stress,” PSS-10 score of 13-26, or “high perceived stress,”
PSS-10 score of 27-40) and sleep disturbances (“no sleep
disturbances,” MISS score of 0-4, or “moderate sleep
disturbances,” MISS score of 5-8). Furthermore, participants’
baseline scores on the GAD-7 were analyzed for statistical
differences and were rerandomized if needed. The randomization
analysis was performed by a statistician who remained blinded
to the identity of the groups.

Study Conditions

Intervention Group
After randomization, the intervention group received access
and instructions to download the Foundations app. The

intervention app (Foundations) comprised interventions and
psychoeducational content aimed at decreasing stress and
promoting mental well-being (Figure 2). Content was organized
into activities (ie, units of content) and could take a variety of
formats, which are listed in Table 1. They all have a brief
(typically 1-2 sentences) introduction and end with a closing
sentence. Activities were either in the moment or part of a
program. A program is a locked sequence of activities that is
delivered in daily steps designed to teach a skill such as healthy
sleep behaviors, positive psychology, working with thoughts,
or relaxation techniques (see Table 2). In the moment activities
were not part of a locked sequence of activities and could be
accessed at any time. These activities included sleep meditations,
articles, and mindfulness. Programs and activities were
organized into a library of themed modules.

Figure 2. Screenshots of the Foundations app.
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Table 1. Activity formats and descriptions of the content delivered in Foundations.

DescriptionType of contentNumber of
activities

Activity

Comprises individual screens of 1-2 sentences that the user swipes through.
Usually 10-20 screens

Psychoeducation12Slides

User scrolls through to read. Typically 0.25-1 of A4 page in lengthPsychoeducation and tips13Article/blog

User can add free text (eg, thought records or gratitude journaling)Journaling/reflection10Add record

User selects a record created by the “add record” feature and can choose a
theme label

Journaling/reflection5Label record

User selects a previous record and is asked a series of questions about the
record. There is a free-text box for the user to write in

Journaling/reflection5Question record

Log of record entriesJournaling/reflection4Record review

Mindful meditations (5-8 min), sleep meditations (30 min), relaxation tech-
niques

Mindfulness/meditations17Audios

30-min relaxation sounds and soundscapes (eg, waves, rain)Ambient sounds8Ambient sounds

Reinforces psychoeducation with two-choice answersInteractive psychoeducation6Quiz

The user has to recall spatial sequencesSpatial working memory game1Game

Table 2. Description of programs and the number of activities within each program.

DescriptionNumber of
activities

Program name

Teaches the skill of diaphragmatic breathing3Become a breathing master

Teaches the skill of progressive muscle relaxation2Relax your body and mind

CBTa-based journaling and reflection. Includes psychoeducation on cognitive distortions and questions
to balance unhelpful thoughts

5Working with thoughts

Gratitude journaling on achievements, reasons to be thankful, and people5Positive thinking

CBT psychoeducation on healthy sleep habits and sleep hygiene9Healthy sleep habits

CBT interactive psychoeducation on breaking bad habits4Break your bad sleep habits

CBT sleep scheduling9Take control of your sleep

Introduces constructive worry to put worries aside before bed4Constructive worry for sleep

CBT-based journaling and psychoeducation on automatic thoughts and balancing thoughts about
oneself

103 days to improve your self-es-
teem

Identify strengths3Boost your confidence

aCBT: cognitive behavioral therapy.

The study lasted 4 weeks and all participants started the study
at the same time. During the first 2 weeks of the study, the
participants were required to perform a minimum number of
activities and programs. In week 1, participants were instructed
to complete the “Working with thoughts” program, consisting
of journaling and CBT interventions focused on ameliorating
cognitive distortions and unhelpful ruminative patterns, and a
minimum of 4 free-choice activities. During week 2, participants
had to complete 1 program of their choosing and a minimum
of 4 other activities (free choice). During weeks 3 and 4,
participants were free to use the app as little or as much as they
wished with complete free choice of activities and programs.

For the first 2 weeks of the research period, participants were
encouraged to use Foundations via daily text messages. The
messages were written and sent by the research manager via

the messaging service WhatsApp and included wording such
as:

Good morning! If you were able to start the
programme yesterday then please do another activity
of your choice from the Library page. If you weren’t
able to start the programme yesterday, please do the
first day of the Working with thoughts programme.

Remember, if you need to contact us at any point, the
best way to get in touch is via email at:
hello@evermind.health.

Control Group
The control group completed the same questionnaires at the
same time points as the intervention group. At the end of the
study, all participants were provided optional access to the
Foundations app (waitlist control condition).
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Incentives
At the end of the study, each participant received a monetary
incentive as compensation for their involvement in the trial. As
compensation was tied to the participants’ time, participants in
the control group received £35 (US $50) and those in the
intervention group received £85 (US $115).

Outcome Measures

Overview
All participants were invited to fill out questionnaires via an
online platform (Google Form) to assess their mental well-being
on a weekly basis starting with the first day of the study
(baseline). All participants, regardless of group, were sent the
link to the online platform via the messaging service WhatsApp
at the same time. Perceived stress was assessed weekly, whereas
all other measures were assessed every 2 weeks (ie, baseline, 2
weeks, and 4 weeks). All outcome measures were treated as
continuous variables. Each measure and the associated
questionnaire are detailed below.

Anxiety
Anxiety levels were assessed through the GAD-7 scale [20], a
7-item questionnaire that measures the severity of the subject’s
anxiety over the previous week.

Sleep Problems
The MISS was used to examine sleep problems in the sample
and their evolution across the study [21]. The MISS includes 3
items that cover issues of initiating sleep, waking up in the night,
and not feeling refreshed in the morning.

Resilience
Resilience levels were assessed by the Connor-Davidson
Resilience Scale (CD-RISC-10), which includes 10 items that
assess the individual’s ability to cope successfully with adversity
[22].

Mental Well-being
To assess current mental well-being, the World Health
Organization-5 Well-Being Index (WHO-5) questionnaire was
administered to the study participants. Each of the 5 items is
scored with a Likert scale ranging from 0 to 5 (at no time, some
of the time, less than half of the time, more than half of the time,
most of the time, all of the time, respectively) [23].

In addition, the United Kingdom Office of National Statistics
questions on well-being (ONS-4) scale was used to measure
subjective well-being [24]. Each of the questions in this scale
is aimed at measuring a different aspect of well-being: life
satisfaction, worthwhileness, happiness, and anxiety, which are
each rated by the subject from 0 (not at all) to 10 (completely).
These questions are not designed to provide an aggregate score,
but rather to illustrate different aspects of perceived well-being.

Perceived Stress
The degree to which participants perceived their life situations
as stressful was assessed using the PSS-10 [18,19]. The time
frame selected for questions was the past week, which enabled
examination of weekly effects of the intervention. It should be

noted that participants were able to access the PSS-10 within
the app whenever they liked. These additional data were not
evaluated as part of the study.

Statistical Analyses

Power
A power analysis based on published data and previous pilot
studies [25] was performed (using the “pwr” R package) to
estimate the required sample size for the study. The estimated
sample size was at least 78 participants in each arm providing
0.8 power to detect an effect size of Cohen d=0.4 with an α of
.05.

Data Analysis
Two principal sets of analyses were performed on each of the
outcome measures. The first set of analyses, which we denote
by within-group analyses, sought to determine whether there
was a significant change within each group compared to the
measure at the start of the study (baseline). Within-group paired
two-tailed t tests were used for pre-post intervention assessments
for each group. Statistical significance was set at P<.05.
Bonferroni correction for multiple comparisons was performed
adjusting the significance level to 1.25% for PSS-10
(significance level of 5% divided by 4 measures in time, baseline
to weeks 1-4) and 2.5% (significance level of 5% divided by 2
measures in time, baseline to week 4) for the rest of the outcome
measures.

The second set of analyses, denoted as between-group analyses,
sought to determine whether the change from baseline (Δ) was
equivalent in both groups. The analysis was performed using
linear mixed models (LMMs) incorporating group (intervention
or control), time, and group×time interaction terms, including
a change score of 0 at the baseline time point and modeling
participant as a random effect. Significance of the group variable
was assessed using the likelihood ratio test. A confirmatory set
of analyses was performed using an independent two-tailed t
test on the differences of each group’s scores in each measure
at a given time point from their baseline scores (Δ). Statistical
significance was set at P<.05.

Results

Participants
From April 2020 to May 2020, 190 participants were enrolled
in the study and randomized to either the intervention group
(n=95) or control group (n=95). Of the 95 participants in the
intervention group, 7 failed to complete the study (ie, did not
use the app as required) and were excluded from the primary
analysis. A further 9 participants (5 in the intervention group
and 4 in the control group) were excluded due to missing data
(failed to complete the outcome measure questionnaires). An
additional 38 participants (21 in the intervention group and 17
in the control group) were excluded from the analysis due to a
calculation error of the PSS-10 at screening (PSS-10 score<13).
Due to the study’s single-blind design, this error was not
identified until after the study was completed. Of the remaining
participants, 74 (79%) from the control group and 62 (65%)
from the intervention group completed the study and were
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analyzed for the primary outcome and secondary outcome
measures (Figure 3).

Table 3 provides the baseline demographics of the study
participants (N=136). Participants in the intervention (n=62)
and control (n=74) groups did not differ significantly with
respect to gender, age, nor their levels of mental well-being at
baseline.

The values for the within-group and between-group analyses at
different points in time for each of the outcome measures are

shown in Table 4 and Table 5, respectively. In the following,
we discuss the results for each outcome metric as well as for
the subgroup analysis and engagement. As described in the
Methods section, for within-group analyses, significance
thresholds were adjusted to account for multiple comparisons
(Bonferroni correction) using a significance threshold of α=.025
for all scales excluding the PSS-10, which had a significance
threshold of α=.0125.

Figure 3. CONSORT (Consolidated Standards of Reporting Trials) flowchart of participants. PSS-10: 10-item Perceived Stress Score.
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Table 3. Characteristics of study participants at baseline.

Clinical interpretationP valueEffect size (d)Control group
(n=74)

Foundation group
(n=62)

Characteristic

Gender

N/A.32N/Aa4033Females, n

N/A.48N/A3429Males, n

N/A.30N/A39.49 (6.13)40.58 (6.08)Age (years), mean (SD)

moderate stress0.58–0.04 (nc)19.05 (3.58)19.19 (4.12)PSS-10b, mean (SD)

mild anxiety0.97–0.32 (small)6.91 (3.28)8.06 (3.83)GAD-7d, mean (SD)

poor well-being0.810.15 (n)12 (4.23)11.35 (4.29)WHO-5e, mean (SD)

N/A0.850.18 (n)23.64 (5.82)22.63 (5.14)ONS-4f, mean (SD)

problems in coping with stress or
bouncing back from adversity

0.960.31 (small)24.91 (4.96)23.27 (5.76)CD-RISCg, mean (SD)

no sleep problems0.7–0.09 (n)4.6 (2.51)4.82 (2.3)MISSh, mean (SD)

aN/A: not applicable.
bPSS-10: 10-item Perceived Stress Score.
cn: negligible or no effect.
dGAD-7: 7-item Generalized Anxiety Disorder scale.
eWHO-5: World Health Organization-5 Well-Being Index.
fONS-4: Office of National Statistics Four Subjective Well-being Questions.
gCD-RISC: Connor-Davidson Resilience Scale.
hMISS: Minimal Insomnia Scale.
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Table 4. Within-group analyses showing the change from baseline on the outcome measures at each time point (week 2 and week 4).

Control groupIntervention groupOutcome measure

Effect size (d)P valueat (df=73)Mean (SD)Effect size (d)P valueat (df=61)Mean (SD)

GAD-7b

———6.92 (3.28)———c8.06 (3.83)Baseline

–0.06.27–0.616.69 (3.92)–0.31<.001–2.416.71 (4.79)Week 2

–0.22.03–1.926.14 (3.88)–0.50<.001–3.696.02 (4.29)Week 4

MISSd

———4.61 (2.51)———4.82 (2.30)Baseline

–0.10.17–0.964.35 (2.61)–0.51<.001–3.433.66 (2.28)Week 2

–0.21.02–2.034.05 (1.72)–0.79<.001–5.313.15 (1.90)Week 4

CD-RISC-10e

———24.91 (4.97)———23.27 (5.76)Baseline

–0.06.80–0.8424.59 (5.02)0.31<.0013.4525.06 (5.47)Week 2

0.05.280.5825.19 (5.78)0.42<.0014.0725.66 (5.48)Week 4

WHO-5f

———12.00 (4.23)———11.35 (4.29)Baseline

–0.05.68–0.4711.77 (4.38)0.32.012.2812.89 (5.10)Week 2

0.03.400.2512.12 (4.64)0.59<.001–3.8513.95 (4.45)Week 4

ONS-4g Life satisfaction

———6.08 (1.76)———5.69 (1.53)Baseline

0.15.091.336.69 (3.92)0.61<.0013.796.66 (1.64)Week 2

0.32.0062.606.61 (1.57)0.88<.0015.416.95 (1.32)Week 4

ONS-4 Worth

———6.30 (1.70)———6.34 (1.94)Baseline

0.07.260.646.42 (1.78)0.25.051.696.82 (1.89)Week 2

0.17.071.486.59 (1.70)0.41.0052.647.06 (1.56)Week 4

ONS-4 Happiness

———6.16 (1.72)———5.95 (1.51)Baseline

0.12.160.996.35 (1.53)0.35.012.326.55 (1.87)Week 2

0.18.081.396.47 (1.78)0.74<.0014.997.08 (1.55)Week 4

ONS-4 Anxiety

———5.09 (2.00)———4.65 (1.66Baseline

0.15.091.385.42 (2.25)0.22.051.645.13 (2.50)Week 2

0.01.460.095.12 (2.42)0.19.111.245.08 (2.77)Week 4

PSS-10h

———19.05 (3.58)———19.19 (4.12)Baseline

–0.32.002–2.9517.59 (5.03)–0.18.09–1.3518.32 (5.27)Week 1

–0.43<.001–3.3117.00 (5.50)–0.55<.001–3.3816.26 (6.20)Week 2

–0.40.002–3.0417.01 (5.93–0.72<.001–4.7915.65 (5.55)Week 3

–0.55<.001–3.9916.38 (5.72)–0.72<.001–4.8615.53 (5.82)Week 4

aComparisons were made for each time point relative to the baseline level; significance thresholds have been adjusted to account for multiple comparisons
(Bonferroni): P<.025 for all outcomes except for PSS-10, which was set to P<.012.
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bGAD-7: 7-item Generalized Anxiety Disorder scale.
cnot applicable.
dMISS: Minimal Insomnia Scale.
eCD-RISC-10: Connor-Davidson Resilience Scale.
fWHO-5: World Health Organization-5 Well-Being Index.
gONS-4: Office of National Statistics Four Subjective Well-being Questions.
hPSS-10: 10-item Perceived Stress Score.

Table 5. Between-group analyses showing the change of outcome measures (Δ) from baseline at each time point (week 2 and week 4).

Effect size (d)P valuet (df=134)Mean differenceControl Δ, mean (SD)Intervention Δ, mean (SD)Outcome measure

GAD-7a

0.29.041.711.13–0.23 (3.24)–1.35 (4.43)Week 2

0.32.031.871.26–0.78 (3.52)–2.05 (4.37)Week 4

MISSb

0.37.022.130.90–0.26 (2.29)–1.16 (2.67)Week 2

0.47.0042.701.12–0.55 (2.35)–1.68 (2.49)Week 4

CD-RISCc

–0.58<.001–3.37–2.10–0.31 (3.16)1.79 (4.08)Week 2

–0.48.003–2.78–2.100.28 (4.24)2.39 (4.62)Week 4

WHO-5d

–0.37.02–2.16–1.76–0.23 (4.20)1.53 (5.30)Week 2

–0.52.001–3.05–2.460.12 (4.20)2.59 (5.32)Week 4

ONS-4e life satisfaction

–0.41.01–2.36–0.720.24 (1.58)0.97 (2.01)Week 2

–0.41.009–2.38–0.730.53 (1.75)1.26 (1.53)Week 4

ONS-4 worth

–0.19.14–1.09–0.360.12 (1.63)0.48 (2.25)Week 2

–0.22.10–1.28–0.430.297 (1.76)0.73 (2.17)Week 4

ONS-4 happiness

–0.22.10–1.29–0.410.19 (1.64)0.596 (2.02)Week 2

–0.44.006–2.56–0.820.31 (1.92)1.13 (1.78)Week 4

ONS-4 anxiety

–0.07.33–0.43–0.160.32 (2.02)0.48 (2.32)Week 2

–0.16.18–0.91–0.410.03 (2.48)0.44 (2.77)Week 4

PSS-10f

–0.13.77–0.73–0.58–1.45 (4.25)–0.87 (5.09)Week 1

0.15.200.840.88–2.05 (5.34)–2.94 (6.84)Week 2

0.26.071.511.51–2.04 (5.77)–3.55 (5.84)Week 3

0.17.160.980.99–2.68 (5.77)–3.66 (5.93)Week 4

aGAD-7: 7-item Generalized Anxiety Disorder scale.
bMISS: Minimal Insomnia Scale.
cCD-RISC: Connor-Davidson Resilience Scale.
dWHO-5: World Health Organization-5 Well-Being Index
eONS-4: Office of National Statistics Four Subjective Well-being Questions.
fPSS-10: 10-item Perceived Stress Score.
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Anxiety (GAD-7)
Within-group t tests for those in the intervention arm
(Foundations) showed that GAD-7 scores reduced significantly
compared with those at baseline at both week 2 and week 4. In
contrast, there was no change in GAD-7 scores in the control
group when comparing baseline to week 2 (Table 4).

For the between-group comparisons, LMM analysis of the
change from baseline (Δ) showed a significant global effect of

the intervention (P=.03), where the main impact seems to be at
week 4 with P=.05 for the interaction term (see Tables S1 and
S2 in Multimedia Appendix 1). Posthoc comparisons confirmed
significant differences at weeks 2 and 4 (Figure 4, Table 5),
such that the intervention group had lower GAD-7 scores than
the control group. These data suggest that Foundations reduced
anxiety within 4 weeks of use.

Figure 4. Between-group analyses showing the change from baseline on outcome measures at each time point. Data points represent the mean and bars
are standard errors. PSS-10: 10-item Perceived Stress Score; ONS-4: Office of National Statistics Four Subjective Well-being Questions; GAD-7: 7-item
Generalized Anxiety Disorder scale; WHO-5: World Health Organization-5 Well-Being Index; CD-RISC: Connor-Davidson Resilience Scale; MISS:
Minimal Insomnia Scale.

Sleep (MISS)
Within-group analysis of the MISS score showed that the score
in the intervention group significantly improved both at week
2 and week 4. In comparison, within-group analysis of the
control group showed no significant change in the MISS score
from baseline to week 2 or from baseline to week 4 (see Table
4).

Between-group LMM analyses of the change from baseline
revealed a significantly greater improvement in MISS in the
intervention group compared to the control group (P=.01). Even
though there was a global decrease of MISS at week 4,
interaction terms showed significant results within weeks 2 and
4 (see Tables S3 and S4 in Multimedia Appendix 1). Posthoc

comparisons confirmed significant differences at weeks 2 and
4 (Figure 4, Table 5), such that the intervention group had lower
MISS scores (higher sleep quality) than the control group (also
see Tables S3 and S4 in Multimedia Appendix 1). These data
suggest that Foundations improves sleep within 2 weeks of use.

Resilience (CD-RISC-10)
Within-group analyses of the two groups showed significant
improvement in resilience scores for the intervention group at
both weeks 2 and 4, but no effect in the control group (Table
4).

There were significant between-group effects in the analysis of
the change from baseline, such that the intervention group
showed a greater change in score than the control group
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(P<.001). Moreover, we found a significant positive effect
(interaction terms) within the intervention group at both weeks
2 and 4 (see Tables S5 and S6 in Multimedia Appendix 1).
Posthoc comparisons confirmed significant differences at weeks
2 and 4 (Figure 4, Table 5), such that the intervention group
had higher CD-RISC-10 scores (higher resiliency) compared
with those of the control group. These data suggest that
Foundations enhances resilience within 2 weeks of use.

Mental Well-being

WHO-5 Scores
Within-group analyses of each group by time showed that the
WHO-5 score significantly increased in the intervention group
at week 4 but not at week 2. Among controls, there was no
significant change at either time point (Table 4).

Group differences were revealed in the LMM between-group
analysis (see Tables S7 and S8 of Multimedia Appendix 1) of
the change from baseline: the intervention group showed a
greater change from baseline than the control group (P=.03) in
both weeks 2 and 4. Posthoc comparisons confirmed these
significant differences at weeks 2 and 4 (Figure 4, Table 5),
such that the intervention group had higher WHO-5 scores
(higher quality of life) compared with those of the control group.
These data suggest that Foundations can enhance well-being
within 2 weeks of use, as measured by the WHO-5.

ONS-4 Questionnaire
The ONS-4 questionnaire comprises four independent questions
on life satisfaction, worth, happiness, and anxiety (the scale for
the latter has been reversed in the analysis, so that a larger score
means a greater positive impact on the participants). The
within-group analyses of the intervention group showed
improvements in life satisfaction at week 2 and week 4,
improvements in worth at week 4, and improvements in
happiness at week 2 and week 4. No improvement in anxiety
was found at either time point. In contrast, in the control group,
only the measure of life satisfaction at week 4 showed a
significant improvement compared to baseline (Table 4).

All LMM analyses revealed only overall significant effects on
ONS satisfaction and happiness (P=.002 and P=.008,
respectively; see Tables S9 and S13 in Multimedia Appendix
1), with inconclusive effects on ONS on worth and anxiety (see
Tables S11 and S15 in Multimedia Appendix 1). On ONS
satisfaction, we found a significant effect at both 2 and 4 weeks,
whereas on ONS happiness, we only found significant effects
at week 4 (see interaction terms in Tables S9 and S13 in
Multimedia Appendix 1). These results were confirmed by a
posthoc t test, which showed higher scores in the intervention
group than in the control group on the measures of life
satisfaction and happiness (Figure 4, Table 5). These data
suggest that the intervention group experienced improvement
in the sense of life satisfaction and happiness compared to the
control group.

Perceived Stress (PSS-10)
In contrast to the other measures, perceived stress was measured
weekly. Within-group analyses showed that the PSS-10 score
was significantly lower at 2, 3, and 4 weeks, but not at week 1,

compared to that measured at baseline for the intervention group
(Table 4). However, the control group also showed significantly
lower perceived stress levels at each of the four time points
(Table 4).

In the same way, between-group analyses of the change from
baseline showed no statistically significant result. The likelihood
ratio test on LMM showed a P value of .19 (see Tables S17 and
S18 in Multimedia Appendix 1), and no significant group
differences were observed using t tests (Table 5). These data
suggest that perceived stress was reduced across the course of
the study, but this reduction was no greater in the intervention
group than in the control group.

Subclass Analyses
Additional analyses were performed with the factors of gender
and age included on each of the outcome measures for both
within-group and between-group comparisons. No statistically
significant differences were observed, due to the fact that the
size of groups was small. See Table S19 in Multimedia
Appendix 1 for the age and gender interaction terms for each
of the metrics.

Engagement With the App
The participants in the intervention group presented an average
usage of the app of 18 days out of the 28 (SD 5.1) total days of
the study period (median days active: 17). On average,
participants engaged with the app 15.25 minutes per day (median
minutes per day 13.93, SD 9.66). During the study period, users
tried an average of 29 distinct activities and 3.9 programs.
However, no correlation was found between the total amount
of engagement with the app and the difference from baseline
to 4 weeks in any of the outcome measures (all P>.05).

Research suggests that the level of engagement with a digital
intervention impacts the outcomes [26]. However, this was not
the case in our study, which may be due to the mechanisms of
action taking place outside of the app in which the user is
encouraged by the app to complete a healthy behavior. Once a
behavior is learned or a skill is developed, the user may not
need to engage with the app to experience the benefits (eg, a
user can maintain a healthy sleep routine without accessing the
app every night).

Discussion

Principal Findings
The aim of the study was to investigate the efficacy of a mobile
app, Foundations, in improving mental well-being in adults with
moderate to high levels of stress and anxiety. Given the timing
of the study (April 2020 to May 2020), our secondary aim was
to assess the efficacy of Foundations in mitigating the mental
health challenges surrounding the COVID-19 pandemic.

Encouragingly, results of this proof-of-principle study confirmed
four out of five of our hypotheses by demonstrating that the use
of Foundations can significantly improve measures of (1)
anxiety, (2) resilience, (3) well-being, and (4) sleep relative to
a control group within 2 weeks of use, with greater effects after
4 weeks. In contrast to our final hypothesis, perceived stress
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was reduced within the intervention group, although the results
did not reach statistical significance relative to the control group.

Comparison With Prior Work
The results of this study contribute to a limited number of RCTs
examining the efficacy of mental health apps that are
commercially available. Encouragingly, our findings are
consistent with published meta-analyses that have affirmed the
efficacy of digital interventions over control conditions in
improving mental well-being. For example, a meta-analysis of
18 RCTs reported that smartphone interventions were
significantly more efficacious in reducing depressive symptoms
in comparison to both waitlist and active control groups [27].
Congruent with results from a recent meta-analysis of 66 RCTs
of mobile apps for mental health, we found a greater reduction
in anxiety among participants in the intervention versus control
group as well as greater improvements in resilience and overall
mental well-being [28].

However, our results are at odds with previous RCTs reporting
greater reductions in stress in active versus control interventions
[29,30]. These results were surprising given the positive results
on measures of anxiety, resilience, and well-being. This lack of
a statistically significant effect is due to an improvement overall
in the control group across the period of the study. There are
several potential factors that may have contributed to this
finding. First, the study started at the peak of the COVID-19
pandemic in the United Kingdom (April 2020). The reported
numbers of positive cases and deaths were reduced by
approximately 40% during the 4 weeks of the study [17].
Further, as the population adjusted to lockdown measures,
perceived stress levels may have naturally reduced. However,
it is not clear why this would impact perceived stress to a greater
extent to, for example, anxiety and resilience. Another factor
may be the frequency of testing. The PSS-10 was assessed on
a weekly basis as opposed to every 2 weeks in the case of all
other measures. Foundations’ users were also able to take the
PSS-10 whenever they liked within the app; these were
voluntary assessments, and the data were not evaluated. It is
therefore possible that survey fatigue or more frequent insight
into stress levels impacted perceived stress.

With regard to intervention features, Foundations differentiates
from many of the apps that have published efficacy data in that
it offers a breadth of interactive content delivered. For example,
Sleepio [31] provides an internet-based CBT course targeted at
individuals with insomnia, and Woebot [32] provides
CBT-directed mental health via an artificial
intelligence–powered chatbot for individuals struggling with
poor mental health symptoms. Foundations provides a wider
array of support across the mental health spectrum via a number
of methodologies (CBT, acceptance and commitment training,
positive psychology, and sleep science). Although it is unclear
whether single- versus multi-intervention apps differ in efficacy,
at the very least, multi-intervention apps such as Foundations
offer users flexibility and variety in the content and
functionalities they can choose from, which has been shown to
increase app engagement and likability [33].

Despite the rapid upscaling of digital mental health interventions
during the COVID-19 pandemic, literature on the efficacy of

these technologies is rather sparse at present. To the best of our
knowledge, this study is one of the few RCTs investigating the
efficacy of a mental health app during the COVID-19 pandemic
[34,35]. The importance of this research is two-fold. First, the
results from this study demonstrate that Foundations could add
a scalable efficacious digital intervention to support mental
well-being that can be accessed at any time. Second, these
findings may help to inform the rationale and design of future
studies and digital health technologies. Going forward, it will
be critical to maintain this momentum as the mental health
consequences of the pandemic could be severe and long-lasting.

Limitations
Several important limitations of this study should be recognized.
Perhaps the most important limitation is the notable number of
participants excluded from the primary analysis due to a
calculation error of the PSS-10 at screening. It remains uncertain
whether a larger sample of patients would result in outcomes
that differ from those observed; however, the sample size for
the final analysis (N=136) is comparable to those reported in
the literature on digital interventions for mental well-being
[27,28].

Second, it is possible that the daily scheduled broadcast
messages received by participants in the Foundations group
contributed to a placebo effect or to results that do not reflect
real-world usage of the app. Conversely, it is also possible that
the frequency of the notifications hindered engagement in some
cases, as the amount of contact for optimizing user engagement
likely varies across participants. However, it is notable that the
size of the effect was greater at 4 weeks than at 2 weeks for all
measures. Participants received no messages during weeks 3
and 4 other than the links to fill out the questionnaires. It
therefore seems unlikely that the daily messaging could account
for the efficacy observed in the study. However, the impact of
the frequency and content of notifications on well-being
outcomes remains to be fully elucidated and further studies may
be warranted.

Another limitation of the study is the use of a monetary incentive
for participation. Previous studies have shown that monetary
incentives can increase engagement with wellness apps yet have
no impact on the outcome of the study [12]. However, the true
influence of the monetary incentive in this case is unknown.

Finally, it is necessary to acknowledge the limitations of a
single-blind design, as used here. Only the data analysts were
blind to the group assignment. The control group participants
were aware they were taking part in an intervention study, but
were only given access to the app after the study (and were not
informed they would have access until study completion). The
design of the study and the passive nature of the control group
do not allow ruling out digital placebo effects in the intervention
group derived from their expectations about the interventions
[36]. Both groups, however, received the same messages and
invitations to fill out the outcome questionnaires. It remains
possible that insights into mental well-being through completion
of the questionnaires, along with knowledge that they were
participating in an intervention trial may have impacted outcome
measures. Future studies may explore the use of alternative
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designs such as an active control or psychoeducation control
group.

Future Research
Before we can optimize the efficacy of digital health
technologies such as Foundations, we must build a richer
understanding of which interventions are most effective for
which individual needs. It was not feasible with the sample size
of the current study to evaluate the efficacy of individual
components of the app with respect to symptom type and
severity, and the content that the participant engaged with during
the course of the study. An important question for future
research is whether personalization of these interventions makes
care more effective.

Similarly, it is unclear whether there was an effect of the level
of engagement (ie, a dose effect). Although a satisfactory level
of engagement was observed in this study, establishing a
dose-response relationship between usage and improvement in
mental well-being could prove useful for intervention
personalization and bears further investigation in future.

A specific domain that has gained attention in recent years is
that of work-related mental health. This is due to an increase of
awareness of the magnitude and costs of this issue. Concretely,
it has been reported that an outstanding 72% of employees of
large organizations in the United Kingdom have disclosed an
increase of CMD during 2019 [37]. Ill mental health in the
workplace is associated with decreased productivity, early
retirement, increased sickness absence, presenteeism (not
working at capacity while at work), and staff turnover. All this
translates into an estimated cost of over US $45 billion per year
for companies, which has increased by 16% in the last few years

[37]. Although this study examined the efficacy of Foundations
in a working population, a truly rigorous investigation of its
effects on workplace mental health would require a future study
employing randomized, controlled allocation of participants to
an intervention arm (Foundations) or placebo arm, both in the
absence and presence of employment. At the very least, these
preliminary observations provide evidence that working adults
using the Foundations app can experience significant
improvement in their mental well-being during a 2-week period.

Future research is also required to evaluate the long-term effects
of Foundations on mental well-being both in terms of
postintervention follow-up and longer sustained use of the app.
Looking forward and if replicated in further studies, these results
may have important implications for addressing the treatment
gap in mental health care through the use of evidence-based
digital interventions.

Overall, results from this study may help to propel the use of
mobile apps such as Foundations to assume a more widespread
role in both the promotion and maintenance of mental health.
This could offer new possibilities to further optimize the efficacy
of these technologies while removing obstacles for
evidence-based mental health care.

Conclusions
This proof-of-principle study demonstrates that Foundations
can improve measures of anxiety, sleep, resilience, and mental
well-being within 2 weeks of use, with a greater effect after 4
weeks. Foundations may therefore offer potential as a scalable,
cost-effective intervention to enhance mental well-being even
during a period of crisis such as the COVID-19 pandemic.
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Abstract

Background: Research has suggested that there is a mental health crisis occurring among graduate students in the United States.
Moreover, many students go without effective treatment owing to the limited availability of mental and behavioral health resources
on college campuses. Text-based therapy may represent a viable method for increasing access to mental health support for graduate
students, but little is known regarding its acceptability in this population.

Objective: The purpose of this study was to assess how graduate students perceive text-based therapy and their likelihood of
seeking out this form of therapy.

Methods: In total, 265 graduate students completed a cross-sectional web-based survey that included multiple-choice and
open-ended questions assessing their perceptions of text-based therapy and the likelihood of seeking out this form of therapy.
Chi-square tests, ANOVAs, and nonparametric Wilcoxon signed-rank tests were used to examine differences in multiple-choice
questions. The constant comparative method was used for qualitative analyses of the open-ended question responses.

Results: Participants (n=265) were predominately non-Hispanic White (166/265, 62.6%) and female (167/265, 63%) with a
mean age of 28.3 (SD 5.1) years. Over half of the participants (139/265, 52.5%) were not aware that text-based therapy existed;
however, 65.3% (173/265) reported that they would consider using text-based services, if available. In comparison to face-to-face
therapy, participants reported being less likely to seek out text-based therapy and perceived it as less effective (P<.001). Qualitative
results indicated that participants were concerned about the ability to effectively communicate and build rapport through text-based
therapy and thought that this modality may be more effective for some mental and behavioral health concerns than others.
Moreover, participants noted that text-based therapy would be best implemented as a way to supplement, rather than replace,
face-to-face services.

Conclusions: Altogether, the results of this study suggest that text-based therapy holds the potential to increase access to and
use of mental and behavioral health services; however, graduate students remain concerned about its effectiveness and the optimal
methods of implementation. Future research should investigate how therapeutic processes (eg, effective communication and
rapport-building) can be facilitated in digital environments and how text-based therapy could be best implemented to supplement
and extend, rather than replace, face-to-face services.

(JMIR Mhealth Uhealth 2022;10(7):e34102)   doi:10.2196/34102
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Introduction

Approximately 18.9% of all adults in the United States live with
a mental illness, with the highest prevalence rates observed
among young adults aged 18 to 25 years [1,2]. Mental health
disorders account for approximately one half of the disease
burden among young adults [3] and, when compared with
neurological and substance use disorders, constitute the highest
proportion of disability-adjusted life years [4]. Graduate students
represent a particularly vulnerable population, with data
indicating greater risk of depression and anxiety compared with
the general population [5,6]. Therefore, many researchers have
argued that there is a mental health crisis occurring in this
population [5].

In-person therapy remains the most widely used method to treat
individuals with mental and behavioral health conditions [7].
Across several one-on-one or group sessions, trained therapists
aim to help patients understand their thoughts, feelings, and
patterns of behavior while identifying ways to positively cope
with psychosocial stressors [8,9]. Therapy has been proven to
be effective in treating common mental and behavioral health
disorders, with substantial evidence supporting its effectiveness
for decreasing symptoms of major depressive disorder,
generalized anxiety disorder, and panic disorder in adult
populations [7,10].

There are several barriers experienced by undergraduate and
graduate students related to the use of mental and behavioral
health services [11,12]. Individual-level barriers include
scheduling conflicts, lack of time, negative self-stigma
associated with seeking therapy, financial constraints, lack of
perceived need, and perceived ineffectiveness of treatment [13].
Organizational-level barriers include a lack of insurance
coverage for mental and behavioral health services and extended
waitlists for appointments on campus [11]. Innovative delivery
formats, such as delivery of treatment through the internet or
mobile devices, have the potential to address several of these
barriers and thus increase graduate students’use of mental health
services. These approaches may be particularly well suited for
this population as technology has a strong presence among
young adults and students on university campuses [11,14].

The delivery of therapy via SMS text message, in particular,
has been gaining momentum [15]. Text-based therapy relies on
asynchronous communication and allows individuals to send
written messages to a certified counselor or a therapist using a
mobile device. The therapist then responds (via the same
platform) at their earliest convenience [15]. Despite its
increasing popularity [16], research on the efficacy and
acceptability of text-based therapy has been limited. One study
demonstrated that adding SMS text messages to ongoing
in-person therapy did not improve clinical outcomes in adult
populations [17]; however, another found that the use of a
text-based therapy service for 15 weeks produced significant
reductions in symptoms and increased work productivity in
adults with depression and anxiety [18]. In terms of

acceptability, 1 study found that asynchronous text therapy with
a licensed therapist was viewed as acceptable and clinically
beneficial for adults with various diagnoses and histories of
psychological distress [19]. To date, no studies have investigated
the acceptability of text-based therapy in graduate students.

To address this gap, this study aimed to survey current graduate
students at a large southeastern university in the United States
regarding their awareness, acceptability, and perceived
effectiveness of text-based therapy for treating mental and
behavioral health challenges. Moreover, this survey aimed to
identify which factors would promote or prevent the use of
text-based therapy within this specific population. Finally, this
study examined whether there were differences in the likelihood
of seeking out face-to face and text-based therapy by age, race,
gender, and sexual orientation. On the basis of the results from
a previous study, which found that White individuals were more
likely than Hispanic, Black, or African American individuals
to receive mental health treatment [20], it was hypothesized
that individuals who were younger, female, heterosexual, and
non-Hispanic White would be more likely to seek out therapy
than their respective counterparts.

Methods

Recruitment
This study aimed to recruit current graduate students at both
the master and doctoral level who were employed by their
departments at the University of Florida in exchange for a
stipend (considered graduate assistants at the University of
Florida). Potential participants were eligible to complete the
survey if they were a current graduate assistant, were aged ≥18
years, and were enrolled in GatorGradCare, an
employer-sponsored health plan specific to graduate assistants
at the University of Florida. At the time that the current survey
was conducted (spring 2019), GatorGradCare had started
offering free asynchronous text-based therapy (via TalkSpace)
as part of their health insurance plan benefits.

To recruit participants for this study, the first author (SAB, who
at the time was completing a public health internship at
GatorCare) sent an email on January 21, 2019, to all current
University of Florida graduate assistants through the
GatorGradCare listserv. This email introduced the purpose of
the study and provided participants with a link to complete the
study survey through Qualtrics, a web-based survey platform.
Participants were asked to read a statement that outlined the
purpose of the project; instructions describing how to complete
the survey; and information about potential risks and benefits,
confidentiality, voluntary participation, and participant rights
(eg, the right to refuse to answer individual questions and to
withdraw participation at any time). Individuals who provided
web-based consent to participate were prompted to complete
the remainder of the survey questions. On February 1, 2019, 2
weeks after the initial email was sent, the first author sent a
second follow-up email to the GatorGradCare listserv, to serve
as a reminder for those who may have still wanted to participate.
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The survey closed 1 month following initial contact (February
15, 2019). No compensation was provided for completing the
survey.

Measures
The survey used in this project consisted of 19 self-report items
(with a mix of multiple-choice and open-ended questions)
developed by the first author (SAB). Questions are described
by content area in subsequent sections.

Demographics
Participants were asked to report their age, race, gender, and
sexual orientation. No personal identifiers (eg, name, address,
or email address) were collected from the survey.

Experiences With Traditional Face-to-Face Therapy
Participants were asked if they had previously used mental and
behavioral health services (defined as “therapy or counseling”)
and, if so, for what concerns. Participants could check all that
applied from the following options: substance abuse, alcohol
abuse, anxiety, depression, stress management,
attention-deficit/hyperactivity disorder, gender dysphoria,
relationships, eating disorders, sexual assault, smoking cessation,
autism spectrum disorder, or bereavement (these terms were
used as they were listed as example conditions for treatment by
the TalkSpace text-based therapy service [21]). There were also
options of “prefer not to answer” and “other,” which included
a text box that enabled participants to elaborate further.
Participants were also asked about barriers that prevented them
from using therapy or counseling services in the past, perceived
effectiveness of face-to-face therapy, and their likelihood of
seeking out face-to-face therapy. Perceived effectiveness of
face-to-face therapy was assessed using a 5-point Likert scale
ranging from 1=extremely effective to 5=not effective at all. The
likelihood of seeking out face-to-face therapy was also assessed
on a 5-point Likert scale ranging from 1=very likely to 5=not
likely at all.

Experiences With Text-Based Therapy
Participants were asked if they were aware of text-based therapy
before the onset of the study, if they would consider using
text-based therapy if available, the factors that would promote
them to use text-based therapy, the factors that would promote
them to not use text-based therapy, their likelihood of seeking
out text-based therapy, and perceived effectiveness of text-based
therapy. Perceived effectiveness of text-based therapy was
assessed using a 5-point Likert scale ranging from 1=extremely
effective to 5=not effective at all. The likelihood of seeking out
text-based therapy for behavioral health issues was also assessed
on a 5-point Likert scale ranging from 1=very likely to 5=not
likely at all.

Open-Ended Survey Questions
Participants were asked to provide free-text responses to three
open-ended questions: (1) “Do you think text-based counseling
can be effective? Why or why not? What factors do you think
limit its effectiveness?” (2) “Do you see any advantages to using
text-based counseling over face-to-face counseling?
Disadvantages?” (3) “Please provide any additional comments
regarding your perception of text-based therapy.”

Data Analysis
All quantitative analyses were conducted using SPSS Statistics
(version 25; IBM Corp). Descriptive statistics were used to
summarize the demographic and quantitative data. Chi-square
tests and ANOVAs were used to examine whether there was an
association between past use of therapy or counseling and
willingness to use text-based therapy in the future, and if this
association varied by age, race, gender or sex, or sexual
orientation. Nonparametric Wilcoxon signed-rank tests were
conducted to assess whether there were significant differences
between the perceived effectiveness and likelihood of seeking
therapy between text-based and face-to-face therapy services.

The constant comparative method, which is used by researchers
to uncover similarities, differences, and patterns in data [22],
was used for qualitative analyses of the responses from the 3
open-ended questions. Open coding methods [22] were used to
examine, compare and contrast, and categorize the raw data.
Data were then compiled into subthemes, and these subthemes
were then compiled into larger, overarching themes. Coding
was done individually by two authors (SAB and ANB) to limit
subjectivity and bias. SAB and ANB then compared results of
this coding process, with disagreements resolved through a
consensus discussion and review by KMR.

Ethics Approval
This project was approved by the University of Florida
Institutional Review Board (IRB#201802501).

Results

Participants
Of the 3609 graduate assistants who were contacted via the
GatorGradCare listserv, 297 provided consent to participate in
this study (reflecting a response rate of 8.2%). Responses from
32 participants were excluded owing to extensive missing data
(ie, completing less than half of the survey questions), resulting
in 265 participants being included in the current analyses.
Demographic characteristics of survey participants are provided
in Table 1. On average, participants were aged 28.3 (SD 5.1)
years, and the majority identified as non-Hispanic White
(166/265, 62.6%), female (167/265, 63%), and heterosexual or
straight (215/265, 81.1%).
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Table 1. Participant demographics (N=265).

ValueCharacteristic

28.3 (5.1)Age (years; n=245), mean (SD)

Race and ethnicity, n (%)

32 (12.1)Asian, non-Hispanic

12 (4.5)Black or African American, non-Hispanic

28 (10.6)Hispanic or Latinx

166 (62.6)White, non-Hispanic

22 (8.3)Another race or multiple races selected

5 (1.9)Prefer not to answer or missing

Gender, n (%)

167 (63)Female

87 (32.8)Male

3 (1.1)Transgender

1 (0.4)Other

7 (2.6)Prefer not to answer or missing

Sexual orientation, n (%)

215 (81.1)Heterosexual or straight

20 (7.6)Bisexual

12 (4.5)Homosexual

9 (3.4)Another category

9 (3.4)Prefer not to answer or missing

Past Utilization of Behavioral Health Services and
Awareness of Text-Based Therapy
Approximately 60.4% (160/265) of survey participants reported
previous use of some form of mental or behavioral health
services. The top three concerns individuals sought face-to-face
therapy for were anxiety, depression, and stress management
(Table 2). Additional concerns that participants mentioned
previously seeking face-to-face therapy for included eating
disorders, bereavement, parental divorce, posttraumatic stress
disorder, bipolar disorder, and suicidal ideation. Individuals

who identified with historically marginalized racial or ethnic
groups were significantly less likely to report having used mental
or behavioral health services compared with non-Hispanic White
participants (45/94, 48%, vs 112/166, 67.5%, respectively;

n=260, χ2
1=9.6; P=.002). Moreover, female students were more

likely to report having used these services in the past than male
students (113/167, 67.7%, vs 38/87, 44%, respectively; n=254,

χ2
1=13.7; P<.001). There were no significant differences in

reports of past use by sexual orientation (n=256, χ2
2=2.3; P=.34)

or age (F1,245=2.6; R2=.01; P=.10).

Table 2. Top 5 concerns for which individuals sought face-to-face therapy.

Participants who sought out face-to-face therapy for this condition, n (%)Condition

110 (41.5)Anxiety

105 (39.6)Depression

70 (26.4)Stress management

45 (16.9)Relationships

20 (7.5)Sexual assault

Approximately half of participants (139/265, 52.5%) were not
aware that text-based counseling existed before participating in
this study; however, 65.3% (173/265) of participants reported
they would consider using text-based counseling if available.

Participants reported they would most likely seek text-based
therapy for concerns such as stress management, anxiety, and
depression (Table 3).
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Table 3. Top 5 concerns for which individuals would most likely seek text-based therapy.

Participants who reported that they would likely seek text-based therapy
for this condition, n (%)

Condition

136 (51.3)Stress management

131 (49.4)Anxiety

110 (41.5)Depression

81 (30.5)Relationships

23 (8.6)Sexual assault

Barriers to Accessing Face-to-Face and Text-Based
Therapy Services
The top barriers that prevented participants from seeking mental
and behavioral health services included cost (115/265, 43.4%),
scheduling conflicts (107/265, 40.4%), that it was not needed
(70/265, 26.4%), and that a therapist could not be found (66/265,
24.9%). In total, 50/265 (18.9%) participants also reported
“other” barriers and wrote responses including anxiety about
starting therapy, stigma, long wait times owing to an insufficient
number of counselors, and insufficient coverage by insurance.

The top factors that would promote participants to seek
text-based therapy were convenience (206/265, 77.7%), low
cost (141/265, 53.2%), anonymity from other individuals in
person (76/265, 28.7%), and a better sense of privacy and
security (70/265, 26.4%). In total, 29/265 (10.9%) participants
described “other” reasons promoting the use of text-based
therapy, including preferences for communicating via text versus
in person and anxiety regarding face-to-face communication.
Barriers that would prevent participants from seeking text-based
therapy were a preference for face-to-face contact (189/265,
71.3%), that they were not interested or did not need therapy
(58/265, 21.9%), cost (40/265, 15.1%), and a preference for
anonymity related to privacy and security (20/265, 7.5%). In
total, 42/265 (15.8%) “other” barriers were reported, including
the impersonal nature of text-based communications, perceptions
that text-based communication would prevent development of
a deep relationship between therapist and client, and a perceived
lack of effectiveness.

Perceived Effectiveness and Likelihood of Seeking
Face-to-Face Versus Text-Based Psychotherapy
Services
Figure 1 provides ratings of perceived effectiveness of therapy
by modality. Most participants (169/265, 63.8%) reported beliefs
that face-to-face therapy was "very effective" in treating mental
and behavioral health concerns. In comparison, only 13/265
(4.9%) participants reported that text-based therapy was “very
effective”; the remaining participants reported beliefs that
text-based therapy was “somewhat effective” or that they
remained “undecided.” Figure 2 provides responses related to
the likelihood of seeking therapy by each delivery modality.
Although most participants (221/265, 83.4%) reported that they
were “extremely likely” or “somewhat likely” to seek
face-to-face therapy, only 34.4% (90/262) of participants
responded similarly for text-based therapy. Participants rated
the perceived effectiveness of face-to-face therapy significantly
higher than text-based therapy (z=−12.33; n=264; P<.001) and
reported a significantly higher likelihood of seeking face-to-face
therapy than text-based therapy (z=10.69; n=262; P<.001). There
was no significant association between past use of behavioral
health services and willingness to use text-based therapy

(N=265, χ2
1=0.0; P=.91). Moreover, no significant differences

in likelihood of seeking text-based therapy were found by age

(F1,243=1.70; R2=.01; P=.19), race (n=260, χ2
4=6.0; P=.20),

sexual orientation (n=247, χ2
2=1.2; P=.54), or gender (n=257,

χ2
2=0.0; P=.99).
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Figure 1. Participants’ perceived effectiveness of face-to-face versus text-based therapy.

Figure 2. Participants' reported likelihood of seeking face-to-face versus text-based therapy.

Qualitative Results
Participants provided 533 responses across the 3 open-ended
survey questions, from which 1090 data points were coded,

reduced to 36 subthemes, and then 6 broader overarching themes
(Table 4). The 6 themes that emerged are described in the
following sections.
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Table 4. Themes and subthemes developed from open-ended questions assessing participants’ perceptions of text-based therapy.

Mentions, n (%)Theme

398a (36.51)Factors that promote the use of text-based therapy (advantages)

215 (19.72)Convenience

42 (3.85)Provides anonymity

39 (3.57)Less costly

37 (3.39)Mitigates social anxiety

23 (2.11)Technological features

18 (1.65)Easier to express thoughts

16 (1.46)Time efficient

4 (0.36)Less stigma than face-to-face therapy

4 (0.36)Past positive experiences with text-based therapy

325a (29.81)Factors that dissuade the use of text-based therapy (disadvantages)

159 (14.58)Does not provide robust therapy experience for patients

141 (12.93)Stunted communication

9 (0.82)Privacy and security risks

6 (0.55)Unsure of how it works

5 (0.45)Technological barriers

5 (0.45)Past negative experiences with text-based therapy

210 (19.26)Perceived effectiveness of text-based therapy

61 (5.59)Potential to be effective

43 (3.94)Face-to-face therapy is more effective

37 (3.39)Not an effective mode of communication

30 (2.75)Effective in some scenarios

23 (2.11)Unsure about effectiveness

11 (1.00)Effective for younger populations

5 (0.45)More effective than no counseling

94 (8.62)Overall perception of text-based therapy

32 (2.93)Increases access to mental health services

24 (2.2)Avoids providing adequate and effective mental health care

23 (2.11)Support implementation

10 (0.91)Potential to be helpful

5 (0.45)Oppose implementation

34 (3.11)Recommendations to improve effectiveness of text-based therapy

21 (1.92)Use as a supplement to face-to-face therapy

8 (0.73)Various options to communicate electronically with therapist

2 (0.18)Have consistent counselors

2 (0.18)Use as a way to triage patients

1 (0.09)Need to establish clear boundaries

29 (2.66)Likelihood of using text-based therapy

19 (1.74)Would not use it

7 (0.64)Would use it

2 (0.18)Would want a test trial before committing
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Mentions, n (%)Theme

1 (0.09)Would use as a last resort

aEach participant could answer more than once; thus, the total may exceed 265.

Factors That Promote the Use of Text-Based Therapy
The most common overarching theme focused on factors that
promote the use of text-based therapy (398/1090, 36.51%),
which had 9 subthemes. Ease of finding a therapist, ability to
use text-based therapy anywhere, and avoidance of long wait
times at the counseling center or other providers’ offices were
all elements mentioned by participants when referring to the
convenience of text-based therapy. For example, 1 participant
explained:

Text-based is far more immediate. If you’re struggling
with something, you can get a response much more
quickly. There’s also a lower activation energy to
setting up that service than to getting an appointment
with a counselor face-to-face.

Another said, “It would be much easier to schedule around daily
life activities (as a grad student, I don’t have much free time).”

Factors That Dissuade the Use of Text-Based Therapy
The second most common theme represented factors that would
dissuade participants from using text-based therapy (325/1090,
29.81%), which included 6 subthemes. Responses noted that
face-to-face therapy offers a “robust” experience including a
personal setting, engagement from both parties, and a strong
therapist-client relationship. In contrast, it was mentioned that
these important characteristics are lost within text-based therapy,
with one participant saying:

I believe that the key to the counselor/patient
relationship is face-to-face empathy and rapport
building. This might be more difficult to achieve via
text.

The lack of nonverbal communication was also frequently
mentioned as a barrier to text-based approaches, as both
therapists and patients would be unable to express and read
nonverbal cues including facial expressions, emotions, and body
language, leading to misinterpretation of text messages and
stunted communication. This sentiment was reflected in the
following participant response:

Text messaging simply does not convey all the same
cues, signals, and emotions as face-to-face
communication (e.g., voice inflexion; body language).
It is not as effective a mode of communication. I am
not convinced that a therapist would be able to make
an accurate diagnosis or to have as deep of insights
over text as they would if they were able to observe
their patients face-to-face. I also do not think that I
would be able to express myself and my feelings as
well via text as I would in person, even if I tried.

Perceived Effectiveness of Text-Based Therapy
The third most common theme represented participants’
perceptions regarding the effectiveness of text-based therapy
(210/1090, 19.26%) and included 7 subthemes. The

effectiveness of text-based therapy was described as being
dependent on the complexity of the issue and personal
preferences of the individual seeking care. For example, 1
participant said, “For basic, straightforward issues such as stress
management techniques it might be fine, but for more complex
issues I think the connection of direct face-to-face
communication would be better and more effective.”

Similarly, another participant stated:

When it comes down to mental health issues, I would
like to speak to someone in person. So, in this case,
technology get in the way in this case.

Overall Perception of Text-Based Therapy
The fourth most common theme focused on how participants
perceived the implementation of text-based therapy as a new
and potentially viable option (94/1090, 8.62%). Some
participants perceived text-based therapy as a step in the right
direction for increasing access to and reach of services, filling
a gap in areas where there is a lack of available counselors. One
participant said:

For students who do not have access to counseling
in person, it will be very advantageous and for
students who do not like to meet in person. I see its
advantages and support the effort on campus.

Conversely, many participants viewed text-based therapy as a
cost-cutting measure that the university and other organizations
may be using to avoid the problem of not having enough
counselors available for use:

I appreciate that this can broaden the scope of
services for graduate students and other populations
(e.g., rural populations) but I also have concerns it
can be a band-aid that allows people to disregard the
larger problem of major disparities in access to
adequate healthcare.

Recommendations to Improve Effectiveness of
Text-Based Therapy
The fifth most common theme included various strategies
participants recommended to improve the effectiveness of
text-based therapy (34/1090, 3.1%). Participants stated that
text-based therapy should be used to augment, and not replace,
face-to-face therapy. For example, 1 participant stated:

I think it has potential to help but that’s not to say
that we should be trying to do away with face-to-face
counseling. This should just be something
supplemental. Like if therapists/psychologists have
“on-call hours” when their clients can text.

Another stated:

Something is better than nothing. Not a big fan of the
idea, but if that is the way to facilitate mental health
support throughout the system, it is a good idea to
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implement it side by side with the traditional
face-to-face resources.

In addition, some participants reported they would like to see
text-based therapy platforms include different features to
communicate electronically, including video or audio chat with
a therapist and group-based counseling.

Likelihood of Using Text-Based Therapy
The least common theme that emerged illustrated participants’
likelihood of using text-based therapy (29/1090, 2.7%), which
had 4 subthemes. When asked why they would not use
text-based therapy, some participants referenced that they “hated
texting” and others noted that they would not want to use their
phone when experiencing behavioral health issues. One
participant said, “I would never use text-based counseling
because I don’t feel comfortable putting private, sensitive
information in writing.”

Conversely, other participants noted that they would use
text-based therapy because they used technology for everything
else in their lives, with 1 participant stating:

I think it is a great idea especially as younger
generations are becoming more and more dependent
on technology and prefer communicating via text
message. In addition, it allows the opportunity for
individuals with very busy schedules to be able to get
help.

Discussion

Principal Findings
The aim of this study was to assess awareness and acceptability
of text-based therapy for the treatment of mental and behavioral
health concerns in graduate students. Approximately half of the
participants reported not being aware that text-based therapy
services existed, despite existing coverage by their insurance
plan. Promisingly, two-thirds of participants said they would
consider trying text-based therapy. Qualitative results
demonstrated that participants found text-based therapy services
convenient and less costly than traditional face-to-face services
and that participants thought that these services provided
beneficial anonymity.

Despite most participants reporting that they would consider
using text-based therapy, participants were significantly less
likely to report that they would seek these services compared
with face-to-face therapy. This may have been driven by
differences in perceived effectiveness, as participants perceived
text-based therapy as significantly less effective than
face-to-face therapy. Qualitative results revealed that participants
had concerns over the ability of patients and therapists to
develop rapport given the inability to express emotion and mood
through nonverbal cues (eg, eye contact, body posture, and tone
of voice). Given that rapport, or therapeutic alliance, has been
established as one of the most influential factors in the success
of therapy [23], this could be a key driver of the lower rates of
perceived effectiveness of text-based therapy. However, there
is emerging evidence that rapport can be successfully developed
through text-based therapy [24] because of factors unique to
text-based communication. For example, the web-based

disinhibition effect may allow individuals to feel safe sharing
things through digital means that they would not otherwise feel
comfortable sharing in person [25,26]. Interestingly, participants
in web-based therapy have reported both similar [27] and
significantly higher [28] levels of therapeutic alliance than levels
reported by participants in face-to-face therapy. Future work
should continue to examine how the digital environment can
be used to better facilitate therapeutic processes.

Qualitative results also indicated that the type of mental and
behavioral health concern may also affect likelihood to engage
with text-based therapy services, as text-based therapy was
perceived by some respondents as more effective for some
concerns versus others. Nevertheless, participants reported
similar concerns for which they would seek face-to-face and
text-based therapy services. Overall, the top three concerns for
which participants said they would seek text-based therapy were
stress management, depression, and anxiety. Given that these
conditions are the most common mental health concerns in
graduate students [5,29] and research demonstrating that
text-based therapy can reduce anxiety and depression levels in
young adults [30,31], the current results suggest that text-based
therapy has potential to increase access to and the use of mental
and behavioral health services among graduate students.

Approximately 60% of respondents reported previous use of
behavioral health services before the onset of this study, with
a significantly higher proportion of female (vs male) and
non-Hispanic White (vs racial or ethnic minority) participants
reporting previous use of behavioral health services. These
results were consistent with lower rates of health care use
observed among men and individuals from racial or ethnic
minority groups in previous studies [32-34]. In contrast, there
were no differences in likelihood of seeking text-based therapy
by age, race or ethnicity, sexual orientation, or gender (and no
association was found between past use of mental or behavioral
health services and likelihood of using text-based therapy),
suggesting this modality may also increase access to and use
of mental and behavioral health services by individuals in groups
that have historically demonstrated lower rates of use of
face-to-face services [35,36].

Overall, qualitative results demonstrated that participants
perceived text-based therapy as having potential to increase
access to mental and behavioral health services; however,
caution was suggested at the use of text-based therapy to replace,
rather than supplement, face-to-face services. Participants noted
that text-based therapy would be best implemented as a method
of extending access to services (eg, providing services to
individuals who experience barriers to attending traditional
face-to-face sessions), but that face-to-face services should still
be offered, especially for students experiencing more complex
mental or behavioral health challenges. Some concern was also
expressed regarding the use of text-based therapy as a
“Band-Aid” in place of larger systemic changes that may be
necessary to address existing disparities in access to mental and
behavioral health services.

Strengths and Limitations
There were several strengths of this study. First, this study was
the first to assess perceptions of text-based therapy services in
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graduate students, a key population at high risk for the
development (and worsening) of mental and behavioral health
conditions [5]. Second, the mixed methods approach provided
a deeper understanding of participants’perceptions of text-based
therapy than would have been possible using only quantitative
analysis approaches, allowing us to not only observe differences
in perceived effectiveness between the services but also to
provide potential avenues for future research and
implementation. Finally, data were coded independently by two
researchers (SAB and ANB), which minimized the impact of
individual bias on thematic coding.

This study also had important limitations. The sample was
comprised primarily of heterosexual, non-Hispanic White
women, which limits the generalizability of results. The
University of Florida has a status as a predominately White
institution, with 56.6% of students identifying as White in 2019
[37]. Thus, the results may not be generalizable to institutions
of other classifications, such as historically Black colleges or
universities. In addition, the sample included only graduate
assistants at the University of Florida. These graduate students
have a position that funds their education costs and provides a
health insurance plan. It is possible that there are differences in
perceptions of text-based counseling between graduate assistants
who have the GatorGradCare insurance plan versus other
graduate students who do not work for the university, who have
other forms of insurance, or who have no health insurance at
all. It is also unclear how these perceptions may differ by
socioeconomic status, which is a variable worth exploring in
future studies. Finally, the low rates of awareness of text-based
therapy may be attributed to the novelty of the modality and

the recent availability of the service; text-based therapy services
became available within GatorCare only 3 months before the
initiation of the study [38]. GatorCare used a variety of different
methodologies to increase awareness surrounding this benefit,
including tabling at the new graduate student orientation and
sending an email campaign to GatorGradCare subscribers;
however, it appears that these initiatives were only partially
successful in increasing awareness of the benefit and of
text-based therapy as a therapy modality.

Conclusions
This study provided novel insights regarding perceptions of
text-based therapy among graduate students. Most participants
reported that they would consider using text-based therapy;
however, participants reported that they were less likely to seek
these services compared with traditional face-to-face therapy.
Although participants felt that text-based therapy had several
advantages (eg, the ability to increase access to mental and
behavioral health services in both a convenient and cost-efficient
way), most perceived text-based therapy as less effective than
traditional face-to-face therapy. Altogether, results suggest that
text-based therapy may hold potential to increase access to and
use of mental and behavioral health services but that concerns
remain regarding its effectiveness and how it should best be
implemented. Future research should focus on methods to
facilitate effective therapeutic processes in digital environments
(eg, using aspects of communication unique to digital mediums
to improve communication of emotion, mood, and tone) and
on how text-based therapy services could be best implemented
to supplement and extend, rather than replace, face-to-face
services.
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Abstract

Background: Given the evolution of processing and analysis methods for accelerometry data over the past decade, it is important
to understand how newer summary measures of physical activity compare with established measures.

Objective: We aimed to compare objective measures of physical activity to increase the generalizability and translation of
findings of studies that use accelerometry-based data.

Methods: High-resolution accelerometry data from the Baltimore Longitudinal Study on Aging were retrospectively analyzed.
Data from 655 participants who used a wrist-worn ActiGraph GT9X device continuously for a week were summarized at the
minute level as ActiGraph activity count, monitor-independent movement summary, Euclidean norm minus one, mean amplitude
deviation, and activity intensity. We calculated these measures using open-source packages in R. Pearson correlations between
activity count and each measure were quantified both marginally and conditionally on age, sex, and BMI. Each measures pair
was harmonized using nonparametric regression of minute-level data.

Results: Data were from a sample (N=655; male: n=298, 45.5%; female: n=357, 54.5%) with a mean age of 69.8 years (SD
14.2) and mean BMI of 27.3 kg/m2 (SD 5.0). The mean marginal participant-specific correlations between activity count and
monitor-independent movement summary, Euclidean norm minus one, mean amplitude deviation, and activity were r=0.988 (SE
0.0002324), r=0.867 (SE 0.001841), r=0.913 (SE 0.00132), and r=0.970 (SE 0.0006868), respectively. After harmonization, mean
absolute percentage errors of predicting total activity count from monitor-independent movement summary, Euclidean norm
minus one, mean amplitude deviation, and activity intensity were 2.5, 14.3, 11.3, and 6.3, respectively. The accuracies for
predicting sedentary minutes for an activity count cut-off of 1853 using monitor-independent movement summary, Euclidean
norm minus one, mean amplitude deviation, and activity intensity were 0.981, 0.928, 0.904, and 0.960, respectively. An R software
package called SummarizedActigraphy, with a unified interface for computation of the measures from raw accelerometry data,
was developed and published.

Conclusions: The findings from this comparison of accelerometry-based measures of physical activity can be used by researchers
and facilitate the extension of knowledge from existing literature by demonstrating the high correlation between activity count
and monitor-independent movement summary (and other measures) and by providing harmonization mapping.
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Introduction

The use of accelerometry-based activity monitors has become
increasingly popular in research studies because they provide
noninvasive objective measures of physical activity, and with
these monitors, physical activity data can be collected
continuously for extended periods of time [1]. Modern wearable
accelerometers measure acceleration of a body at a high
frequency (typically 10-100 Hz). These raw data are then
typically aggregated into fixed-time epochs. Yet, the choice of
epoch-based measures varies across studies. For example, the
Baltimore Longitudinal Study on Aging [2] used wrist-worn
accelerometers and summarized data using activity counts, a
measure proposed and implemented by ActiGraph [3].
Monitor-independent movement summary [4] was used for
wrist-worn accelerometry data collected for the National Health
and Nutrition Examination Survey (NHANES) 2011-2014 [5].
The UK Biobank study [6] used wrist-worn accelerometers and
Euclidean norm minus one [7]. Additional summary measures
of acceleration are mean amplitude deviation [8] and activity
intensity [9].

Given the evolution of processing and analysis methods for
accelerometry data over the past decade, it is important to know
how new summary measures compare with established
measures. Harmonizing, or mapping, values of physical activity
summaries derived from different algorithms enables knowledge
from the thousands of manuscripts that have been published
using ActiGraph activity count [10] (and for which no repository
or access to raw accelerometry data is currently available).

In this study, we aimed to (1) provide simple summaries of
associations between pairs of minute-level measures (ActiGraph
activity count and monitor-independent movement summary,
Euclidean norm minus one, mean amplitude deviation, activity
intensity) and a guide for the strength of these associations in
subgroups defined by demographic information; (2) provide a
mapping between any 2 physical activity summary measures
considered; (3) derive cut-points of open-source physical activity
measures that correspond to established cut-points to estimate
time spent in different physical activity intensities for activity
count.

Methods

Study Design and Population
We conducted a retrospective data analysis study using data
collected as part of the National Institute on Aging’s Baltimore
Longitudinal Study of Aging (BLSA) from participants who
were community-dwelling volunteers free of all major chronic
conditions and cognitive and functional impairment at the time
of enrollment [2]. The data used in this work were from
participants who agreed to wear an accelerometer between July
2015 and January 2019 .

Ethics Approval and Consent to Participate
The BLSA study protocol has ongoing approval from the
Institutional Review Board (IRB) of the National Institute of
Environmental Health Science, National Institutes of Health
("Early Markers of Alzheimer’s Disease [BLSA]", IRB No.
2009-074). Informed written consent was obtained from all
participants.

Accelerometry Data Collection and Export
Data had been collected with a triaxial accelerometer (ActiGraph
GT9X Link; range: ±8 g; frequency: 80 Hz). Participants had
been instructed to wear the accelerometer on their nondominant
wrist for 7 days, except for periods of extended swimming or
bathing. The ActiLife software (version 6.13.4) was used to (1)
export data into GT3X file format, (2) derive and export
minute-level ActiGraph activity count as CSV files, and (3)
export raw acceleration data (in g) as three-dimensional time
series with subsecond-level timestamps into CSV files. The
ActiLife's low-frequency extension (a filtering option that
decreases the lower end of the intensity threshold to increase
sensitivity to low-intensity movements) was used based on
recommendations and findings of greater comparability with
older ActiGraph devices (model 7164) [11]. Hereon, activity
count is used to denote ActiGraph activity count.

Raw Accelerometry Data Quality Control
We used 3 raw data quality check flags (Multimedia Appendix
1) adapted from a set of 9 flags in the NHANES protocol [12].
The selected flags subset represents intuitive flags that are meant
to “determine signal patterns that were unlikely to be a result
of human movement” but are not aimed at identifying nonwear
[12]. A raw data observation was valid if none of the 3 flags
were triggered and invalid otherwise.

Summary Measures of Raw Accelerometry Data
Commonly used minute-level measures—monitor-independent
movement summary, Euclidean norm minus one, mean
amplitude deviation, and activity intensity (Multimedia
Appendix 2 [4, 7-9])—were calculated using raw accelerometry
data. With R software (version 3.6.3; The R Project), we
developed and used SummarizedActigraphy R package to
compute the measures. SummarizedActigraphy is a package
that provides a unified data interface to compute a range of
measures; it references original software for computing
monitor-independent movement summary (R package:
MIMSunit [13], version 0.9.2) and calibrating data for
computation of Euclidean norm minus one (R package: GGIR
[14], version 2.3).

Minute-Level Accelerometry Data Preprocessing
We defined minute-level data flags that represented whether
the device was being worn or not using the get_wear_flag
method (R package: arctools [15]; version 1.1.4), which
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implements a wear status detection algorithm based on activity
count data [16]. A given minute was classified as nonwear if it
belonged to a 90-minute interval with consecutive 0-values in
activity count data; otherwise, the minute was classified as wear.
A given minute was valid if no raw data-level quality control
flags had been triggered within the minute and it had been
classified as wear, and invalid otherwise. A valid day was
defined as a day (12:00 AM to 11:59 PM) with no more than
10% (144 minutes) [17] invalid minutes. Only data from
participants who had at least 3 valid days of data, and only data
from valid days, were included in further preprocessing and
analyses.

Activity count, monitor-independent movement summary,
Euclidean norm minus one, mean amplitude deviation, and
activity intensity data were winsorized [18] to reduce the effect
of extreme values in the data set, by computing the
measure-specific 0.999 quantile and then using it to replace
values that exceeded this quantile.

A separate data set was constructed with imputed data, using a
method described in [19]. Imputation was conducted separately
for each measure: invalid minutes were replaced with
corresponding values from smoothed time series produced using
functional principal component analysis of the original
participant- and day-specific minute-level time series (in which
invalid minutes data had been denoted by NA). We used the
fpca.face method (R package: refund [20], version 0.1.23) for
functional principal component analysis due to its computational
speed and given the large volume of data. The resulting data
set was used in the summary of daily sums of measures values
and in our application example where data without missing
values were needed.

Statistical Data Analysis
The mean daily sums of minute-level measures were computed
for each participant and then aggregated (mean and SD; median
and range) across participants.

Pearson correlation coefficients for 4 pairs of measures—activity
count and monitor-independent movement summary, activity
count and Euclidean norm minus one, activity count and mean
amplitude deviation, and activity count and activity
intensity—were computed for each participant. For each pair,
mean correlations and standard errors were quantified using
intercept-only linear regression with participant-specific
correlation as the outcome. The effects of demographic
characteristics (covariates: age, BMI, and sex) on correlations
were estimated using adjusted linear regression with
participant-specific correlation as the outcome and α=.05 to
determine the statistical significance of coefficients. This
procedure was repeated for secondary analyses with a subsample
(participants’ age ≤65 years).

Harmonization

Mapping
To derive the harmonization mapping, relationships were
estimated using generalized additive modeling for each pair of
measures. The generalized additive models were chosen to allow
flexible adaptation to the data rather than imposing a particular

functional form of the fit. In each model, the outcome was a
minute-level measure (monitor-independent movement
summary, or Euclidean norm minus one, or mean amplitude
deviation, or activity intensity), and a smooth term of
minute-level activity count was set as a predictor. For the smooth
term, cubic regression splines with a basis dimension equal to
30 were used to allow a flexible relationship between the
measure and activity count. Models were estimated with
nonparametric smoothing (method: gam; R package: mgcv [21],
version 1.8.34). Smoothness of the nonlinear effects was
enforced via a second derivative penalty, and parameter selection
was performed using cross-validation [22]. Data from all
participants' valid minutes were used in the model fitting except
for minutes, which had activity count values equal 0. The
activity count=0 exclusion was motivated by a large proportion
of zero values, and the need to estimate the relation for small
activity count values without it being inflated by the large
number of zeros. Relationships were estimated as strictly
monotonic (without monotonicity having been constrained
explicitly). The generalized additive model was used to provide
values for 2-way mapping between activity count and each
measure. All measurements were mapped into activity count,

where (x) represents the activity count value estimated by
mapping the x value of a measure, where measure represents
monitor-independent movement summary, Euclidean norm
minus one, mean amplitude deviation, or activity intensity.

Evaluation
To assess mapping accuracy in estimating physical activity
volume statistics, total activity count (the sum of minute-level
activity count values from a day) was computed for each

participant, using activity count data and , and the difference
was defined the estimation error. Estimation error was
summarized by calculating mean percentage error (MPE), mean
absolute percentage error (MAPE), median percentage error,
and median absolute percentage error for each participant and
aggregated across participants (mean and SD).

To assess whether mapping accuracy depended on participant
activity level, MPE values were plotted against the participant's
average total activity count.

The utility of the mapping for classifying minutes into various
activity intensity classes was assessed. We used activity count
cut-offs derived to (1) separate sedentary and active minutes in
data collected with a sensor worn on nondominant wrist in older
adults [23], (2) separate sedentary from light and (3) light from
moderate-to-vigorous activity intensity levels in data collected
with a sensor worn on a nondominant wrist in young to older
adults [24]. In the classification task, for each minute, the true
value was defined based on whether activity count > cut-off,

and the predicted value was defined based on whether >
cut-off. Accuracy, sensitivity, and specificity were computed
for each participant and aggregated across participants (mean
and SD).

Minute-Level Patterns of Daily Physical Activity

Minute-level activity count and  were used to estimate
smoothed 24-hour time series of median activity count for age
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groups <60 years, 60-67 years, 68-74 years, and ≥75 years, for
which 24-hour time series of median activity count have
previously been published [25]. Activity count–based and

-based estimates were compared by calculating MAPE
defined as sum of absolute value of the difference between a
pair of estimates divided by sum of activity count-based
estimates.

Results

Population Characteristics
Data from 655 individuals (Table 1) were included in the
analyses. The mean age was 69.8 (SD 14.2, range 22-97) years.
There was a higher proportion of women (357/655, 54.5%) than
men (298/655, 45.5%). The racial composition reflected that of
the BLSA enrollment [2]. Of the 655 participants, 445

participants (67.9%) were White, 157 (24%) were Black, 44
(6.7%) were classified as other race, and 9 participants (1.4%)
did not provide this information. Almost 96% of participants
(628/655, 95.9%) self-reported good, very good, or excellent
health. The prevalences of hypertension, high blood cholesterol
levels, and osteoarthritis were 43.5% (285/655), 52.8%
(346/655), and 48.2% (316/655), respectively. Participants had
a median of 6 (range 3-7) days of valid accelerometry data; for
valid days, participants had a mean of 1438 (SD 8) valid minutes
(out of 1440 possible minutes per day).

The mean participant daily sums (Table 2) were 2,204,169 (SD
600,965) for activity count, 11,299.7 (SD 2766.0) for
monitor-independent movement summary, 47.7 (SD 13.3) for
mean amplitude deviation, 30.9 (SD 9.1) for Euclidean norm
minus one, and 4157.6 (SD 1068.8) for activity intensity.
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Table 1. Study sample (N=655) characteristics.

ValueCharacteristic

Sociodemographic

Age

69.8 (14.2)Mean (SD)

72.0 (22.0-97.0)Median (range)

Weight (kg)

77.4 (17.1)Mean (SD)

76.3 (41.1-142.7)Median (range)

Height (cm)

168.0 (9.2)Mean (SD)

167.3 (143.8-196.2)Median (range)

BMI

27.3 (5.0)Mean (SD)

26.6 (17.1-52.5)Median (range)

Sex

357 (54.5)Female count (%)

298 (45.5)Male count (%)

Race

445 (67.9)White count (%)

157 (24.0)Black count (%)

30 (4.6)Chinese count (%)

11 (1.7)Hawaiian count (%)

3 (0.5)Other non-White count (%)

9 (1.4)Not reported count (%)

Sensor wear

Valid days

5.9 (0.4)Mean (SD)

6.0 (3.0, 7.0)Median (range)

Nonwear minutes (/day)

2.0 (7.8)Mean (SD)

0.0 (0.0, 77.0)Median (range)

Valid minutes (/day)

1437.8 (8.0)Mean (SD)

1440.0 (1361.7-1440.0)Median (range)

Health

Self-reported health

628 (95.9)Good, very good, or excellent count (%)

22 (3.4)Fair or poor count (%)

5 (0.8)Not reported count (%)

Medical history

55 (8.4)Myocardial infarction, congestive heart failure, ischemic chest pain,
vascular procedure, or peripheral artery disease count (%)

285 (43.5)Hypertension count (%)
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ValueCharacteristic

346 (52.8)High blood cholesterol count (%)

34 (5.2)Stroke or transient ischemic attack count (%)

74 (11.3)Pulmonary disease count (%)

95 (14.5)Diabetes count (%)

191 (29.2)Cancer count (%)

316 (48.2)Osteoarthritis count (%)

Table 2. Mean daily sum values for physical activity measures.

ValueMeasure

Activity count

2,204,169 (600,965)Mean (SD)

2,157,496 (731,945-5,071,196)Median (range)

Monitor-independent movement summary

11,299.7 (2766.0)Mean (SD)

11,195.2 (4252.3-23,931.5)Median (range)

Mean amplitude deviation

47.7 (13.3)Mean (SD)

46.3 (16.1-108.1)Median (range)

Euclidean norm minus one

30.9 (9.1)Mean (SD)

29.6 (11.8-75.3)Median (range)

Activity intensity

4157.6 (1068.8)Mean (SD)

4085.5 (1529.7-9418.6)Median (range)

Correlations Between Minute-Level Summary
Statistics
Monitor-independent movement summary was most correlated
with activity count (estimated mean 0.988, SE 0.0002), closely
followed by activity intensity (estimated mean 0.970, SE 0.0007,
mean amplitude deviation (estimated mean 0.913, SE 0.0013),
and Euclidean norm minus one (estimated mean 0.867, SE
0.0018) (Table 3).

The estimated effects of age (with female as the reference level)
were not statistically significant in the models for activity count
and monitor-independent movement summary (P=.97), activity
count and mean amplitude deviation (P=.64), and activity count
and activity intensity (P=.64), and were statistically significant
in the model for activity count and Euclidean norm minus one
(P<.001). The estimated effects of BMI on correlations were
statistically significant for correlations between activity count

and mean amplitude deviation (estimate 0.001, SE 0.0003,
P=.001) and those between activity count and activity intensity
(estimate 0.000278, SE 0.0001, P=.04). The estimated effects
of sex (with female as the reference level) were statistically
significant in the models for activity count and
monitor-independent movement summary (estimate –0.002, SE
0.0005, P<.001), activity count and mean amplitude deviation
(estimate –0.01, SE 0.0026, P<.001), and activity count and
activity intensity (estimate –0.01, SE 0.0013, P<.001).

The results of secondary analysis (Table S1 in Multimedia
Appendix 3) closely follow the results obtained from the full
sample (Table 3) for both unadjusted (activity count and
monitor-independent movement summary: difference 0; activity
count and Euclidean norm minus one: difference –0.06; activity
count and mean amplitude deviation: difference 0.02; activity
count and activity intensity: difference 0.01) and adjusted
models.
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Table 3. Summary of intercept-only linear regression and adjusted linear regression with outcome defined as participant-specific correlation between
activity count and other measures (monitor-independent movement summary, Euclidean norm minus one, mean amplitude deviation, or activity intensity).

SexbBMIAgeInterceptModel and response variablea

P valueEstimate (SE)P valueEstimate (SE)P valueEstimate (SE)Estimate (SE)

Unadjusted

——————c0.988042

(0.000232)

Monitor-independent move-
ment summary

——————0.867158

(0.001841)

Euclidean norm minus one

——————0.913412

(0.001320)

Mean amplitude deviation

——————0.969984

(0.000687)

Activity intensity

Adjusted for age, BMI, and sex

<.001–0.001859
(0.000466)

.480.000032
(0.000046)

.970.000001

(0.000016)

0.987969

(0.001744)

Monitor-independent move-
ment summary

.96–0.000206
(0.003678)

.070.000653
(0.000363)

<.001–0.000532

(0.000129)

0.886566

(0.013766)

Euclidean norm minus one

<.001–0.010410
(0.002632)

.0010.000840
(0.000260)

.640.000044

(0.000092)

0.892177

(0.009852)

Mean amplitude deviation

<.001–0.009576
(0.001340)

.040.000278
(0.000132)

.180.000063

(0.000047)

0.962364

(0.005016)

Activity intensity

aCorrelation with activity count.
bFemale was used as the reference.
cNot included in the model.

Mapping Between Minute-Level Summary Measures

Model Fit
Figure 1 shows the estimated association between minute-level
activity count (x-axis) and minute-level monitor-independent
movement summary, Euclidean norm minus one, mean
amplitude deviation, and activity intensity (y-axis). The black

solid line represents fitted values obtained from generalized
additive models.

For a widely used activity count cut-off 1853 [23], the
corresponding cut-offs (Table 4) were 10.558
(monitor-independent movement summary), 0.022 (Euclidean
norm minus one), 0.039 (mean amplitude deviation), and 3.620
(activity intensity).
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Figure 1. Estimated minute-level mapping. A black solid line shows generalized additive model–fitted values of a measure (monitor-independent
movement summary, Euclidean norm minus one, mean amplitude deviation, activity intensity) given the activity count value. The points represent a
subset of the data created by taking every 100th observations from all participant- and minute-specific observations; this subset is the same for all 4
plots. AC: activity count; AI: activity intensity; ENMO: Euclidean norm minus one; MAD: mean amplitude deviation; MIMS: monitor-independent
movement summary.

Table 4. Corresponding values of each measure for activity count cut-off values.

Corresponding valueActivity count
cut-off value

Method

Activity intensityMean amplitude
deviation

Euclidean norm
minus one

Monitor-independent
movement summary

3.6200.0390.02210.5581853Separate sedentary and active in older adults
[23]

5.2730.0570.03315.0472860Separate sedentary and light activity in
young to older adults [24]

7.0250.0780.04619.6143940Separate light and moderate-to-vigorous
activity in young to older adults [24]

Mapping Evaluation
In the task of estimating total activity count, MAPE values were
lowest for monitor-independent movement summary (mean 2.5,
SD 2.4), followed by activity intensity (mean 6.3, SD 5.1), mean
amplitude deviation (mean 11.3, SD 8.4), and Euclidean norm
minus one (mean 14.3, SD 10.3). MPE values were similar for
monitor-independent movement summary (mean 0.2, SD 3.2),
activity intensity (mean 0.3, SD 7.6), mean amplitude deviation
(mean –0.3, SD 13.3), and Euclidean norm minus one (mean
4.6, SD 16.1). The findings for median absolute percentage
error and median percentage error were similar to those for
MAPE and MPE, respectively (Table S2 in Multimedia
Appendix 3).

Based on visual inspection, there was larger variability in MPE
values among participants with smaller mean total activity count
values, but there was no apparent tendency for lower or higher
MPE values based on participants’ average total activity counts
(Figure S1 in Multimedia Appendix 3).

In the task of predicting whether the activity count for a given
minute was above a certain cut-off, for the cut-off equal 1853,
participant-specific classification accuracy (Table S3 in
Multimedia Appendix 3) was the highest for
monitor-independent movement summary (mean 0.981, SD
0.005), followed by activity intensity (mean 0.960, SD 0.012),
mean amplitude deviation (mean 0.928, SD 0.021), and
Euclidean norm minus one (mean 0.904, SD 0.028). Overall,
the accuracy of predicting whether the activity count for a given
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minute was above a certain cut-off was better for higher activity
count cut-off values (ie, accuracy was higher for predicting
whether a given minute has activity count >3940 than for
predicting whether a given minute activity count >2860; Table
S3 in Multimedia Appendix 3). This is consistent with our
observation that the variability along the estimated mapping is
lower for higher activity values (Figure S1 in Multimedia
Appendix 3).

Minute-Level Patterns of Daily Physical Activity
Figure 2 shows the estimated smoothed 24-hour median activity
counts across the previously published age groups: <60-year
old (green; N = 140), 60- to 67-year old (red; N = 102), 68- to

74-year old (blue; N = 129), ≥ 75-year old (orange; N = 284).
Semi-transparent thick colour lines represent results obtained
with activity count.Solid thin colour lines represent results

obtained with .

The -based curves yielded roughly the same information as
the activity count-based curves [25] for each age group (<60
years: n=140; 60-67 years: n=102; 68-74 years: n=129; ≥75

years: n=284). MAPE for activity count-based and -based
estimates was the lowest for monitor-independent movement
summary (MAPE 3.2), followed by activity intensity (MAPE
6.7), mean amplitude deviation (MAPE 11.1), and Euclidean
norm minus one (MAPE 12.5).

Figure 2. Smoothed 24-hour median activity counts per minute for each age group: <60 years (green), 60-67 years (red), 68-74 years (blue), and ≥75
years (orange). Semitransparent thick colored lines represent results obtained with activity count; they are the same for all 4 plots. Solid thin colored
lines represent results obtained with values mapped into activity count from monitor-independent movement summary, Euclidean norm minus one,
mean amplitude deviation, or activity intensity. AC: activity count; AI: activity intensity; ENMO: Euclidean norm minus one; MAD: mean amplitude
deviation; MIMS: monitor-independent movement summary.

Discussion

Principal Results
Correlations between activity count and the other raw data
summary metrics were all large (mean r≥0.87) and were
especially high for monitor-independent movement summary
and activity intensity (mean r≥0.97) (Table 3). After
harmonization, monitor-independent movement summary
allowed for excellent accuracy in predicting total activity count
and sedentary minutes using a cut-off that corresponded to an
activity count cut-off determined using [23]. Our analysis is
especially timely given the recent release of physical activity
data from NHANES 2011-2014 that uses the open-source
monitor-independent movement summary measure.

To the best of our knowledge, the correlation between activity
count and monitor-independent movement summary in
continuous data collected in the free-living environment has
not been previously explored. The activity count measure had
the highest mean participant-specific correlation with
monitor-independent movement summary (mean r= 0.988),
closely followed by activity intensity (mean r=0.97), and mean
amplitude deviation (mean r=0.913) and Euclidean norm minus
one (mean r=0.867). Both monitor-independent movement
summary and activity intensity measures are based on variability
within each dimension, whereas mean amplitude deviation and
Euclidean norm minus one are based on the Euclidean norm of
three-dimensional data; therefore, it is consistent with
expectations that monitor-independent movement summary and
activity intensity behave similarly and demonstrate similar
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correlations with activity count. While we found there were
statistically significant effects of age (in the model for
correlation between activity count and Euclidean norm minus
one: P<.001), BMI (in the model for correlation between activity
count and mean amplitude deviation: P=.001; in the model for
correlation between activity count and activity intensity: P=.04),
and sex (in the model for correlation between activity count and
monitor-independent movement summary: P<.001; in the model
for activity count and mean amplitude deviation: P<.001; in the
model for activity count and activity intensity: P<.001), the
effect sizes were of very small magnitude. In particular, the
analysis showed that monitor-independent movement summary
had a correlation with activity count that did not differ
significantly for age (P=.97) or BMI (P=.48), and differed
significantly (P<.001) between men and women by a magnitude
of 0.002. The results from secondary analysis, with a subsample
of the youngest participants (participants of age 65 years or less;
31.9% of the full sample), were similar to those from the full
sample.

Harmonization mapping can be particularly useful to translate
commonly used cut-off values of physical activity intensity
levels from activity count into measures implemented in
open-source software. For the tasks of predicting sedentary
minutes for an activity count cut-off of 1853 [23], we observed
excellent accuracy for monitor-independent movement summary
(accuracy 0.981) and activity intensity (accuracy 0.960). The
utility of the derived mapping was demonstrated in the example
in which previous findings [25] were replicated. The physical
activity volume daily trajectories for age groups obtained with
activity count were closely matched with those from the
measures, with monitor-independent movement summary
yielding visually almost identical results (MAPE 3.2), followed
by activity intensity (MAPE 6.7), mean amplitude deviation
(MAPE 11.1), and Euclidean norm minus one (MAPE 12.5).

To the best of our knowledge, we are the first to provide freely
available R software (SummarizedActigraphy R package) with
a unified interface for computation of the 4 open-source
measures from raw accelerometry data, with complicated
mathematical formulas distilled into a reader-friendly text
(Multimedia Appendix 2).

Limitations
First, the data were from a sample that consisted of
predominantly middle-aged to older adults (Table 1). However,

we observed that (1) the level of activity of adults in the sample
ranged from sedentary to moderate and vigorous activity, (2)
mapping results did not exhibit any trend based on the average
level of the participant's physical activity, and (3) the variability
of estimates was lower for higher activity values, which suggests
that mapping could prove useful in future studies with younger
(more active) populations [25].

Second, physical activity measures were computed using raw
accelerometry data collected at a frequency of 80 Hz. While
this frequency matches that of physical activity data from
NHANES 2011-2014 [12] that uses the monitor-independent
movement summary measure, caution should be used in adapting
our harmonization mapping to raw data collected at a different
frequency.

Third, data had been collected with sensors worn on the
nondominant wrist only. While we expect the results to be
generalizable to data from sensors worn on the dominant wrist,
we presume that correlations and mapping would not be
applicable to chest- or hip-worn sensors, because physical
activity volume statistics (eg, total activity count) calculated
from raw data collected by these devices are expected to be
substantially lower than when measured at wrist.

Fourth, harmonization mapping was estimated using generalized
additive modeling, which does not offer an easy, closed-form
formula of the transformation. While a closed-form formula
could be obtained using polynomial regression models, the
choice of generalized additive models allowed for thorough
estimation of a relationship between activity count and other
measures in a more flexible way.

Finally, our results may be conditional upon the data
preprocessing methods used; however, we believe that the steps
we performed are commonly done [17,19] and are reasonable
given the obtained data summary statistics and visual quality
checks performed.

Conclusions
Activity count was highly correlated with monitor-independent
movement summary, Euclidean norm minus one, mean
amplitude deviation, and activity intensity. Mapping provides
a way to harmonize accelerometry data sets with different
summary measures; however, further research is warranted to
test the validity of mapping with data collected at a different
frequency or from different body locations.
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Abstract

Background: COVID-19 digital contact-tracing apps were created to assist public health authorities in curbing the pandemic.
These apps require users’ permission to access specific functions on their mobile phones, such as geolocation, Bluetooth or Wi-Fi
connections, or personal data, to work correctly. As these functions have privacy repercussions, it is essential to establish how
contact-tracing apps respect users’ privacy.

Objective: This study aimed to systematically map existing contact-tracing apps and evaluate the permissions required and
their privacy policies. Specifically, we evaluated the type of permissions, the privacy policies’ readability, and the information
included in them.

Methods: We used custom Google searches and existing lists of contact-tracing apps to identify potentially eligible apps between
May 2020 and November 2021. We included contact-tracing or exposure notification apps with a Google Play webpage from
which we extracted app characteristics (eg, sponsor, number of installs, and ratings). We used Exodus Privacy to systematically
extract the number of permissions and classify them as dangerous or normal. We computed a Permission Accumulated Risk
Score representing the threat level to the user’s privacy. We assessed the privacy policies’ readability and evaluated their content
using a 13-item checklist, which generated a Privacy Transparency Index. We explored the relationships between app characteristics,
Permission Accumulated Risk Score, and Privacy Transparency Index using correlations, chi-square tests, or ANOVAs.

Results: We identified 180 contact-tracing apps across 152 countries, states, or territories. We included 85.6% (154/180) of
apps with a working Google Play page, most of which (132/154, 85.7%) had a privacy policy document. Most apps were developed
by governments (116/154, 75.3%) and totaled 264.5 million installs. The average rating on Google Play was 3.5 (SD 0.7). Across
the 154 apps, we identified 94 unique permissions, 18% (17/94) of which were dangerous, and 30 trackers. The average Permission
Accumulated Risk Score was 22.7 (SD 17.7; range 4-74, median 16) and the average Privacy Transparency Index was 55.8 (SD
21.7; range 5-95, median 55). Overall, the privacy documents were difficult to read (median grade level 12, range 7-23); 67%
(88/132) of these mentioned that the apps collected personal identifiers. The Permission Accumulated Risk Score was negatively
associated with the average App Store ratings (r=−0.20; P=.03; 120/154, 77.9%) and Privacy Transparency Index (r=−0.25;
P<.001; 132/154, 85.7%), suggesting that the higher the risk to one’s data, the lower the apps’ ratings and transparency index.

Conclusions: Many contact-tracing apps were developed covering most of the planet but with a relatively low number of installs.
Privacy-preserving apps scored high in transparency and App Store ratings, suggesting that some users appreciate these apps.
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Nevertheless, privacy policy documents were difficult to read for an average audience. Therefore, we recommend following
privacy-preserving and transparency principles to improve contact-tracing uptake while making privacy documents more readable
for a wider public.

(JMIR Mhealth Uhealth 2022;10(7):e35195)   doi:10.2196/35195

KEYWORDS

COVID-19; mobile applications; contact tracing

Introduction

Strategies to Contain COVID-19
Since the beginning of the COVID-19 pandemic in early 2020,
in the absence of vaccines or pharmacological treatments for
the SARS-CoV-2 virus, some researchers have urged
governments and the global public health community to speed
up the response to contain SARS-CoV-2, pushing for the
implementation of integrated nonpharmaceutical or
nonpharmacological interventions (NPIs) [1]. Traditionally,
NPIs adopted to curb an epidemic or pandemic such as influenza
include mandating personal protective measures among health
care professionals and citizens (eg, wearing masks),
environmental measures such as isolating or quarantining
positive cases [2], physical distancing, lockdowns, and travel
restrictions [3]. However, more than two years into the
pandemic, even after several vaccines were developed and rolled
out worldwide, many countries have struggled to effectively
and efficiently implement NPIs. In the absence of aggressive
testing, contact tracing, and quarantining, an early study
suggested that the only way to control COVID-19 would have
included intermittent lockdowns until herd immunity was built
up, resulting in unnecessary deaths [4]. Unfortunately, this
seems to have been the case in many countries of the world,
which observed alarming surges in cases of the SARS-CoV-2
virus. As of April 2021, the virus had infected >130 million
individuals and claimed the lives of >2.8 million worldwide
[5]. NPIs require significant investments in human resources
and equipment and a level of coordination that might not be
feasible in all contexts. For example, many low- and
middle-income countries do not have the resources to enforce
containment and testing policies [6] or purchase large amounts
of vaccines. In addition, quarantining and physical distancing
may not work among underprivileged and vulnerable segments
of the population relying on daily wages for survival [7].

Contact tracing is one of the most cost-efficient NPIs available
to break the chain of viral transmission [8]. According to the
interim guidance of the World Health Organization, contact
tracing consists of systematically identifying individuals exposed
to confirmed positive cases, quarantining them, following up
with them to ensure rapid isolation, and, finally, testing and
treating them in case they develop symptoms [9]. This approach
effectively controlled COVID-19 as long as quick and efficient
processes were followed [10]. A way to guarantee such
efficiency was to include digital technologies, particularly
mobile phone–based tools, which are widely available
worldwide [11]. In the last year, a few systematic literature
reviews of COVID-19 apps mentioned contact-tracing apps as
an essential type of app used in the context of the pandemic to

curb virus transmission [12-17]. On the basis of the experience
with the Ebola [18] and H1N1 [19,20] viruses, digital
technologies have been increasingly used to support
governments in carrying out manual contact-tracing activities.
Several conceptual papers and overviews exist on mobile apps
for COVID-19 contact tracing [21-27]. There are also a few
systematic reviews on the topic [28-30], including a Cochrane
review [30] and a literature review [29], focusing on digital
contact tracing. The Cochrane review analyzed technologies
used in epidemics and was updated in May 2020 to include new
COVID-19–related studies. This review showed that such
technologies are most effective when used to complement rather
than substitute manual contact-tracing activities [30]. A literature
review by Jalabneh et al [29] identified 17 apps that could be
used for contact tracing and mentioned the use of these apps to
help governments contain the pandemic.

Digital Contact Tracing
According to the Centers for Disease Control and Prevention
(CDC), 2 main types of digital contact-tracing tools are used
for case management and proximity-tracing or exposure
notification apps [31]. Case management tools involve apps
and devices that health workers involved in contact-tracing
activities can use to capture data and manage contact databases
of people tested for the virus. When a person tests positive,
contact tracers interview them to recall where, when, and with
whom they have been. The contacts are then triaged for
assignment to case managers who call and notify contacts,
providing options for testing, self-isolation, and referral to a
health care provider if necessary. This activity can be done
manually and on paper-and-pencil forms, so the technology
allows for the streamlining of the process of data entry and
management.

Proximity-tracing or exposure notification apps are designed
for citizens who voluntarily download and activate such apps
to assist in contact-tracing efforts. These apps rely on Bluetooth
technology or location-based information stored on the phone
to estimate the distance and duration of an encounter between
users [12]. The phones exchange alphanumeric strings or keys
via Bluetooth that contain such information. This information
can be stored on the phone only (decentralized framework) or
on a central server (centralized framework) and retained for a
limited amount of time [12,32]. Depending on the type of
framework, once a positive case is identified, the user or the
central server flag their profile as positive, triggering the
network and urging them to take action and get tested,
self-isolate, or seek the help of health care professionals. This
way, exposure notification apps can expand the reach of
traditional manual contact tracers, who may fail to identify
cases. The apps can reduce the burden on public health staff by
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allowing for the electronic self-reporting by cases and contacts
or by using location data or other features to identify community
contacts unknown to the case to look at possible exposure to
the virus. This study focuses on proximity-tracing or exposure
notification apps as these are designed for citizens.

Use and Application of Contact-Tracing Apps
Many governments have developed digital contact-tracing apps
following international guidelines (eg, the World Health
Organization [33], CDC [31], or European CDC [34]) and
Google and Apple exposure notification frameworks [35]. For
example, as of May 28, 2020, when we started working on this
project, we identified 36 apps by searching in the Google Play
and Apple App Stores. On the same date, the page entitled
COVID-19 apps on Wikipedia [36]—which was created on
April 1, 2020—included information on 37 contact-tracing apps.
As of June 15, 2020, there were already 68 apps and, by
December 2, 2020, the page included approximately 100 apps.
A recent review of COVID-19 apps in the Google Play and
Apple App Stores identified 51 contact-tracing apps available
until May 2, 2020 [13]. In the same period, the Technology
Review of the Massachusetts Institute of Technology (MIT)
launched the Covid Tracing Tracker project [37] with the
purpose of monitoring and evaluating existing contact-tracing
apps. A recent literature review published in July 2020 identified
17 apps in 15 countries [29], whereas Wen et al [38] analyzed
51 apps.

When can contact-tracing apps be considered effective?
According to a seminal conceptual paper by Ferretti et al [25],
contact-tracing apps can be deemed effective when at least 60%
of the population uses them. More than a year after the
COVID-19 pandemic was declared, some reviews asked the
following question: Are these apps used by individuals [39]?
Although many calls for evaluations of contact-tracing apps
have been made [40], the evidence about contact-tracing app
adoption and effectiveness is scant. A scoping review by
Thorneloe et al [41] reported only a couple of examples of apps
used by 10% to 20% of the population using data reported in
news media outlets. Similar numbers were presented in an
overview of contact-tracing apps [16] that provided descriptive
information on 14 apps based on publicly available information.
The authors focused on technical characteristics (eg, centralized
or decentralized frameworks, tracing technology, and technical
flaws) and the proportion of the country’s population that used
the apps, showing wide ranges (between 0.1% for BlueZone
Vietnam and 60% for the Chinese Health Code used on Alipay
and WeChat) [16]. In another conceptual paper, Seto et al [42]
argued that the concept of privacy is context-specific and that
there is a trade-off between privacy and public health value. To
the best of our knowledge, the only comprehensive evaluation
of contact-tracing apps is a longitudinal study involving the
German Corona-Warn-App [43], one of the most downloaded
contact-tracing apps in Europe totaling 26.5 million downloads
as of March 25, 2021 [44].

How can this low global uptake be explained? The study on the
German Corona-Warn-App by Munzert et al [43] reported a
differential app uptake depending on the users’ self-reported
sociodemographic and behavioral profiles. For example, app

use was positively associated with older age (≥50 years),
education, socioeconomic status, health preconditions, and other
preventive behaviors (eg, hand hygiene and mask wearing).
App uptake was also higher among those who reported positive
cases in their social network or who lived in areas of known
outbreaks [43]; it was also higher among users who trusted the
national government, the health care system, and science in
general, and among those with a strong digital literacy who
were less concerned about privacy [43].

Privacy and Transparency in Data Protection
Privacy, data protection, and the problem of trust in the
government appear to be issues of concern, as reported in the
aforementioned scoping review [41] and Cochrane review [30].
Numerous conceptual papers in the system design literature
have discussed the issue of privacy [45-47], mainly focusing
on the use of tracing techniques (eg, location-based vs Bluetooth
[48]) and on the use of centralized versus decentralized
frameworks, urging some researchers to develop their
privacy-preserving apps and frameworks [49]. Decentralized
models are privacy-preserving by design; however, they are
generally inefficient in responding to the needs of public health
systems as they rely on individual users’ willingness to notify
the network, which might never occur or might happen with
delays that cannot be sustained when dealing with a highly
transmissible virus such as SARS-CoV-2 [50]. Conversely, a
recent simulation study showed that centralized models could
be effective only when 80% of the population uses these
technologies [51]. However, centralized models might
discourage uptake among users who do not trust the
organizations managing the centralized database. In their
seminal paper, Ferretti et al [25] argued that app designers and
governments supporting contact-tracing apps should be guided
by ethical principles (eg, beneficence, reducing misery, equity,
and social justice) and follow transparent practices to generate
trust in citizens and promote app uptake. Transparency could
be achieved, for example, by creating independent oversight
advisory boards, publishing the code of the app and the
algorithms used, integrating evaluation and research by third
parties, and clearly communicating privacy and data protection
principles. A way to express such principles is to use the apps’
privacy policy documents, whose availability is requested by
the main app stores and recommended by numerous institutions,
including the Privacy Trust Framework [52]; the US Federal
Trade Commission [53]; and the General Data Protection
Regulation (GDPR) of the European Union, which entered into
force as of May 2018 [54]. The general recommendation for
developers is to produce privacy policy documents that are clear
and easy to understand. A way to ensure clarity and
comprehensibility of documents is to provide a low readability
level, which has been previously considered an element for
evaluating apps’ privacy policies [55]; for instance, the Privacy
Trust Framework recommends a reading grade level of ≤12 and
a Flesch reading ease of 45 [52]. A recent paper investigating
contact-tracing apps [56] reported that transparency in the
documentation was perceived as an essential element of trust
in the apps and developers.

Beyond the conceptual and normative debates among scholars,
are citizens’ concerns about privacy real? Are contact-tracing
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apps truly invasive of privacy? Are the developers or
governments behind the apps able to provide transparent and
clear information about data protection and treatment? The
answers to these questions do not appear in the existing literature
on contact-tracing apps. There are a few systematic reviews of
COVID-19 apps that mention contact-tracing apps as a type
used in the context of the pandemic [12-17]. There are also a
number of reviews of COVID-19 contact-tracing apps. For
example, the aforementioned MIT Covid Tracing Tracker
project [37] provides some descriptive information on the
technological infrastructure and uptake of these apps. The other
2 overviews of COVID-19 contact-tracing apps [12,16] describe
general vulnerabilities instead of considering privacy concerns
using the information included in the privacy policy documents.
These reviews do not provide a comprehensive, specific analysis
of the permissions and data protection [16]. A more recent
review of COVID-19 contact-tracing apps [38], published as a
conference proceeding, focused on the user privacy aspects,
potential data leakage, and other technical features of a sample
of 41 apps. The authors mentioned the role of transparency to
ensure uptake but did not investigate app characteristics that
could enhance transparency beyond publishing the source code,
an element present in a few open-source apps analyzed. Another
content analysis of contact-tracing apps [57] looked at the public
perception of these apps through user reviews and at the number
of downloads, tackling the issue of privacy-by-design. Another
review analyzed which permissions are needed to allow tracking
and tracing and whether the apps have embodied principles of
privacy and data protection by design [58]. Another review
focused on apps developed in the United States and on usability
and qualitative features [59]. Finally, another review looked at
the readability of contact-tracing apps [60] without looking at
privacy aspects. In conclusion, none of these reviews of
contact-tracing apps includes a combined analysis of privacy
and data protection principles.

Furthermore, in April 2020, our research group embarked on a
project that a few months later resulted in the creation of a
nationwide contact-tracing app (Ma3an) [61] in collaboration
with the local Ministry of Public Health. Parallel to this project,
we searched app databases to identify benchmark apps and used
them as a reference for privacy-preserving contact-tracing apps.
This was one of the main drivers urging us to undertake a
comprehensive systematic review of contact-tracing apps and
focus on data protection and privacy aspects.

This study aimed to identify, map, and evaluate all available
COVID-19 contact-tracing apps developed worldwide in a
systematic way. The specific objectives of this study were to
(1) identify and map existing contact-tracing apps; (2) evaluate
the type of data collected to define the risks to users’ privacy
based on the permissions required; and (3) evaluate the
readability and content of privacy policy documents to establish
whether these documents transparently communicate details
about privacy, data protection, management, and retention.
Finally, after more than a year of implementation of the search
protocols, data extraction, and assessment, we decided that it
was time to respond to the recent call for COVID-19
contact-tracing app evaluations launched by Colizza et al [40]
on Nature Medicine, February 15, 2021.

Methods

We conducted a systematic review of information about existing
COVID-19 contact-tracing apps following a rigorous process
of app identification, selection, data extraction, and analysis as
used in a previously published app review by MB [62] and
similar studies targeting different kinds of apps [63,64]. In
addition, to address the research objectives, we performed a
content analysis of contact-tracing apps’ publicly available
Google Play pages and associated privacy policy documents.

Searches and Sources of Information
We used two main strategies to identify contact-tracing apps:
(1) searching for keywords in the Google Play and on the Apple
App Store using Google and (2) scanning the list of apps
included in 5 websites identified via Google search.

For the first search strategy, we applied the following two search
queries: (1) “allintext:COVID-19|covid|covid19|coronavirus
AND tracing|exposure site:play.google.com” and (2)
“allintext:COVID-19|covid|covid19|coronavirus AND
tracing|exposure site:play.google.com.” We conducted the initial
searches on May 7, 2020, and updated them almost monthly,
on June 1, 2, and 24, 2020; August 18, 2020; November 27,
2020; April 8, 2021; August 7, 2021; and October 31, 2021.

The second search strategy consisted of scanning 5 webpages
containing lists of COVID-19 apps, such as the Wikipedia page
on COVID-19 apps (first published on April 1, 2020, and last
edited on October 20, 2021) [36]; the MIT Covid Tracing
Tracker project (first published on May 7, 2020, and last updated
on January 25, 2021) [37]; the database of contact-tracing apps
of the Council of Europe (last updated on June 10, 2020, and
then discontinued) [65]; an article on COVID tracing app
roundup on Android Police (published on September 1, 2020,
and last updated on November 21, 2020) [66], with 26 US states
using Google Exposure Notification System (ENS), 37
international apps using the same ENS system, and 30 apps not
using the ENS framework; and the List of countries using
Google and Apple’s COVID-19 Contact Tracing API on the
XDA Developers website (published on June 24, 2020, and
updated on February 25, 2021) [67]. All of these sources were
last checked on October 31, 2021.

Inclusion Criteria
To be included, the apps had to (1) be explicitly aimed at
COVID-19 contact tracing or exposure notification, (2) have
a publicly available page on the Google Play or Apple App
Stores, and (3) have information on permissions and a privacy
policy document available from Google Play. Therefore, we
excluded apps designed for contact tracing not explicitly made
for COVID-19 that provided general information on COVID-19
or that were symptom checkers without mentioning
contact-tracing features. We also excluded apps that had an
available page only on the Apple App Store as the pages do not
include information on permissions as in the Google Play. We
also excluded apps if their privacy policy documents were not
available (eg, through a broken link) or that did not include a
privacy policy explicitly related to the app.
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App Selection Process
We followed a multistage selection process. MB exported the
Google search results by looking at the Apple App Store and
Google Play in Microsoft Excel. MB then screened the links
for relevance, and MAD confirmed the selection. Next, we
resolved all disagreements through discussions. Finally, we
entered the Google Play links in the Exodus Privacy database
[68], which is the auditing platform for Android apps. The
Exodus platform looks for embedded trackers (a software meant
to collect user data) and permissions requested by each app. An
app was excluded if the link to the Exodus database was not
working.

Data Extraction

App Characteristics
We extracted the following information from Google Play pages:
number of installs, a link to the privacy policy document, 5-star
reviews, number of reviews, version of the app, version of the
operating system, sponsor, and permission designations. From
the Apple App Store page (if available), we extracted the
following information: 5-star ratings and number of ratings,
app version, seller, operating system version, and language. MB
extracted the information, and MAD double-checked it. Any
discrepancies were flagged and resolved through discussion.

Permission Data
In total, 4 authors (MB, MAD, NM, and RAS), in pairs and
independently, extracted the information on permissions using
a standardized web-based extraction form based on Exodus
reports [68]. All permission items were entered as binary values
(1=yes; 0=no). Overall, the raters achieved excellent interrater
agreement (percentage of agreement=98.3%; Cohen κ=0.954;
Krippendorff α=0.953). All disagreements were resolved
through discussion. The Exodus reports [68] label permissions
according to 2 levels of risk, as described on the Android
developers' page [69]: Normal or Dangerous, including
Signature and SignatureOrSystem. As described in the book
Android Application Security Essentials [70], normal
permissions are those that “cannot do much harm to the user.
They generally do not cost users money, but they might cause
users some annoyance...These permissions are automatically
granted to the app.” Dangerous permissions are always shown
to the user as “they can cause user privacy or financial loss.”
Signature permissions allow 2 apps authored by the same
developer to access each other’s components. This type of
permission is automatically granted to the app if it has the same

certificate as the app that declared the permission. Signature or
system permissions are “granted to applications with the same
certificate as the app that defined the permission. In addition,
this protection level includes an app with the same certificate
as the Android system image. This permission level is mainly
used for applications built by handset manufacturers, carriers,
and system apps. These permissions are not allowed for
third-party apps. These permissions let apps perform some very
powerful functions” [70].

Privacy Policy Data Extraction
For apps with available privacy policy information, if the
document was in a language other than English, it was translated
using Google Translate and saved in PDF format with a
timestamp. Similar to the procedure for extracting permission
information, 4 authors (MB, NM, MAD, and RAS)
independently completed a privacy policy assessment using a
standardized web-based checklist. The checklist was adapted
from a similar study focusing on data security and privacy in
mobile apps addressing depression [71]. The inventory contained
a total of 13 specific items (Table 1), which we grouped into 3
main categories: 4 items were in the privacy category; 6 items
were in the data management category; and 3 items were in the
legal framework category for data protection (eg, the GDPR
for European countries or any other framework) explicitly
mentioned the right to delete or edit the data, which should be
clarified in the legislative framework. We rated each item on a
nominal scale (yes=1, no=0, or not applicable, depending on
the item).

For this data extraction task, we conducted first a calibration
exercise with a sample of 15 randomly selected apps to ensure
sufficient reliability and adjust the instrument before applying
it to the remaining set of apps. The aforementioned 4 authors
individually and independently completed the same checklist.
The exercise yielded a sufficient level of agreement (84.8%) as
well as reliability indexes (Cohen κ=0.823; Krippendorff
α=0.696). Disagreements were resolved through discussion,
which allowed for the clarification of a few interpretation issues.
After we resolved the disagreements, the 4 raters independently
completed the checklist for other apps. The interrater reliability
notably improved (percentage of agreement=87.5%; Cohen
κ=0.749; Krippendorff α=0.749). Finally, the reviewers
completed the data extraction for the remaining apps in pairs.
As in the previous task, we resolved disagreements through
discussion until we reached a consensus.
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Table 1. Privacy policy checklist and rubric used to calculate the Privacy Transparency Index (0-100).

ScoreDomain and items

Privacy (25 points)

Yes=0; partiala=5; no=10Does the app collect personally identifiable information?

Yesb=5; no=0Does the privacy policy mention that the app can be used without entering identifiable information?

Yes or (N/Ac)b=5; no=0Does the privacy policy mention that the app collects identifiable information such as full name, email, and phone
number?

Yes or N/Ab=5; no=0Does the privacy policy mention that the app provides the option of a personal identification number, password,
or log-in process to view and enter user data?

Data management (50 points)

Yes=15; no=0Does the privacy policy explicitly state which type of data are processed?

Yes=5; no=0Does the privacy policy contain a section on “how the app works” explicitly?

Yes=10; no=0Does the privacy policy state that the app or server encrypts the entered data?

Yes=5; no=0Does the privacy policy describe the process of data exchange and communication between server and phone related
to user-entered information?

Yes=10; no=0Does the privacy policy state that the user information is stored on the phone or device?

Yes=5; no=0Does the privacy policy mention data retention?

Legal framework (25 points)

Yes=15; no=0Does the privacy policy mention the GDPRd? If not, does the privacy policy mention other legislative frameworks?

Yes=5; no=0Does the privacy policy state whether users can delete entered information?

Yes=5; no=0Does the privacy policy state whether users can edit entered information?

aIn this context, partial information is related to the use of location services only.
bNot applicable options for apps that do not collect personal or identifying information.
cN/A: not applicable.
dGDPR: General Data Protection Regulation.

Data Elaboration

App Characteristics
On the basis of the information reported on the Google Play
page or on the other sources we used, we categorized the apps
by country and continent according to the NationsOnline
classification [72]. We also categorized the apps by the type of
coverage (country or state, county, or city, depending on their
geographical coverage) and type of sponsor (government;
nonprofit organization; profit organization; and
multistakeholder, involving a combination of the previous
categories). Finally, we grouped the apps with the associated
Google Play information according to the number of installs
(ranging from ≥50 to ≥100 million) as a relative measure of
popularity.

Permission Data
We counted the number of trackers and permissions identified
through the Exodus platform [68]. Next, we assigned numeric
values to each protection level: normal permissions=1;
dangerous, signature, or system permissions=2; and trackers=3
as they constitute a higher level of danger to users’ privacy. We
then multiplied the number of permissions and trackers by the
protection level to calculate a Permission Accumulated Risk
Score. The higher this score, the higher the risk.

Privacy Policy Data
We assigned different points to the aforementioned checklist
(Table 1) to calculate a Privacy Transparency Index, which
could range from 0 to 100. Similar to the Permission
Accumulated Risk Score, the higher the Privacy Transparency
Index, the more transparent the privacy policy.

We also assessed the readability needed to understand the policy
using a combined estimate of readability indexes provided by
the Automatic Readability Checker, a web-based readability
calculator [73]. This tool outputs an estimate based on 7 popular
readability formulas: the Flesch Reading Ease Formula,
Flesch-Kincaid Grade Level, Gunning fog index, Simple
Measure of Gobbledygook Index, Coleman-Liau Index,
Automated Readability Index, and Linsear Write Formula.
Naturally, the lower the grade, the easier it is to understand. For
example, the Privacy Trust Framework recommends a reading
grade level of ≤12 for policy documents [52].

Analyses
We used descriptive statistics to summarize the apps’
characteristics. For apps with permission and privacy policy
data, we summarized continuous variables (eg, number of
ratings, Permission Accumulated Risk Score, and Privacy
Transparency Index) using mean and SD or median and IQR
for count variables where appropriate. In addition, we
investigated potential associations between app characteristics
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(such as type of sponsors, number of installs, and number of
reviews or ratings), Permission Accumulated Risk Score, and
Privacy Transparency Index using ANOVAs, chi-square tests,
and Pearson correlation tests (significance level was assumed
at P<.05).

Results

Search Results
The selection process is illustrated in Figure 1. We applied the
search queries to Google on May 7, 2020; June 1, 2, and 24,
2020; August 18, 2020; November 27, 2020; April 8, 2021;
August 7, 2021; and October 31, 2021. We exported 1055
records from Google Play and 1027 records from the Apple
App Store in Microsoft Excel. After removing duplicate links,
we screened 15.64% (165/1055) of unique app links available
from Google Play and 16.85% (173/1027) of links available
from the Apple App Store. In this first screening stage, we
excluded 11.5% (19/165) and 25.4% (44/173) of apps from
Google Play and the Apple App Store, respectively, that were
deemed irrelevant as they were not related to COVID-19. The
remaining 88.5% (146/165) and 74.6% (129/173) of apps from
Google Play and the Apple App Store, respectively, were
assessed for eligibility together with 152 apps from the
Wikipedia page [36], 81 from the MIT Covid Tracing Tracker
project [37], 52 from the Council of Europe database of
contact-tracing apps [65], 93 from the Android Police page [66],
and 65 from the XDA Developers page [67]. Finally, we
excluded apps that were not designed for contact tracing
(52/146, 35.6% from Google Play; 42/129, 32.6% from the App
Store; and 59/152, 38.8% from Wikipedia).

The final list included 180 unique COVID-19 contact-tracing
apps that were potentially eligible for review. Of these, 85.6%
(154/180) had a Google Play link to generate an Exodus
platform permission report [68], and 76.1% (137/180) had an
associated privacy policy document. A total of 14.4% (26/180)
of the apps did not have a permission report either because a
Google Play link was not available (19/26, 73%) or because it
was no longer available at the time of the analysis (7/26, 27%).
The other 4.5% (7/154) of apps did not have a privacy policy
document available, and 11% (17/154) had privacy policy

documents that were not app-specific. Of the 180 selected apps,
132 (73.3%) contained data related to both permissions and
privacy policies. A complete list of all 180 identified apps up
to October 31, 2021, is included in Multimedia Appendix 1.
The list contains links to the Google Play pages and to the
Exodus platform reports. The list is also publicly available on
Tableau Public from the link [74].

The identified 180 apps covered 152 geographical units
(countries or regions, states or provinces, counties, territories,
or cities) in 90 different countries spanning all 5 continents.
Most apps came from the Americas (53/180, 29.4%), Asia
(53/180, 29.4%), and Europe (46/180, 25.6%). The African
continent had 6.1% (11/180) of the apps, Oceania had 5%
(9/180), and 4.4% (8/180) of the apps covered multiple
continents or were developed to cover different countries. The
world map in Figure 2 represents the global distribution of the
COVID-19 contact-tracing apps. The larger the bubble, the
higher the number of apps for each country.

The United States had the highest absolute number of apps as
20% (36/180) were developed to cover different states. This
number does not include 1.1% (2/180) of the apps, which came
from the US unincorporated territories of Guam (Guam Covid
Alert) and Puerto Rico (Rastrea el Virus). A total of 1.1%
(2/180) of the apps (Care19 Alert and Care19 Diary) covered
the states of North Dakota, South Dakota, and Wyoming. The
country with the second-highest number of apps was Australia
(6/180, 3.3%). Germany, Great Britain, India, and the
Philippines had 2.8% (5/180) of the apps each; Brazil and Italy
had 2.2% (4/180) of the apps each; France, Malaysia, Mexico,
Nepal, Russia, Singapore, South Africa, and Spain had 1.7%
(3/180) of the apps each; and Canada, Iran, the Netherlands,
Oman, Switzerland, and the United Arab Emirates had 1.1%
(2/180) of the apps each.

Most contact-tracing apps were sponsored by governments
(132/180, 73.3%), followed by private organizations (28/180,
15.6%) and nonprofit organizations (14/180, 7.8%). A small
number of apps involved multiple stakeholders, including
consortia of private, nonprofit, and governmental organizations
(6/180, 3.3%).
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Figure 1. App selection process. COE: Council of Europe; MIT: Massachusetts Institute of Technology.
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Figure 2. Geographic distribution of the identified contact-tracing apps, aggregated by country.

App Characteristics
The list of 154 apps with permission data is provided in
Multimedia Appendix 2 (tab 1). In Table 2, we report the basic
descriptive information for the sample of apps grouped
according to the number of installs. As of October 8, 2021,
based on Google Play install categories, the 154 apps totaled
264.5 million installs (1.7 million on average), ranging from 10
to 100 million. The most installed app was AarogyaSetu,
developed by the Indian National Informatics Centre eGov
Mobile Apps department. The least installed app was
Aggie-COVID-19, which was designed for New Mexico
University. Most apps were installed between 100,000 and 1
million times (106/154, 68.8%), with approximately one-third
being installed <100,000 times (48/154, 31.2%).

Most apps were developed by governments (116/154, 75.3%),
private organizations (17/154, 11%), nonprofit organizations
(11/154, 7.1%), and multistakeholder consortia (10/154, 6.5%).

No significant association between the type of sponsor and
number of install categories was detected. The average rating
was 3.5 (SD 0.7) on Google Play and 3.6 (SD 0.9) on the Apple
App Store based on a subsample of 120 apps with a valid App
Store page. The average number of reviews was 26,412 (SD
143,803) on Google Play and 5120 (SD 28,826) on the App
Store.

The average number of reviews on Google Play was
significantly associated with the number of installs (F3=5.04;

P<.001; η2=0.07), with apps installed ≥1 million times receiving
more reviews than those installed between 100,000 and 500,000
times and more reviews than those installed <100,000 times.
We detected a similar difference in the number of ratings on

the Apple App Store (F3=3.59; P=.02; η2=0.05); in this case,
the average number of ratings was significantly higher in apps
installed <100,000 times and those installed between 500,000
and 1 million times.
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Table 2. Characteristics of the sample of apps organized by the number of installs (N=154).

P valueaNumber of installsTotalVariable

<100,000
(n=48)

100,000 to
500,000 (n=45)

500,000 to 1
million (n=12)

≥1 million (n=49)

.05Type of sponsor, n (%)

28 (58.3)36 (80)10 (83.3)42 (85.7)116 (75.3)Government

11 (22.9)3 (6.7)1 (8.3)2 (4.1)17 (11)Private

3 (6.3)3 (6.7)1 (8.3)4 (8.2)11 (7.1)Nonprofit

6 (12.5)3 (6.7)0 (0)1 (2)10 (6.5)Multistakeholder

Average app ratings, mean (SD; range)

.17 (.13)3.61 (0.71;
1.70-5.00)

3.41 (0.62;
1.30-4.40)

3.16 (0.65;
1.80-4.10)

3.53 (0.72; 1.00-
4.70)

3.49 (0.69; 1.00-
5.00)

Google Play

.52 (.64)3.74 (0.86;
1.50-5.00)

3.69 (0.91;
1.60-5.00)

3.42 (1.15;
1.20-5.00)

3.46 (0.97; 1.00-
4.90)

3.59 (0.94; 1.00-
5.00)

Apple App Storeb

Average number of ratings, median (IQR; range)

<.001 (<.001)114 (137; 1-
1135)

750 (569; 155-
3275)

2362 (1200;
1553-4094)

16,373 (32,382;
960-1,600,000)

972 (5094; 1-
1,600,000)

Google Play

.02 (<.001)25 (47; 1-595)112 (226; 1-
2200)

464 (763; 4-
1400)

1047 (3553; 1-
287,200)

103 (591; 1-
287,200)

Apple App Storeb

Permission data, median (IQR; range)

.27 (.19)12 (12; 4-41)8 (7; 2-42)7 (6; 6-44)10 (9; 6-40)9 (10; 2-44)Average number of permissions

.87 (.50)15 (21; 0-44)11 (19; 0-50)0 (20; 0-63)13 (21; 0-36)13 (21; 0-63)Average percentage of danger-
ous permissions

.38 (.23)1 (1.25; 0-11)0 (2; 0-5)0 (1.3; 0-4)2 (2; 0-7)1 (2; 0-11)Average number of trackers

.34 (.11)23.5 (26; 4-65)14 (22; 4-70)10 (13; 6-74)14 (26; 6-63)16 (26; 4-74)Permission Accumulated Risk
Score

.76Privacy policy data, n (%)

41 (85.4)37 (82.2)10 (83.3)44 (89.8)132 (85.7)Privacy policy available

7 (14.6)8 (17.8)2 (16.7)5 (10.2)22 (14.3)Privacy policy unavailable

Readabilityb

.07 (.13)12 (2; 8-18)12 (3; 7-19)11 (2; 7-16)12 (4; 8-23)12 (3; 7-23)Grade level, median (IQR;
range)

.50Readability level, n (%)b

2 (4.9)4 (10.8)1 (10)7 (15.9)14 (9.1)Very difficult to read

21 (51.2)18 (48.7)4 (40)24 (54.6)67 (43.5)Difficult to read

18 (43.9)14 (37.8)4 (40)11 (25)47 (30.5)Fairly difficult to read

0 (0)1 (2.7)1 (10)2 (4.6)4 (2.6)Standard or average

.65 (.68)50 (20; 5-90)60 (35; 5-85)60 (36.3; 20-90)60 (31.3; 25-95)55 (30; 5-95)Policy—transparency index, median

(IQR; range)b

aP value for independent sample t tests (2-tailed), chi-square tests, or F tests comparing the number of install categories and the other variables. The P
value for the Kruskal-Wallis test, the nonparametric equivalent of an ANOVA, is indicated in parentheses.
bThe calculations are available from a total of 132 apps with privacy policy documents.

Permission Data
The typology of permissions, identified through the Exodus
platform automatic permission extraction, is presented in
Multimedia Appendix 3 (tab 2). Across the 154 apps with valid

permission data, there were 94 different types of permissions,
of which 17 (18%) were dangerous or special.

Among the normal permissions, the one used in all apps was
Internet, have full network access (154/154, 100%). The
permissions used by more than half of the apps were view
network connections (150/154, 97.4%); wake lock, prevent
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phone from sleeping (142/154, 92.2%); run in foreground
(137/154, 89%); run at startup (131/154, 85.1%); and the
permissions related to Bluetooth as pair with Bluetooth devices
(118/154, 76.6%). The most frequently used dangerous
permission was access precise location (GPS and
network-based), which was used by approximately half of the
apps (73/154, 47.4%). Other dangerous permissions used by
approximately one-third of the sample included access
approximate location (network-based) (57/154, 37%), take
pictures and videos (51/154, 33.1%), and modify or delete the
contents of your SD card (44/154, 28.6%). On average, each
app collected 9 permissions (IQR 10, range 2-44). Only 0.6%
(1/154) of the apps collected 2 permissions (TRACE Taguig,
the Philippines), and only 0.6% (1/154) collected 44 permissions
(Shlonik, Kuwait); 46.1% (71/154) of the apps required fewer
permissions.

The average proportion of dangerous permissions was 13%
(IQR 21%, range 0%-63%). A total of 39% (60/154) of the apps
did not use any dangerous permissions, and 0.6% (1/154)
reported using the most dangerous permissions (Corona Watch,
Karnataka province, India).

In addition, the Exodus platform extracted approximately 30
different trackers (Multimedia Appendix 3, tab 3). Google
Firebase Analytics was the most frequently used tracker (80/154,
51.9%), followed by Google CrashLytics for crash reporting
(48/154, 31.2%). Although some apps had analytics and app
statistic information trackers, others had trackers used to profile
users (eg, Facebook log-in, Segment, AltBeacon, and DOV-E)
or for advertising (Google AdMob; 6/154, 3.9%). On average,
each app used 1 tracker (IQR 2, range 0-11). Although 41.6%
(64/154) of the apps did not use any trackers, 0.6% (1/154) used
the most trackers (Citizen SafePass).

On the basis of the number and type of permissions and trackers,
the average Permission Accumulated Risk Score was 16 (IQR
26, range 4-74). Of the 154 apps, 2 (1.3%) scored the
lowest—TRACE Taguig (the Philippines) and Beat COVID
Gibraltar—and 1 (0.6%) scored the highest—Shlonik (Kuwait).
Approximately one-fifth of the sample (40/154, 26%) obtained
the second- and third-lowest Permission Accumulated Risk
Score (score of 6: 23/154, 14.9%; score of 7: 17/154, 11%).

Privacy Policy Data
Privacy policy data extraction was available for 85.7% (132/154)
of the apps, as 14.3% (22/154) did not have a working privacy
policy link or document. A spreadsheet containing the privacy
policy data extraction for each app is available in Multimedia
Appendix 4.

Regarding readability, the privacy documents required a median
grade level of 12 (IQR 3, range 7-23). We found the lowest

level in the privacy policy documents of Stopp Corona (Austria)
and The Territory Check-In (Northern Territory, Australia) and
the highest level in the policy document of the Taiwan Social
Distancing app.

Most of the privacy policy documents were difficult or very
difficult to read (81/132, 61.4%), with approximately one-third
being fairly difficult to read (47/132, 35.6%). Only 3% (4/132)
of the apps had a standard or average reading level. In addition
to Stopp Corona and The Territory Check-In, the other 2 apps
were COVID Alert (South Africa) and COVID Alert (Canada).

The sample distribution according to the privacy policy checklist
items is shown in Table 3. Notable strengths in terms of privacy
included the fact that most policy documents explicitly stated
when personal identifiers were collected (116/132, 87.9%) and
what type of data was collected and for how long (100/132,
75.8%). In addition, privacy policy documents mentioned that
these data were protected through a personal identification
number or password (78/132, 59.1%). Nevertheless, most apps
collected or partially collected personally identifiable
information (89/132, 67.4%). Other limitations of data
management included the fact that most privacy policies did
not have a section clearly explaining how the app worked
(86/132, 65.2%), did not state or explain how the app or server
encrypted the data, or did not describe the process of data
exchange (105/132, 79.5%).

In terms of the legal framework used, most policy documents
mentioned that they abided by the GDPR or other national-level
legislative data protection frameworks (82/132, 62.1%). Another
notable strength of the right to be forgotten is that most of the
policy documents stated that the users had the right to delete
the app or their profile (90/132, 68.2%). Nevertheless, a few
policies mentioned the right to rectify or edit the profile (50/132,
37.9%).

On the basis of the privacy policy checklist, the average Privacy
Transparency Index was 56 (SD 22, range 5-95), which can be
considered moderate as it is slightly above the median value of
50. Of the 132 apps, 4 (3%) scored the lowest Privacy
Transparency Index—The Territory Check-In (Australia);
Bardghat Municipality - COVID-19/Disaster Response and
Bharatpur Metropolitan|COVID-19 Response System (both
from Nepal); and Check On the other hand, oneTAS
(Australia)—1 (0.8%) scored the highest Privacy Transparency
Index—COVID Tracker Ireland—and 5 (3.8%) scored the
second-highest Privacy Transparency Index
(90/100)—Corona-Warn-App (Germany), NHS COVID-19 App
(the United Kingdom; 2 versions, one pilot and one national),
SwissCovid (Switzerland), and Protect Scotland.
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Table 3. Completed checklist of the Privacy Transparency Index applied to 132 apps.

Apps, n (%)Domain, item, and score

Privacy

Does the app collect personally identifiable information?

79 (59.8)Yes=0

10 (7.6)Partiala=5

43 (32.6)No=10

Does the privacy policy mention that the app can be used without entering identifiable information?

48 (36.4)Yes or N/Ab=5

84 (63.6)No=0

Does the privacy policy mention that the app collects identifiable information such as full name, email, and phone number?

116 (87.9)Yes or N/A=5

16 (12.1)No=0

Does the privacy policy mention that the app provides the option of a personal identification number, password, or log-in process to view
and enter user data?

78 (59.1)Yes or N/A=5

54 (40.9)No=0

Data management

Does the privacy policy explicitly state which type of data are processed?

100 (75.8)Yes=15

32 (24.2)No=0

Does the privacy policy contain a section on “how the app works” explicitly?

46 (34.8)Yes=5

86 (65.2)No=0

Does the privacy policy state that the app or server encrypts the entered data?

57 (43.2)Yes=10

75 (56.8)No=0

Does the privacy policy describe the process of data exchange and communication between server and phone related to user-entered
information?

27 (20.5)Yes=5

105 (79.5)No=0

Does the privacy policy state that the user information is stored on the phone or device?

51 (38.6)Yes=10

81 (61.4)No=0

Does the privacy policy mention data retention?

100 (75.8)Yes=5

32 (24.2)No=0

Legal framework

Does the privacy policy mention the GDPRc? If not, does the privacy policy mention other legislative frameworks?

82 (62.1)Yes=15

50 (37.9)No=0

Does the privacy policy state whether users can delete entered information?

90 (68.2)Yes=5

42 (31.8)No=0

JMIR Mhealth Uhealth 2022 | vol. 10 | iss. 7 |e35195 | p.94https://mhealth.jmir.org/2022/7/e35195
(page number not for citation purposes)

Bardus et alJMIR MHEALTH AND UHEALTH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Apps, n (%)Domain, item, and score

Does the privacy policy state whether users can edit entered information?

50 (37.9)Yes=5

82 (62.1)No=0

aPartial score when the app used location services only.
bN/A: not applicable.
cGDPR: General Data Protection Regulation.

Correlations
The correlations among continuous variables representing app
characteristics, Permission Accumulated Risk Score, readability,
and Privacy Transparency Index are shown in Table 4. There
was a small significant correlation between the average app
ratings in the 2 app stores (r=0.21; P=.02; 116/154, 75.3%).
Similarly, there was a larger, highly significant correlation
between the number of ratings reported in the Google Play and
Apple App Stores (r=0.87; P<.001; 116/154, 75.3%), which,
in turn, was significantly correlated with the number of installs
(Google Play ratings: r=0.96; P<.001; 150/154, 97.4%; Apple
App Store ratings: r=0.90; P<.001; 120/154, 77.9%). This
finding is consistent with the ANOVA reported at the end of

the App Characteristics section. The Permission Accumulated
Risk Score had a small negative correlation with the average
rating on the Apple App Store (r=−0.20; P=.03; 120/154,
77.9%), suggesting that, the lower the rating, the higher the risk
to the users’ privacy. The Privacy Transparency Index was
negatively associated with the Permission Accumulated Risk
Score (r=−0.25; P<.001; 132/154, 85.7%), suggesting that, the
higher the risk to one’s data, the lower the transparency index
of the related policy document.

Figure 3 is a screenshot of a map representing the relationship
between the Permission Accumulated Risk Score and Privacy
Transparency Index. The map is publicly available on Tableau
Public [74].

Table 4. Correlation table for continuous variables.

7654321Variables

———————a1. Average rating (Google Play)

——————0.21b2. Average rating (Apple App
Store)

—————0.030.043. Number of ratings (Google
Play)

————0.87c0.130.114. Number of ratings (Apple App
Store)

———0.90c0.96c0.040.025. Number of installs

——0.010.040.05−0.20b0.136. PARSd

—0.020.080.110.050.100.047. Grade level (readability)

−0.15−0.25f0.02<0.000.000.10−0.038. PTIe

aNot applicable.
bP<.05.
cP<.001.
dPARS: Permission Accumulated Risk Score.
ePTI: Privacy Transparency Index.
fP<.01.
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Figure 3. Map representing the Permission Accumulated Risk Score (size of the bubble) and the Privacy Transparency Index (color).

Discussion

Principal Findings
This paper presents the first systematic review of COVID-19
contact-tracing apps developed worldwide that explored the
apps’ approach to data protection and privacy. In addition, we
assessed the number and type of permissions requested by the
apps and how transparent the privacy policy documents were
about data protection rules. This systematic review aimed to
(1) identify and map existing contact-tracing apps, (2) evaluate
the potential risks to users’ privacy through the assessment of
the type and quantity of permissions requested, and (3) evaluate
the readability and level of transparency of related privacy policy
documents.

We adopted a systematic search, selection, and identification
process using different sources [62]. This systematic approach
allowed us to identify 180 COVID-19 contact-tracing apps
covering 90 countries. Of these 180 apps, 154 (85.6%) had valid
links to extract permission data, and 132 (73.3%) had privacy
policy documents that could be analyzed. Our search strategy
allowed us to generate a much larger sample than those reported
in recent COVID-19–related app audits [13,29,38]. Furthermore,
the selection of apps we analyzed is more extensive than the
one included in the MIT Covid Tracing Tracker project [37],
which currently comprises 81 apps. The most updated source
of information to date is Wikipedia’s COVID-19 apps page
[36], which lists 152 apps. Although the number of apps for
COVID-19 contact tracing might grow over time with more
governments embarking on digital contact-tracing efforts, some
researchers believe that the momentum is now over considering
how the pandemic has evolved. In the absence of
zero–COVID-19 strategies, mitigation strategies and vaccination
campaigns might take priority over contact tracing and other
NPIs [75]. Nevertheless, we hope that this review will spark
the interest of the public health and global health community,
who might want to contribute to the enlargement and
maintenance of the app database, which is already accessible
on Tableau Public [74].

Permission Data and Privacy Risk
To achieve the second objective, we analyzed publicly available
information from Google Play webpages and extracted it using
the Exodus platform scanner [68]. This objective assessment
and data extraction allowed us to systematically identify and
classify the types of permissions and their relative risk to users’
privacy. We developed a Permission Accumulated Risk Score
to qualify the level of risk, accounting for some dangerous
permissions and the presence of invasive trackers. The wide
variability in the number and type of permissions and trackers
identified across the sample of 154 apps included in this study
suggests that there is no single approach to privacy-preserving
app development. Consistent with the conclusions of Azad et
al [58], many apps seem to collect more permissions than
needed, some of which have the potential to breach users’
privacy. Although the number and type of permissions varied
across the apps, it seems that some governments are particularly
interested in collecting more data than others. On the one hand,
most of the apps requested nondangerous permissions such as
allowing for full network access, preventing the devices from
sleeping, and asking to pair Bluetooth devices. The use of
Bluetooth technology for contact tracing seems to be almost
ubiquitous [58,76] and has been deemed a privacy-preserving
approach [45,48,51]; nevertheless, some apps included very
invasive permissions or required constant internet connectivity,
which might not be available at all times, making real-time
exposure notification difficult or impractical [77].

Moreover, some apps require read-and-write privileges to access
the phone storage and camera to use QR codes, an approach
that seems appropriate for some types of offline self-check
actions for digital contact tracing [77]. Other apps require access
to the microphone, GPS location, and phone identity to allow
for government operations of contact tracing and network
exposure notification. Although it can be efficient from a public
health perspective, this approach might generate some general
privacy concerns. Our findings show a negative correlation
between the Permission Accumulated Risk Score and the
average rating of the selected apps on the Apple App Store,
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which might indicate that users did not like the design or
usability or did not trust these apps, expressing a lower rating
[78].

Readability and Transparency of Privacy Policies
Most apps (81/132, 61.4%) included privacy policies that were
very difficult to read, suggesting that only educated users could
interpret the information presented. This finding is consistent
with some studies evaluating the readability of contact-tracing
app privacy policies [60] and with other apps for other health
domains such as mental health [71,79], health and fitness [63],
and general health for young generations [54,55].

When it comes to transparency, of the 180 contact-tracing apps
identified, 24 (13.3%) did not include a valid link to a privacy
policy document or included a link to a policy document that
was not specific to the app. Although not many users might
read a privacy policy before or after installing an app, not having
such a document available can raise concerns about the
developers’ transparency, negligence, or incompetence [79].
Another notable finding was the inverse relationship between
the Permission Accumulated Risk Score and Privacy
Transparency Index, suggesting that, the higher the risk of
violating one’s privacy through app permissions, the lower the
level of transparency of the policy document. Although this
relationship is based on our expert assessment of the documents
and the permission data, the data make sense. The data suggest
that some developers might collect more data than necessary
without feeling the need to communicate this to the users [80].

As trust in governments seems to be dwindling worldwide, it
would be expected that contact-tracing apps would follow a
truly decentralized framework and be based on transparency
and openness principles [25]. Of the 132 privacy policy
documents analyzed, most (81/132, 61.4%) achieved an
above-average rating in the bespoke Privacy Transparency
Index. Most policy documents indicated that the apps collected
personal identifiers. Although it provides helpful information
about data management, this suggests that a genuinely
privacy-preserving and completely anonymous approach to
contact tracing may be unfeasible in real-life scenarios [49].
Nevertheless, the privacy-preserving apps (ie, those with low
Permission Accumulated Risk Score) had higher ratings on the
Apple App Store. Their privacy policy documents had a higher
Privacy Transparency Index, suggesting that transparency and
privacy can go well together with positive app reviews, which
may indicate better user engagement and sustained use.

Strengths and Limitations
This is the first systematic review and evaluation of COVID-19
contact-tracing apps that combines an assessment of the privacy

risk and the privacy policies’ transparency and readability. An
essential strength of this study is the methodological approach
following a specific protocol for selection, data extraction, and
analysis. Another strength is the availability of the data collected
across 154 apps developed worldwide. The limitations of this
study include the use of bespoke measures to quantify the level
of risk (the Permission Accumulated Risk Score) and the level
of transparency (the Privacy Transparency Index). Although
these instruments require formal validation, we tried to minimize
the potential subjectivity and errors by completing a series of
trainings and assessing interrater agreement and reliability
indexes to establish a good level of agreement in evaluating the
apps. Another limitation was the use of data generated from
Google Play as some apps were developed only for iOS and
were not included in the study. Unfortunately, the App Store
for iOS does not include information about the permissions that
the apps require; this is due to the different software architecture
between iOS and Android. Another limitation is related to the
extreme volatility of the mobile app market and its
characteristics. We provided a global snapshot of all available
contact-tracing apps as of October 31, 2021, after having
monitored the market for approximately a year. Considering
that the pandemic is still ongoing, existing contact-tracing apps
might disappear, new ones could be developed, or different
technological solutions could be adopted to provide exposure
notifications (eg, merging databases or aligning data exchange
protocols between European or US states). This would imply
that the existing apps might have different software permissions
and privacy policies. Our database provides a historical
classification of contact-tracing apps that were developed over
more than a year, and we made such a list of apps available
from the Tableau link.

Conclusions
COVID-19 contact-tracing app developers should find a balance
between following privacy-preserving frameworks and
collecting personal information to serve the needs of public
health institutions to ensure efficient and practical support for
manual contact-tracing efforts. Developers should reduce the
amount of data collected and relate it to the sole purpose of
contact tracing. They should also put more effort into making
privacy policy documents more accessible and easier to read
and providing the information needed to foster trust in
governments and institutions for the fight against COVID-19.
Better and more useful digital contact-tracing apps would help
governments undertake contact-tracing efforts more efficiently
and effectively.
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