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Abstract

Background: The field of eHealth is growing rapidly and chaotically. Health care professionals need guidance on reviewing
and assessing health-related smartphone apps to propose appropriate ones to their patients. However, to date, no framework or
evaluation tool fulfills this purpose.

Objective: Before developing atool to help health care professionals assess and recommend apps to their patients, we aimed
to create an overview of published criteria to describe and eval uate health apps.

Methods: We conducted a systematic review to identify existing criteria for eHealth smartphone app evaluation. Relevant
databases and trial registers were queried for articles. Articles were included that (1) described tools, guidelines, dimensions, or
criteriato evaluate apps, (2) were available in full text, and (3) were written in English, French, German, Italian, Portuguese, or
Spanish. We proposed a conceptual framework for app eval uation based on the dimensions reported in the selected articles. This
was revised iteratively in discussion rounds with international stakeholders. The conceptua framework was used to synthesize
the reported evaluation criteria. The list of criteriawas discussed and refined by the research team.

Results:  Screening of 1258 articles yielded 128 (10.17%) that met the inclusion criteria. Of these 128 articles, 30 (23.4%)
reported the use of self-developed criteria and described their development processes incompletely. Although 43 evaluation
instruments were used only once, 6 were used in multiple studies. Most articles (83/128, 64.8%) did not report foll owing theoretical
guidelines; those that did noted 37 theoretical frameworks. On the basis of the selected articles, we proposed a conceptual
framework to explore 6 app evaluation dimensions. context, stakeholder involvement, features and requirements, devel opment
processes, implementation, and evaluation. After standardizing the definitions, we identified 205 distinct criteria. Through
consensus, the research team relabel ed 12 of these and added 11 more—mainly related to ethical, legal, and social aspects—resulting
in 216 evaluation criteria. No criteria had to be moved between dimensions.

Conclusions:  This study provides a comprehensive overview of criteria currently used in clinical practice to describe and
evauate apps. Thisisnecessary asno reviewed criteriasetswereinclusive, and noneincluded consistent definitions and terminol ogy.
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Although the resulting overview isimpractical for usein clinical practicein its current form, it confirms the need to craft it into
apurpose-built, theory-driven tool. Therefore, in a subsequent step, based on our current criteria set, we plan to construct an app
evaluation tool with 2 parts: a short section (including 1-3 questions/dimension) to quickly disqualify clearly unsuitable apps and
alonger one to investigate more likely candidates in closer detail. We will use a Delphi consensus-building process and develop

auser manual to prepare for this undertaking.
Trial Registration:

PROSPERO International Prospective Register of Systematic Reviews CRD42021227064,

https.//www.crd.york.ac.uk/prospero/display_record.php? D=CRD42021227064

(IMIR Mhealth Uhealth 2024;12:e48625) doi: 10.2196/48625
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Introduction

Background

eHedlth, that is, “the use of information and communication
technology for health” [1], can support the delivery of
interventionsfor self-management support and behavior change
in patients with acute and chronic illnesses [2,3]. According to
the World Health Organization (WHO) [4], self-care health
interventions can be classified into individual agency (eg,
promoting awareness about self-care), health information
seeking (eg, education for informed health decision-making),
social and community support (eg, peer mentorship and
counseling), personal health tracking (eg, home-based records
for health and diagnostic data), self-diagnosis of health
conditions (eg, self-testing), self-management of health (eg,
self-medication or treatment), individuals' links to their health
systems (eg, individuals sharing data with health care
professionals [HCPs]), and individuals' financial outlays for
health (eg, expenses for prescription medicines). However, a
recent eval uation of self-careinterventions delivered viaeHeal th
apps noted that only 20% of the 100 included apps used
evidence-based information, whereas experienced HCPs
considered only 32% to be useful and deemed 52% to be
misleading and 11% to be dangerous [5].

Searching for acommon characteristic linking the most effective
apps, several systematic reviews and meta-analyses have found
that those developed on firm theoretical foundations are more
likely to be effective [6,7]. However, a systematic review of
health-promoting smartphone apps found that only 55.6% of
the included 27 studies described a theoretical basis for their
smartphone app development [8]. A 2018 review found that
only 8 (1.2%) of 681 smartphone apps to support medication
adherence had documented evidence of their effectiveness. Such
evidence is health care systems main consideration regarding
certification and reimbursement [9]. Furthermore, although a
user-centered design (sometimes also caled human-centered
design) and the involvement of patients and HCPs in the
development of smartphone apps is known to provide insights
into end users’ needs and helps ensure both relevant, reliable
content and high quality [9,10], only 84 (12.3%) of the appsin
this review had been developed in collaboration with HCPs.
None reported patient involvement in their development
processes[9].

https://mhealth.jmir.org/2024/1/e48625

Owing to the increasing availability of eHealth smartphone
apps, it is vitally important and increasingly challenging for
HCPs to identify, evaluate, and recommend relevant,
trustworthy, and high-quality eHealth smartphone apps[11-14].
One tempting way for HCPs to form afirst idea of an eHealth
smartphone app’s quality isthe star ratings and written reviews
it receives on an app store [15]. However, this information is
often subjective and distorted by individuals, comes from
unverified or fraudulent sources, or provides no insights on an
eHealth app’s quality [15-18]. HCPsalso face alack of reliable
guidance on evaluating eHealth smartphone apps’ applicability
to clinical practice [13,19,20]. Therefore, many are now
struggling to describe and evaluate eHealth smartphone apps.
A guideline regarding their characteristics and quality using
standardized methods that will allow HCPs to propose reliable
appsto their patients is needed [21,22].

Previous efforts to evaluate apps have generally focused on
guidance for researchers [23-25]. Although the criteria were
often overly complex or tailored to specific health areas, they
also tended to be incomplete. Their underlying theories,
scientific rationales, and development processes have rarely
been described [20,25-27]. Furthermore, their unsuitable foci,
nontransparent development processes, complexity, and often
excessive time demands make them a poor fit for clinical
practice. Finally, the existing instruments used a variety of
criteria that only partially overlapped [20,23-27]. A clear
description and evaluation of an app isimportant as, in rapidly
evolving fields, even small changes or improvementsto an app
can have significant impacts on its use and usefulness [28]. To
date, evaluation tools to help clinicians describe and evaluate
eHealth apps, allowing them to recommend high-quality apps
to their patients and share their thoughts using common
terminology, are lacking [29,30].

Objectives

Therefore, the aim of this study was to obtain an overview of
the evaluation criteria used in the literature. This process was
conducted in three steps: (1) conducting a systematic review to
identify existing criteria for evaluating eHealth apps, (2)
developing aconceptual framework for the eval uation of eHealth
smartphone apps, and (3) developing a comprehensive list of
criteriafor describing and eval uating eHealth smartphone apps.
This was the foundational phase 1 of an overarching project to
develop and pil ot-test atheory-based tool to help HCPs evaluate
the characteristics and quality of eHealth smartphone appsin a
practical and standardized way (Figure 1). Phase 2 will involve
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narrowing down, refining, and testing the evaluation criteria
via 3 further steps: conducting a Del phi survey to narrow down
the criteria (step 4), developing a user guide for the processes
of description and evaluation (step 5), and pilot-testing the user

Ribaut et al

guide and processes with HCPs (step 6). This paper focuses on
reporting on the foundational phase 1 and outlining the proposed
steps for phase 2.

Figure 1. Overview of the 2 phases and steps in the development of the eHealth smartphone app evaluation tool (the focus of this paper is framed on

the left side).
Focus of this paper
Phase A Phase B
Development of a comprehensive list Reduction, refinement, and testing of
of evaluation criteria the evaluation criteria
Step 4
. SteP l, - Delphi survey to reduce
Systematic review .
criteria
Step 2
Development of conceptual , Step 3 ) .
. " Development of user guide
framework
Step 3
Development of . Step 6.
S Pilot-testing
comprehensive criteria list
Methods dimensions, instruments, criteria or items, or development
processes for tools to evaluate eHealth smartphone apps; (2)
Design clearly describing the evaluation of interventions delivered via

We used a 3-step descriptive, iterative, and developmental
approach in phase 1. We first conducted a systematic review,
then iteratively developed a new conceptua framework, and
finished by compiling a comprehensive list of criteria for the
evaluation of eHealth apps. The methodology for each of these
steps is described in detail in the following sections. As this
study did not deal with human participants or identifiable data,
no ethics approval was needed.

Step 1: Systematic Review

To identify existing criteria for evaluating eHealth apps, we
conducted a systematic review complying with the Cochrane
Handbook for Systematic Reviews of Interventions [31]. The
manuscript was written following the PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses)
guidelines[32].

Protocol and Registration

Our review was registered in PROSPERO (CRD42021227064
[33]). No other protocol has been published.

Eligibility Criteria

Our systematic review included studies on any health condition

fulfilling the following inclusion criteria: all had to be primary
studies or reviews (1) explicitly describing tools, guidelines,

https://mhealth jmir.org/2024/1/e48625
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eHealth smartphone apps according to predefined
(self-developed or existing) criteria; (3) having full-text versions
available; and (4) being available in English, French, German,
Italian, Portuguese, or Spanish. We incorporated criteria
encompassing a broad spectrum of health care areas, including
health promotion, prevention, and both physical and mental
health. Recognizing the interconnected nature of physica and
mental health and the diverse purposes and user groups for
which eHealth isused, we integrated awide array of objectives
and stakeholdersinto our evaluation. Although these areas may
exhibit distinct characteristics, it is conceivable that there are
fundamental criteria that could be consistently applied in
evaluating eHealth apps across different domains. These
fundamental criteria may encompass aspects such as
user-friendliness, data security, privacy, and usability, forming
ashared foundation for evaluation to ensure that essential quality
aspects are addressed. In summary, our systematic review
encompasses these comprehensive topicsto provide athorough
evaluation of eHealth quality criteria, which are applicable to
diverse health care needs. Our aim wasto encourage consistency
and standardization in the evaluation process. Articles were
excluded if they (1) described criteriato evaluate interventions
delivered viaeHealth websites and videos, among other media,
but not smartphone apps; and (2) were study protocols,
conference abstracts, editorials, or letters to the editor.
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I nformation Sources

We queried the MEDLINE (OvidSP), CENTRAL (via
Cochrane), CINAHL (EBSCOhost), and Web of Science
databases. Supplementary searches were conducted on trial
registries (Clinical Trials.gov and WHO tria registry) and the
referencelists of theincluded papers. The search was conducted
on December 5, 2022. No time restrictions were imposed.

Search Strategy

We developed our MEDLINE search string based on the terms
used in articles on (partially) similar topics [34-41] combined
with key Medical Subject Heading and free-text terms (see the
search strategy in Multimedia Appendix 1). For the other
databases, we adapted the search string accordingly. We
combined thematic blocks with various keywords related to
eHealth, smartphone, application, evaluation, and tool. No
filterswere applied.

Selection Process

All identified titles and abstracts were independently screened
for relevance by 2 reviewers (JR and TH). The full texts were
assessed by the same reviewers using the criteria described
previously. The reasons for full-text exclusion were reported.
In one case of disagreement, an independent third researcher
(SDG) contributed to help reach a consensus.

Data Collection Process and Data | tems

In total, 2 reviewers (JR and TH) independently extracted the
data and cross-checked their results. We extracted information
on the author, year, country, research question or study aim,
design, operating system, population or specific condition, main
intended intervention purpose, name of thetool, and framework
or theoretical guidance. The intended purpose of each eHealth
app—delivered intervention was categorized according to the
WHO classification for self-care health interventions [4]:
individual agency, health information seeking, social and
community support, personal health tracking, self-diagnosis of
health conditions, self-management of health, individuals’ links
to their health systems, and individuals' financia outlays for
health. Specific eHealth app quality evaluation dimensions or
criteriawere extracted and tabulated in a separate table.

Study Assessment

The included studies were assessed using the Appraisal of
Guidelines for Research and Evaluation-lI (AGREE-II)
instrument [42], which is widely used to evaluate guideline
development processes. As many of the included studies did
not a priori intend to develop an evaluation guideline, this
instrument might not have been the best option for all studies.
However, as we were mainly interested in the justification and
development of the dimensions or criteria used in the studies,
thisinstrument provided us with the best support for evaluating
these aspects. The AGREE-II instrument consists of 23 items
classified into 6 domains (3 items on scope and purpose; 3 on
stakeholder involvement; 8 on rigor of development; 3 on clarity
of presentation; 4 on applicability; and 2 on editorial
independence, ie, whether funding body and competing interests
were reported). We concluded our AGREE-II assessment by
rating the degree to which each included study described each
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domain. For this, we used a 4-descriptor scale: accurately (all
AGREE-II itemsfulfilled), partially (two-thirds of al AGREE-II
items fulfilled), hardly (one-third of all AGREE-II items
fulfilled), and not at all (0 AGREE-II itemsfulfilled).

Step 2: Development of a Conceptual Framework

The original dimensions of the frameworks reported in the
selected articles were listed in atable. Similar descriptions of
dimensions were merged. The first draft of the proposed
conceptual framework and graphical representations was
reviewed and discussed with various stakeholders (researchers,
clinicians, designers, and software devel opers with backgrounds
in nursing, medicine, ethics, and informatics). During these
discussions, the participants recommended that we distinguish
between technical dimensions (eg, design, usability, security,
safety, and privacy) and those that focused on content (eg,
evidence base and scientific evaluation). It was aso
recommended that the dimensions be presented as a linear,
step-by-step process. During these meetings, the first author
(JR) took notes and recorded the proposed changes until
consensus was reached on the next version.

The second draft of the framework was discussed with 18
international volunteers (patient representatives, researchers,
clinicians, and technol ogy developers) from diverse backgrounds
in health care (eg, psychology, nursing, and pharmacy) who
were participating in a public webinar on quality evaluation of
eHealth technology. As it was a public webinar, only limited
data on participant demographics were collected (Table S1 in
Multimedia Appendix 2). A survey via AhaSlides (AhaSlides
Pte Ltd) to rate the importance and clarity of the dimensions
and subgroups (1=not important; 5=very important) and
open-ended questions to add missing dimensions or subgroups
were used to engage with the participants. In addition, the
participants were engaged to add comments orally that the first
author (JR) put in writing. The quantitative data were analyzed
descriptively (eg, frequency and mean), whereasthe qualitative
data were analyzed using the mind-mapping technique. The
participants found the technology dimension too large (ie,
covering too many subtopics) and partially unclear. Therefore,
it was recommended to split this dimension into technological
concerns (eg, technical requirements, security, safety, and
privacy) and functional requirements (eg, the user-centeredness
and usability of the design). In addition, they understood eHealth
evaluation as a cyclical process and recommended presenting
the conceptual framework as a continuous circuit as opposed
to theinitially linear process recommended previously.

Their feedback was used to draft a third version of the
framework, which was presented and discussed with 34
researchers, clinicians, and technology devel opers (Table S2in
Multimedia Appendix 2; only 1 person overlaps with the
volunteers from the webinar) mainly with a background in
pharmacy who participated in the Next Chapter in Patient Care
Conferencein April 2022 in Parnu, Estonia. Thistime, asurvey
via Mentimeter (Mentimeter AB) was used to rate the
importance and clarity of the dimensions and subgroups (1=not
important; 5=very important), and open-ended questions were
used to add missing dimensions or subgroups. In addition, the
participants were engaged to add comments orally while the
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first author (JR) took notes. Quantitative data were analyzed
descriptively, whereas qualitative data were analyzed using the
mind-mapping technique. The Next Chapter in Patient Care
participants recommended highlighting the overarching nature
of the ethical, legal, and socia aspects, which must be
considered in all eHealth smartphone app evaluation dimensions.
Thisresulted in afourth version reflecting the general character
of relevant ethical, legal, and social considerations.

Subseguent rounds of discussion and feedback with the research
team focused on the scope and relationships between the
dimensions. The participants highlighted the legal, ethical, and
social aspects to be treated as part of the context. In addition,
they agreed that stakeholder involvement should be seen as
another overarching aspect that is important in all dimensions
of eHealth app evaluation. This discussion resulted in the final
version of our new conceptual framework for evaluating eHealth
apps. the eHealth Smartphone App Evaluation (eHAPPI)
framework.

Ribaut et al

Step 3: Development of aComprehensiveCriteriaList

The eHAPPI framework was then used to synthesize al the
eHealth smartphone app evaluation criteria identified in the
selected studies. The redundant criteria were combined. The
classification of thecriteriaaccording to theeHAPPI dimensions
and suggestions for changes and regarding additional or
irrelevant criteria were discussed and refined by the research
team according to consensus.

Results

Step 1. Systematic Review

Study Selection

The results of our study selection process are presented in the
PRISMA flow diagram (Figure 2). The search strategy described
previously yielded 1021 nonduplicate titles. After screening of
the titles and abstracts as well as full-text assessment for
eligibility, our final analysis included 128 articles that met all
theinclusion criteria (Multimedia Appendix 3 [43]).

Figure 2. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flow diagram.

Records identified through database
searching (n=1258)

* PubMed (n=572)

Study Characteristics

General Description

A detailed description of the characteristics of the included
studies can be found in Multimedia Appendix 4. The years of
publication ranged from 2013 to 2022. All but 1.6% (2/128) of
the articles were written in English—1 was in French [44] and
the other in Spanish [45]. Four-fifths of the studies (101/128,
78.9%) were conducted in Western Europe, North America, or
Australia. The studies used a variety of designs, mainly
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user testing of asingle app (27/128, 21.1%); or different forms
of reviews (15/128, 11.7%). The 128 included studies involved
apps covering 30 topics, such as menta hedth, heath
promotion, or support for specific physical conditions (eg, heart
disease and diabetes). However, only 50.8% (65/128) of the
studies provided enough detail to categorize them according to
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the WHO classification for self-care interventions for heath
and well-being [4].

Evaluation Tools

In total, theincluded studies used 142 distinct toolsto evaluate
eHealth apps. Although 76.6% (98/128) of the included studies
used a single evaluation tool, 23.4% (30/128) used multiple
tools and scales. Almost one-quarter of the studies (30/128,
23.4%) used an evaluation tool with investigator-devel oped
criteriaand then provided only scantily described devel opment
processesor theoretical backgroundsfor those criteria. The most
frequently used tool wasthe Mobile App Rating Scale (33/128,
25.8%) followed by its adapted versions (8/128, 6.3%) and the
System Usability Scale (22/128, 17.2%). Less frequently used
tools were the Post-Study System Usability Questionnaire
(2/128, 1.6%), the Questionnaire for User Interaction
Satisfaction (2/128, 1.6%), and the quality of experience survey
(2/128, 1.6%). A total of 43 other tools were used in only 0.8%
(1/128) of the studies each. In total, 10.2% (13/128) of the
studies used qualitative methods (eg, interviews and focus
groups) to generate the app evaluation criteria. In some cases
(4/128, 3.1%), the origin of the criteriawas unclear, or similar
names were used for different tools.

Theoretical Frameworks

Most studies (83/128, 64.8%) did not clearly report atheoretical
underpinning. The 32% (41/128) that did used 59 different
frameworks, including various non—eHeal th-specific behaviora,
social, or implementation theories (10/59, 17%), the technology
acceptance model (7/59, 12%), heuristic evaluation (5/59, 8%),
models of the International Organization for Standardization
(3/59, 5%), the (extended) Unified Theory of Acceptance and
Use of Technology (3/59, 5%), or user-centered design (2/59,
3%). In total, 29 frameworks were used in only 2% (1/59) of
the studies each. Of the 59 frameworks used in the included
studies, 16 (27%) guided the development and 43 (73%) guided
the evaluation of eHealth smartphone apps. In 1.6% (2/128) of
the studies, different frameworks were used for devel opment
and evaluation.

Study Assessment

On average, the studies described 8.6 (SD 2.4; range 3-15) of
the AGREE-II instrument’s 23 items[42]. Few studies described
the scientific or theoretical basis and devel opment processes of
the app evaluation criteria that they applied. The most
completely described or justified domainswererelated to scope
and purpose (116/128, 90.6% described it accurately; 11/128,
8.6% described it partially; and 1/128, 0.8% hardly described
it), editorial independence (91/128, 71.1% described it
accurately; 30/128, 23.4% described it partially; and 7/128,
5.5% did not describe it at all), and stakeholder involvement
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(13/128, 10.2% described it accurately; 42/128, 32.8% described
it partially; 70/128, 54.7% hardly described it; and 3/128, 2.3%
did not describe it a all). The least fulfilled domains were
applicability (1/128, 0.8% described it accurately; 2/128, 1.6%
described it partially; 22/128, 17.2% hardly described it; and
103/128, 80.5% did not describeit at all), rigor of devel opment
(13/128, 10.2% described it partially; 53/128, 41.4% hardly
described it; and 62/128, 48.4% did not describe it at all), and
clarity of presentation (14/128, 10.9% described it accurately;
32/128, 25% described it partidly; 52/128, 40.6% hardly
described it; and 30/128, 23.4% did not describe it at al).

Step 2: Development of a Conceptual Framework

The full list of frameworks and origina eHealth evaluation
dimensions identified in the selected studies can be found in
Multimedia Appendix 5 [43,45-47]. Some dimensions were
included in only afew frameworks, and no framework included
all possible dimensions.

The condensed dimensions were presented graphically and
refined iteratively with the stakeholders until consensus was
reached and no further adaptionswere needed. Thefina eHAPPI
conceptual framework (Figure 3) consists of six interrelated
dimensions. (1) context, (2) stakeholder involvement, (3)
devel opment processes, (4) implementation, (5) evaluation, and
(6) features and requirements.

A detailed definition of each dimension, including the
subgroups, is presented in Textbox 1. Context describes a set
of unique factors and conditions in which the app will be
implemented [48]. This is an overarching dimension that
depends on and, in turn, influences the other domains.
Sakeholder involvement is essential in al aspects of eHealth.
It involves the active engagement of relevant partners in all
processes of the app life cycle, from conceptualization to
sustainable implementation (eg, with end users, HCPs,
researchers, and health insurers) [49,50].

Several subgroups were defined to further outline and structure
the framework: basic information (concerning the app) and
ethical, legal, and social aspects were seen as relevant
subgroups of the context dimension. The
featuresandrequirements dimension was assigned 4 subgroups:
evidence-based content; functionality; usability, privacy, and
security; and performance. Similarly, the development process
dimension was divided into cocreation/user-centered design
and characteristics of the development team, and adoption
(integration into daily life) and maintenance were seen as
relevant subgroups of the implementation dimension. Finally,
the evaluation dimension included only 1 subgroup: scientific
evaluation.
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Figure 3. Thefina eHeath Smartphone App Evaluation framework.
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Textbox 1. Overview of framework dimensions, subgroups, and definitions.

Context

Stakeholder involvement

Development process

Evaluation

Implementation

Context describes the set of unique factors and conditions in which the app is implemented. During the implementation process, the app,
implementation, and context interact, influencing, modifying, facilitating, or hindering one another. Asan overarching concept, context encompasses
aphysical location and roles, relationships, and interactions at various levels (ethical, legal, social, geographical, epidemiological, and political)
[48,51].

Basic information describes general information concerning the app (eg, name, URL, or available languages).

Ethical, legal, and social aspects describe activitiesto help evaluators consider ethical, legislative, and social implications of an app’s devel opment
and implementation. These aspects cannot be completely separated from each other as they overlap somewhat [28].

Ethics describes activities to understand and explore the moral life, wherein morality includes beliefs, norms of behaviors, principles, and rules
that guide individual and institutional behavior. Morality is a widely shared set of norms that result from a certain social consensus. Ethical
aspectsincludethe prevailing moral norms and val ues during the devel opment and implementation of apps. Although moral values areinfluenced
by cultural, sociopolitical, religious, and economic differences, many ethical reflections are shared by all countries and societies. Regarding apps,
important ethical topicsinclude benefit-harm balance, autonomy, respect for persons, and justice and equity and legislation (when using the app,
ethical challenges may arise that were not considered in existing legislation and regulations) [28].

Legal aspectsinclude rules and regulations that must be considered when devel oping and implementing apps. Rules and regulations are designed
to protect the rights and interests of the patients and other members of society (eg, legislation on patients' rights; data protection laws; or the
regulations, rights, and obligations of health care professionals [HCPs] in genera). Important legal topics are, for example, autonomy of the
patient (eg, legal requirements), privacy of the patient (eg, no use of “unnecessary” patient information), equality in health care, ethical aspects
(eg, impact on achievement of human rights), authorization and safety (eg, laws and rules regarding safety), ownership and liability, and regulation
of the market [28].

Social aspects describe human-centered activities that approach end users and their social networks as reference points in an app’s devel opment
and implementation. These include groups of patients or individuals who might require special consideration (eg, vulnerable populations, people
living in remote communities, people with learning difficulties, older people, ethnic minority individuals, and immigrants). Petients’, individuals',
and relatives’ perspectives should be considered when devel oping and implementing apps. Some socia groups may be important for a particular
app (eg, ethnic minority individuals and individuals with disabilities), which should be specified. Important socia topics include patients’
per spectives (eg, expectations and wishes), social group aspects (accessibility), and communication aspects (eg, explanation of treatment choi ces)
[28]

Stakeholder involvement describes the active engagement of relevant partners in all processes of the smartphone app life cycle, from
conceptualization to sustainable implementation (eg, end users, HCPs, researchers, and health insurers [49,50].

Note: for end-user involvement in the development process, see the Cocreation/user-centered design section under the Development process
subheading in this textbox).

Development process describes all activities performed regarding the app’s creation, such asactivitiesrelated to itsaim, target population, guiding
principles, applied approaches, stakeholder contributions, required changes for subgroups, or continuing uncertainties [52-54].

Cocreation of technologies or user-centered design: cocreation describes a stepwise processin which partners (eg, patients, caregivers, and HCPs)
are actively involved in the strategic design and planning of the app’s development and implementation at every stage of the process [55].

User-centered design is a multidisciplinary design approach using cyclic iteration and evaluation. As it actively involves users to improve the
developers’ understanding of their requirements and wishes, this approach is seen as essential regarding product benefits and usability [56].

Characteristics of the development team describes information about the multidisciplinary group responsible for the creation of the working,
validated app. Important characteristics of the development team include the name of the app provider (devel oper and manufacturer of technology
and content), contact details, organization attributes, and funding, as well as any conflicts of interest [57].

Evaluation describes the assessment of the app’s efficacy, effectiveness, cost-effectiveness, safety, implementation, and impact [58].

Scientific eval uation isthe systematic assessment of the app’s efficacy, cost-effectiveness, safety, implementation, and impact through observation,
measurement, and experimentation in a scientific study. Such an evaluation is essential to reliably measure an app'’s effects and outcomes as a
basis for decision-making [58-60].

Implementation describes the uptake and sustainable integration of evidence-based innovations such as apps into routine use [61].

Adoption (ie, integration into daily life) deals with the app’s uptake (ie, activities focused on using the app in everyday life). This includes the
user’s reaction to the app with respect to desired activities and interactions, such as downloads, clicks, and data entries. User engagement, that
is, the user’'s investment in learning about and participating in the app (eg, time and memory load), is an important prerequisite for the app’s
long-term integration into daily life [62-64].
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Features and requirements

Maintenance covers activitiesthat ensure that an app is sustained in an acceptable and safe condition to perform its specified functions. Maintenance
alsoincludesrepair as a stand-alone action to restore deteriorated or damaged parts. The activities needed to ensure the required performance of
the app during its lifetime include updates, performance evaluations, and the planning and execution of necessary repairs [65].

Features and requirements describe the app and the characteristics or attributes it must provide to meet the users' needs (ie, its information
content, functionality, usability, security, privacy, and performance). The indications, performance features, and app options may differ for
different generations or versions of an app. Important features and requirements topics include app description, claimed benefits, care level of
use, reference values, or cutoff points used [28, 66]. A clear description of the app isimportant as, in rapidly evolving fields, even small changes
or improvements to an app can have large impacts on its use and benefits. The description should enable those who are not familiar with the app
to understand what it does, how it works, and how it can be used..

Evidence-based content describes information, subject matter, and data content made available by the app based on the best available scientific
knowledge and clinical expertise [67].

Functionality describes the properties or functional requirements that affect the app’s use (i, its features, components, and usefulness). In the
context of self-monitoring, there are specific requirements related to design issues, particularly those concerning wearable technologies, as well
as reguirements regarding the behavioral aspectsthat are part of the design. These requirements need to be considered when eval uating a product
or system for self-monitoring. The functionality information isintended to summarize the app’s overall suitability for usein aparticular situation
[38,68,69].

Usability, privacy, and security are nonfunctional requirements (ie, they deal with how the system should operate in terms of usability, security,
privacy, design, modularity, modifiability, reliability, availability, portability, and operability).

Usability describes the extent to which an app can be used by itstarget usersto achieveitsintended goal s effectively, efficiently, and satisfactorily.
Ideally, an app should be easy to use, easy to learn, and easy to understand [70].

Privacy describes the protection of and control over personal data during the app’s processing operations [71].

Security describes the provision of safeguards that serve the security of the individual or community. For example, this helps prevent or avoid
poverty, hardship, theft, or espionage. Security isamajor component of a stable, relatively predictable environment in which people can pursue
their goals without interference, harm, or the fear of them. Thisincludes protecting the app and associated data from eventsthat could cause loss
or severe damage, such asfire, burglary, theft, or vandalism [72,73].

Performance describes whether an app works quickly and without errors and does not cause problems. Important performance topics include

reliability and scalability (ie, whether an app still works properly when the number of users increases [74,75]).

Step 3: Development of aComprehensiveCriteriaList

In total, 205 criteria for describing and evaluating eHealth
smartphone apps were reported in the selected articles. None
of the articles included al the possible criteria. The use of
terminology differed within the publications or was attributed
different meanings. For example, several were named usability
but referred to different aspects of that criterion, such as ease
of use, usefulness, or speed. Others, such as research-backed,
scientific references, information accuracy, and information
quality, were named differently but clearly referred to asingle
criterion—in this case, evidence-based information.

Using the new eHAPPI framework, it is clear that most studies
reported criteria that focused on usability, evidence-based
content, functionality, or scientific evaluation. However, only
1 reported criterion dealt with context, and only 5 dealt with
development processes.

The research team'’s discussions emphasi zed that some criteria
are objective (eg, average rating in the app store and purpose
of theapp). In contrast, others are more subjective (eg, matching
the needs of the target population and intention to use). In
addition, several were dependent on the tested app’s purpose
or content (eg, whether an app community exists and features
to support behavior change).

Theresearch team agreed on how all the criteriawere classified
into dimensions and how most were formulated. However, to
improve understanding or align with known formulations, they

https://mhealth.jmir.org/2024/1/e48625

suggested revisions to the wording of 12 criteria [28]. On the
basis of the research team’s recommendations (Multimedia
Appendix 6 [25,45-47,76-85]), 11 new criteria were added
(Multimedia Appendix 7 [28]). These additions were mainly to
the ethical, legal, and social aspects section. No criteria were
deemed completely irrelevant, so none were removed. Finally,
the research team agreed to classify these added criteria into
the existing dimensions.

Thefinal list contained 216 criteriafor describing and evaluating
eHealth smartphone apps (Multimedia Appendix 8). Although
thislist was comprehensive, our discussions highlighted that it
was not practical for use by HCPs in clinical practice. The
research team agreed that, in the next phase, a short version
with only 1 to 3 items per dimension would be useful to make
a quick initial decision (ie, acting as an agorithm to gauge
whether an app should be given further consideration). Only if
an app passed this pretest would it undergo a more thorough
evaluation using detailed criteria and offering nuanced results.
In addition, the research team recommended a specific algorithm
with thresholdsthat could be adjusted depending on each tested
app’s purpose and context.

The research team recommended that the next step for the
project’s second phase be a Delphi process to condense the list
and develop the proposed decision support tool. This process
will havetwo aims: (1) to provide ameansto reach aconsensus
and (2) to develop a useful and feasible (ie, practical for usein
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clinical practice) tool to describe and evaluate eHealth
smartphone apps.

Moreover, participants expressed concerns that the necessary
information to complete the tool may be difficult to find.
Therefore, the development of a user guide for HCPs on how
to apply the tool and where to typicaly find the required
information was also proposed for the next phase. Finally, the
eHealth smartphone app evaluation tool and user guide will
need to be pilot-tested with HCPs.

Discussion

Principal Findings

Although the eHedlth field is rapidly expanding and evolving,
thereisno consensus on how the quality of eHealth apps should
be defined and evaluated by HCPs[13,19,20,86]. In this paper,
we described how we devel oped acomprehensivelist of criteria
to evaluate eHealth apps. We used ameticul ous methodol ogical
approach to derivethelist, consisting of a systematic literature
review and iterative rounds with stakeholders from various
backgrounds to compose a comprehensive framework—the
eHAPPI—and use it to synthesize all the criteria identified in
the selected studies. We found 6 overarching dimensions (ie,
context, stakeholder involvement, features and requirements,
development processes, implementation, and evaluation) of
eHealth app evaluation and 205 criteria in the literature. A
research team discussion resulted in 11 additional criteria,
bringing the new total to 216. Using this comprehensive list,
HCPs would be able to evaluate eHealth apps designed for
diverse health care needs. No original studies included all the
dimensions or al the criteria. Most of the selected studies
(83/128, 64.8%) did not describe an underlying framework or
theoretical guidance or how their criteria were developed. In
addition, a genera lack of common terminology among the
included studiesfurther complicated efforts toward comparison
and direct application in clinical practice.

Although the proposed complete list of criteria was
comprehensive, applicable to diverse health care needs, and
applied consistent terminology, itslength and depth limited the
feasibility of using it in clinical practice. As a stand-alone
reference, this list would be better suited for comprehensive
evaluations of a broad range of eHealth apps by a regulatory
body. Therefore, we proposed a 2-step approach to developing
these criteriafor use by HCPs. Thefirst step would be defining
afew criticd initial decision criteria. A more detailed description
and assessment would be useful only for positive evaluations
using these first criteria. Using such an agorithm would allow
the most obvioudly inferior apps to be quickly excluded from
the process.

However, our progress in this direction was slowed by a lack
of consensus regarding which criteriawere essential and which
would simply be niceto have[23]. Asacompromise, we agreed
that developing the proposed algorithm would require more
expertise than we had and further expert discussion. Therefore,
for the second phase of this project, we proposed a Delphi
process [87] to guide the further development and fine-tuning
of the final evaluation tool.

https://mhealth.jmir.org/2024/1/e48625
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Although we did not reach aconsensus on which criteriaqualify
asessential, our group discussions provided insightsinto which
qualities to consider in describing and evaluating apps as well
as how an optimal tool might be structured. For example, given
the dynamic and rapidly evolving use of appsin clinical practice
[29,88], flexibility is a significant concern [23,25]. Therefore,
the research team recommended an algorithm not only whose
cutoff criteria can be modified to fit each evaluated app’'s
purpose and context but also whose overall functionalities can
evolve alongside the surrounding technology [89].

Another point of discussion concerned the difficulty we
encountered in finding the information to complete this
evaluation tool. HCPs who are less familiar with eHealth apps
may have difficulty gathering even basic data, such asthe name
of an app’s developer or its latest update [13,21,22]. More
technologically savvy individuals may have trouble finding
information on that app’s scientific basis, how or whether its
development processes included stakeholder involvement, or
which strategies were used in its implementation. Therefore,
we suggest that the proposed tool include auser guide describing
why such criteria are important and where to find and how to
judge the required information. This echoes arecommendation
by the European Network to Advance Best Practices and
Technology on Medication Adherence in their Cooperation in
Science and Technology Action (CA19132), which facilitates
the use of aweb-based repository of information on medication
adherence technology [90,91]. Although eHealth app devel opers
clearly need to provide relevant details in a clear and easily
accessible way, health educators also need to include eHealth
evaluation in HCP education and training curricula.

The previous discussion provides the foundation for conducting
phase 2 of this study. This phase hasthree goals: (1) to conduct
a Delphi survey to narrow down the number of criteria and
develop an algorithm for initial decision-making, (2) to develop
auser guide, and (3) to pilot-test the resulting iteration.

Limitations

This study has severa limitations. Most notably, at this point
in the project, although our list of eHealth app description and
evaluation criteria is comprehensive, it remains a preliminary
version. That is, despite discussions with various
interdisciplinary experts, phase 1 did not produce an in-depth
consensus on the essential criteria for a richly detailed but
broadly feasible means of evaluating eHealth apps. This drove
the decision to design a 2-phase project. In phase 2, which will
be a Delphi study [87], we aim to develop a criteria-sorting
algorithm. With this in place, the phase will culminate in a
version of an eHealth app evaluation tool for pilot-testing.

In addition, all the included studies were assessed using the
AGREE-II instrument [42], which was specifically designed to
assess clinical practice guideline development reports.
Considering the high level of heterogeneity across many of the
study characteristics, direct comparability using a single tool
was limited. However, although other instruments would have
been more suitable in many cases, using various instruments
would haveyielded equally varied results. Aswewere primarily
interested in the rationales and development processes that
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supported the dimensions and criteria, the AGREE-II scales
provided a consistent assessment of these aspects.

Finaly, the participants in the discussion rounds for the
devel opment of the conceptual framework were primarily health
care researchers and professionals. There were very few
technology developers or industry representatives present, and
only 2 patient representatives participated. This may have
resulted in a limited consideration of the patient perspective
and an increased risk of interventions exacerbating existing
health care inequalities [92]. Therefore, we included in the
context dimension of theeHAPPI framework subgroupsfocusing
on ethical and social aspects. These subgroups aim to underscore
the necessity of addressing the risk of intervention-generated
inequalities.

Comparison With Prior Work

Although 23 of the existing tools were explicitly intended for
HCPs|[14,43,46,47,76-86,93-100], none of these were complete;
rather, they were too focused on specific conditions, or their
theoretical justifications or development processes were not
described. Such omissions makeit difficult for HCPsinclinical
practice to comprehensively but feasibly describe and evaluate
eHealth appsin astandardized way to guide the recommendation
of relevant, reliable, and high-quality apps to their patients
[11,13,14]. Other studies supplemented the dimensions and
criteriafor describing and eval uating apps. However, it remains
unclear which criteriaare essential and how detailed they need
to be. Recently, there has been much discussion about how to
define and evaluate eHealth quality and what criteriaare needed
for an app to be used in the health care system [23,89,101].
Future findings from the planned phase 2 will likely provide a
basisfor further discussion on this topic among app developers
or providers, HCPs, patients, researchers, and policy makers.
Our first comprehensive list of criteria as a result of phase 1
provides an excellent basis for the next steps in phase 2 to
develop anew eHealth app evaluation tool.

The need for atool to describe and evaluate eHealth apps and
help HCPs and their patients navigate the digital health
ecosystem is pressing [23]. Our path to a proposed resolution
has been quite complex asthisfield isalso complex. After listing
thecriteriaidentified viaaliterature review, we devel oped them
through expert discussions, revealing important improvement
areas. |n particular, compared with recommendations from the
Health Technology Assessment Core Model [28], the criteria
concerning the ethical, legal, and social aspects of eHealth apps
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were deemed incomplete. Therefore, in addition to adapting
many criteria, we added several.

Contribution of This Study

This study focuses on addressing the rapidly growing and
somewhat chaotic field of eHealth, particularly the challenges
faced by HCPswhen it comesto eval uating and recommending
health-related smartphone apps to their patients. This study’s
contribution liesin its comprehensive methodol ogy for gathering
and categorizing existing criteria for evaluating health apps,
which is essentia as no single framework or evaluation tool
effectively serves this purpose. The methodology involved a
systematic review of the literature, which resulted in the
identification of 216 distinct eval uation criteriaorganized within
a conceptual framework comprising 6 app evaluation
dimensions. These dimensions encompass various aspects,
including the app’s context, stakeholder involvement in its
devel opment, features, devel opment processes, implementation,
and evaluation. This study highlights the need for a more
purpose-built, theory-driven tool to help HCPs assess and
recommend apps effectively and outlines plansto create a 2-part
app evaluation tool based on the gathered criteria, which will
expedite the process of disqualifying unsuitable apps and
scrutinizing potential candidates more closely. This study serves
asacrucial foundational step toward developing apractical tool
that can guide HCPs in evauating and recommending
health-related apps.

Conclusions

Developing atool comprehensive enough for HCPs to reliably
describe and evaluate the full range of eHealth apps yet short
enough to be feasible for daily clinical practice is a daunting
challenge. After our literature review yielded a list of criteria
too bulky for routine use, there was a lack of consensus either
on terminology or on relevance to define and evaluate app
quality. In this report of phase 1, we provided our initial
comprehensive overview of 216 relevant criteria used in the
selected studies to describe, evaluate, and recommend eHealth
apps. To condense thislist to amore manageable size, in phase
2, we will formulate and apply a robust consensus-building
process to generate a list of criteria ranked by importance,
followed by the creation of an algorithm to produce short- and
long-form evaluations to match the characteristics of the apps
to be evaluated. In addition, the development of a user guide
and pilot-testing of thetool are planned. Asabasisfor informed
guidance and decision-making, such a tool will help HCPs
reliably describe and evaluate eHealth apps for their patients.

Thiswork was conducted mainly by a PhD student as part of her PhD project funded by the University of Basel. The funders had
no role in the study design; collection, analysis, and interpretation of the data; writing of the report; or decision to submit the
paper for publication. The authors thank al the participants in the various discussion rounds for their reflections and input for
the devel opment of the conceptual framework and criteria. Special thanks also go to the participants of the Research Round Table
Meeting seminar for their critical feedback in devel oping the study methods and manuscript, as well as to Chris Shultis for his

language editing.

https://mhealth.jmir.org/2024/1/e48625

JMIR Mhealth Uhealth 2024 | vol. 12 | e48625 | p. 11
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MHEALTH AND UHEALTH Ribaut et al

Authors Contributions

The study was conceptualized by JR, SDG, and ADD. Theliterature search strategy was devel oped by JR, SDG, and FD. Articles
werelocated, identified, and evaluated by JR and TH. Datawere extracted and checked by these same authors. Theinitial dimension
and criterialist was composed and discussed by all the authors. The manuscript was drafted and edited by JR with closerevision
and feedback from SDG as well as review and feedback from all other coauthors.

Conflictsof I nterest
None declared.

Multimedia Appendix 1

MEDLINE search strategy.
[PDE File (Adobe PDF File), 153 KB-Multimedia Appendix 1]

Multimedia Appendix 2

Demographics of participants.
[PDE File (Adobe PDF File), 184 KB-Multimedia A ppendix 2]

Multimedia Appendix 3

Included articles.
[PDE File (Adobe PDF File), 470 KB-Multimedia Appendix 3]

Multimedia Appendix 4

Characteristics of the included studies.
[PDE File (Adobe PDF File), 289 KB-Multimedia A ppendix 4]

Multimedia Appendix 5

Original frameworks and dimensions.
[PDEF File (Adobe PDF File), 282 KB-Multimedia Appendix 5]

Multimedia Appendix 6

Revised criteria.
[DOCX File, 129 KB-Multimedia Appendix 6]

Multimedia Appendix 7

Additional criteria.
[DOCX File, 45 KB-Multimedia Appendix 7]

Multimedia Appendix 8

Complete criterialist.
[PDF File (Adobe PDF File), 376 KB-Multimedia Appendix 8]

References

1.  Usinge-health and information technol ogy to improve health 2020. World Health Organization. URL : https.//www.who.int/
westernpacific/activities/using-e-heal th-and-informati on-technol ogy-to-improve-health [accessed 2023-11-29]

2. BevansM, El-Jawahri A, Tierney D, Wiener L, Wood WA, Hoodin F, et al. National institutes of health hematopoietic cell
transplantation late effects initiative: the patient-centered outcomes working group report. Biol Blood Marrow Transplant.
Apr 2017;23(4):538-551. [FREE Full text] [doi: 10.1016/j.bbmt.2016.09.011] [Medline: 27660168]

3. GeePM, Greenwood DA, Paterniti DA, Ward D, Miller LM. The eHealth enhanced chronic care model: atheory derivation
approach. JMed Internet Res. Apr 01, 2015;17(4):e86. [FREE Full text] [doi: 10.2196/jmir.4067] [Medline: 25842005]

4.  Classification of self-careinterventions for health: a shared language to describe the uses of self-care interventions. World
Health Organization. 2021. URL: https://www.who.int/publications/i/item/9789240039469 [accessed 2023-11-29]

https://mhealth.jmir.org/2024/1/e48625 JMIR Mhealth Uhealth 2024 | vol. 12 | e48625 | p. 12
(page number not for citation purposes)

RenderX


https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app1.pdf&filename=265ec068a91280dc7418533d43d0fade.pdf
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app1.pdf&filename=265ec068a91280dc7418533d43d0fade.pdf
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app2.pdf&filename=727a4d97f721cb44b42ac3a81487e4b0.pdf
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app2.pdf&filename=727a4d97f721cb44b42ac3a81487e4b0.pdf
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app3.pdf&filename=1c1b02ff432e0f8a110197567dbe0aa5.pdf
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app3.pdf&filename=1c1b02ff432e0f8a110197567dbe0aa5.pdf
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app4.pdf&filename=73e68486f12fe337b18d19f563aaf87b.pdf
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app4.pdf&filename=73e68486f12fe337b18d19f563aaf87b.pdf
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app5.pdf&filename=553dbc1bf914fdf832f510e83932d5fe.pdf
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app5.pdf&filename=553dbc1bf914fdf832f510e83932d5fe.pdf
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app6.docx&filename=d66b0139d2f4db587acbc60f0579e1b2.docx
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app6.docx&filename=d66b0139d2f4db587acbc60f0579e1b2.docx
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app7.docx&filename=4ca058f2913ca973e8fd54551e3ff58a.docx
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app7.docx&filename=4ca058f2913ca973e8fd54551e3ff58a.docx
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app8.pdf&filename=2f12d6533b547268d42f1db3cf087f44.pdf
https://jmir.org/api/download?alt_name=mhealth_v12i1e48625_app8.pdf&filename=2f12d6533b547268d42f1db3cf087f44.pdf
https://www.who.int/westernpacific/activities/using-e-health-and-information-technology-to-improve-health
https://www.who.int/westernpacific/activities/using-e-health-and-information-technology-to-improve-health
https://linkinghub.elsevier.com/retrieve/pii/S1083-8791(16)30351-2
http://dx.doi.org/10.1016/j.bbmt.2016.09.011
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27660168&dopt=Abstract
https://www.jmir.org/2015/4/e86/
http://dx.doi.org/10.2196/jmir.4067
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25842005&dopt=Abstract
https://www.who.int/publications/i/item/9789240039469
http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MHEALTH AND UHEALTH Ribaut et al

5.

10.

11.

12.

13.

14.

15.

16.

17.
18.

19.

20.

21.

22.

23.

24,

25.

26.

Mueller SM, Jungo P, Cajacob L, Schwegler S, Itin B, Brandt O. The absence of evidence is evidence of non-sense:
cross-sectional study on the quality of psoriasis-related videos on YouTube and their reception by health seekers. JMed
Internet Res. Jan 16, 2019;21(1):e11935. [FREE Full text] [doi: 10.2196/11935] [Medline: 30664460]

Taylor N, Conner M, Lawton R. The impact of theory on the effectiveness of worksite physical activity interventions: a
meta-analysis and meta-regression. Health Psychol Rev. Mar 2012;6(1):33-73. [FREE Full text] [doi:
10.1080/17437199.2010.533441]

Dombrowski S, Sniehotta F, Avenell A, Johnston M, MacLennan G, Araljo-Soares V. |dentifying active ingredientsin
complex behavioural interventions for obese adults with obesity-related co-morbidities or additional risk factors for
co-morbidities: a systematic review. Health Psychol Rev. Mar 2012;6(1):7-32. [doi: 10.1080/17437199.2010.513298]
Schoeppe S, Alley S, Van Lippevelde W, Bray NA, Williams SL, Duncan MJ, et al. Efficacy of interventions that use apps
to improve diet, physical activity and sedentary behaviour: a systematic review. Int J Behav Nutr Phys Act. Dec 07,
2016;13(1):127. [FREE Full text] [doi: 10.1186/s12966-016-0454-y] [Medline: 27927218]

Ahmed I, Ahmad N, Ali S, Ali S, George A, Saleem Danish H, et al. Medication adherence apps: review and content
anadysis. IMIR Mhealth Uhealth. Mar 16, 2018;6(3):e62. [FREE Full text] [doi: 10.2196/mhealth.6432] [Medline: 29549075]
Eckert T, Wunsch K, Fiedler J, Woll A. SMARTMOV E-Involving families in the development and implementation of
mHealth interventions. Pravention Und Gesundheitsforderung. 2022;17(3):313-319. [FREE Full text]

Magnol M, Eleonore B, Claire R, Castagne B, Pugibet M, Lukas C, et al. Use of eHealth by patients with rheumatoid
arthritis: observational, cross-sectional, multicenter study. JMed Internet Res. Jan 29, 2021;23(1):€19998. [ FREE Full text]
[doi: 10.2196/19998] [Medline: 33512320]

Taeger J, Miller-Graff FT, Hagen R, Rak K. [Application areas of medical apps in otolaryngology]. HNO. May 25,
2021;69(5):435-444. [doi: 10.1007/s00106-021-01038-9] [Medline: 33768279]

Cummings E, Borycki E, Roehrer E. Issues and considerations for healthcare consumers using mobile applications. Stud
Health Technol Inform. 2013;183:227-231. [Medline: 23388288]

Knitza J, Simon D, Lambrecht A, Raab C, Tascilar K, Hagen M, et al. Mobile health usage, preferences, barriers, and
eHealth literacy in rheumatology: patient survey study. IMIR Mhealth Uhealth. Aug 12, 2020;8(8):€19661. [FREE Full
text] [doi: 10.2196/19661] [Medline: 32678796]

Kuehnhausen M, Frost V. Trusting smartphone Apps? To install or not to install, that is the question. In: Proceedings of
the 2013 IEEE International Multi-Disciplinary Conference on Cognitive Methods in Situation Awareness and Decision
Support. Presented at: CogSIMA '13; February 25-28, 2013, 2013;30-37; San Diego, CA. URL: https.//ieeexplore.ieee.org/
document/6523820%arnumber=6523820 [doi: 10.1109/cogsima.2013.6523820]

Dinour LM, Pole A. Evaluation of breastfeeding app features: content analysis study. IMIR Pediatr Parent. Oct 26,
2022;5(4):€37581. [FREE Full text] [doi: 10.2196/37581] [Medline: 36287596]

Chiang M. Networked Life: 20 Questions and Answers. Cambridge, MA. Cambridge University Press; 2012.

Girardello A, Michahelles F. AppAware: which mobile applications are hot? In: Proceedings of the 12th international
conference on Human computer interaction with mobile devices and services. Presented at: MobileHCI '10; September
7-10, 2010, 2010;431-434; Lishbon, Portugal. URL: https://dl.acm.org/doi/abs/10.1145/1851600.1851698 [doi:
10.1145/1851600.1851698]

Stach M, Kraft R, Probst T, Messner E, Terhorst Y, Baumeister H. Mobile health app database - a repository for quality
ratings of mHealth apps. In: Proceedings of the 2020 |EEE 33rd International Symposium on Computer-Based Medical
Systems. Presented at: CBM S '20; July 28-30, 2020, 2020;427-432; Rochester, MN. URL: https://ieeexplore.ieee.org/
document/9183243 [doi: 10.1109/cbms49503.2020.00087]

Krick T. Evaluation frameworks for digital nursing technologies: analysis, assessment, and guidance. An overview of the
literature. BMC Nurs. Aug 17, 2021;20(1):146. [FREE Full text] [doi: 10.1186/s12912-021-00654-8] [Medline: 34404406]
Quinn S, Bond R, Nugent C. Quantifying health literacy and eHealth literacy using existing instruments and browser-based
software for tracking online health information seeking behavior. Comput Human Behav. Apr 2017;69:256-267. [FREE
Full text] [doi: 10.1016/j.chb.2016.12.032]

Lam M, HinesM, Lowe R, Nagargjan S, Keep M, Penman M, et al. Preparedness for eHealth: health sciences students
knowledge, skills, and confidence. J Inf Technol Educ Res. 2016;15:305-334. [FREE Full text] [doi: 10.28945/3523]
Nebeker C, Bartlett Ellis RJ, Torous J. Devel opment of a decision-making checklist tool to support technology selection
in digital health research. Trand Behav Med. Oct 08, 2020;10(4):1004-1015. [FREE Full text] [doi: 10.1093/tbm/ibz074]
[Medline: 31120511]

Dansky KH, Thompson D, Sanner T. A framework for evaluating eHealth research. Eval Program Plann. Nov
2006;29(4):397-404. [doi: 10.1016/j.eval progplan.2006.08.009] [Medline: 17950868]

Stoyanov SR, Hides L, Kavanagh DJ, Zelenko O, Tjondronegoro D, Mani M. Mabile app rating scale: a new tool for
assessing the quality of health mobile apps. IMIR Mhealth Uhealth. Mar 11, 2015;3(1):€27. [FREE Full text] [doi:
10.2196/mhesalth.3422] [Medline: 25760773]

Anthony Berauk VL, Murugiah MK, Soh Y C, Chuan Sheng Y, Wong TW, Ming LC. Mobile health applicationsfor caring
of older people: review and comparison. Ther Innov Regul Sci. May 2018;52(3):374-382. [doi: 10.1177/2168479017725556]
[Medline: 29714532]

https://mhealth.jmir.org/2024/1/e48625 JMIR Mhealth Uhealth 2024 | vol. 12 | e48625 | p. 13

(page number not for citation purposes)


https://www.jmir.org/2019/1/e11935/
http://dx.doi.org/10.2196/11935
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30664460&dopt=Abstract
https://www.tandfonline.com/doi/abs/10.1080/17437199.2010.533441
http://dx.doi.org/10.1080/17437199.2010.533441
http://dx.doi.org/10.1080/17437199.2010.513298
https://ijbnpa.biomedcentral.com/articles/10.1186/s12966-016-0454-y
http://dx.doi.org/10.1186/s12966-016-0454-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27927218&dopt=Abstract
https://mhealth.jmir.org/2018/3/e62/
http://dx.doi.org/10.2196/mhealth.6432
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29549075&dopt=Abstract
https://publikationen.bibliothek.kit.edu/1000136008
https://www.jmir.org/2021/1/e19998/
http://dx.doi.org/10.2196/19998
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33512320&dopt=Abstract
http://dx.doi.org/10.1007/s00106-021-01038-9
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33768279&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23388288&dopt=Abstract
https://mhealth.jmir.org/2020/8/e19661/
https://mhealth.jmir.org/2020/8/e19661/
http://dx.doi.org/10.2196/19661
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32678796&dopt=Abstract
https://ieeexplore.ieee.org/document/6523820?arnumber=6523820
https://ieeexplore.ieee.org/document/6523820?arnumber=6523820
http://dx.doi.org/10.1109/cogsima.2013.6523820
https://pediatrics.jmir.org/2022/4/e37581/
http://dx.doi.org/10.2196/37581
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36287596&dopt=Abstract
https://dl.acm.org/doi/abs/10.1145/1851600.1851698
http://dx.doi.org/10.1145/1851600.1851698
https://ieeexplore.ieee.org/document/9183243
https://ieeexplore.ieee.org/document/9183243
http://dx.doi.org/10.1109/cbms49503.2020.00087
https://bmcnurs.biomedcentral.com/articles/10.1186/s12912-021-00654-8
http://dx.doi.org/10.1186/s12912-021-00654-8
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34404406&dopt=Abstract
https://www.sciencedirect.com/science/article/abs/pii/S0747563216308536
https://www.sciencedirect.com/science/article/abs/pii/S0747563216308536
http://dx.doi.org/10.1016/j.chb.2016.12.032
https://www.informingscience.org/Publications/3523
http://dx.doi.org/10.28945/3523
https://europepmc.org/abstract/MED/31120511
http://dx.doi.org/10.1093/tbm/ibz074
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31120511&dopt=Abstract
http://dx.doi.org/10.1016/j.evalprogplan.2006.08.009
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=17950868&dopt=Abstract
https://mhealth.jmir.org/2015/1/e27/
http://dx.doi.org/10.2196/mhealth.3422
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25760773&dopt=Abstract
http://dx.doi.org/10.1177/2168479017725556
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29714532&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MHEALTH AND UHEALTH Ribaut et al

27.

28.

29.

30.

31.

32.

33.

35.

36.

37.

38.

39.

40.

41.

42.

43.

45,

46.

47.

48.

GomisM, Gil D, Lopez L, BrossaV, Mirabet S, Roig E, et a. Impact of mHealth in heart transplant management (mHeart).

Int JIntegr Care. Dec 16, 2016;16(6):38. [doi: 10.5334/ijic.2981]

Work package 8. HTA core model® version 3.0. EUnetHTA Joint Action. 2016. URL: https.//www.eunethta.eu/wp-content/

upl0ads/2018/03/HTACoreM odel 3.0-1.pdf [accessed 2023-11-29]

Kuziemsky C, Lau F. Handbook of eHealth Evaluation: An Evidence-based Approach. Victoria, BC. University of Victorig;

2016. URL: https://onlinelibrary.wiley.com/doi/epdf/10.1002/9780470712184

Simeral, Moher D, Hirst A, Hoey J, Schulz K, Altman D. Transparent and accurate reporting increases reliability, utility,

and impact of your research: reporting guidelines and the EQUATOR Network. BMC Med. Apr 26, 2010;8:24. [FREE

Full text] [doi: 10.1186/1741-7015-8-24] [Medline: 20420659]

Higgins JP, Green SE. Cochrane Handbook for Systematic Reviews of Interventions: Cochrane Book Series. Volume 4.

London, UK. The Cochrane Collaboration; 2011. URL: https://onlinelibrary.wiley.com/doi/epdf/10.1002/9780470712184

Page MJ, Moher D, Bossuyt PM, Boutron I, Hoffmann TC, Mulrow CD, et al. PRISMA 2020 explanation and elaboration:

updated guidance and exemplars for reporting systematic reviews. BMJ. Mar 29, 2021;372:n160. [FREE Full text] [doi:

10.1136/bmj.n160] [Medline: 33781993]

Ribaut J, DeVito Dabbs A, Teynor A, Dobbels F, De Geest S. Development of an evaluation tool to assess and evaluate

the characteristics and quality of eHealth applications: a systematic review and consensus finding. Nationa Institute for

Health and Care Research. 2021. URL: https.//www.crd.york.ac.uk/prospero/display_record.php? D=CRD42021227064

[accessed 2023-12-11]

McKay FH, Cheng C, Wright A, Shill J, StephensH, Uccellini M. Evaluating mobile phone applicationsfor health behaviour

change: a systematic review. J Telemed Telecare. Jan 2018;24(1):22-30. [doi: 10.1177/1357633X16673538] [Medline:

27760883]

Vukovic V, Favaretti C, Ricciardi W, de Waure C. Health technol ogy assessment evidence on e-health/m-health technol ogies:

evaluating the transparency and thoroughness. Int J Technol Assess Health Care. Jan 2018;34(1):87-96. [doi:

10.1017/S0266462317004512] [Medline: 29455685]

Chi NC, Demiris G. A systematic review of telehealth tools and interventions to support family caregivers. J Telemed

Telecare. Jan 2015;21(1):37-44. [FREE Full text] [doi: 10.1177/1357633X14562734] [Medline: 25475220]

Boudreaux ED, Waring ME, Hayes RB, Sadasivam RS, Mullen S, Pagoto S. Evaluating and selecting maobile health apps:

strategies for healthcare providers and healthcare organizations. Transl Behav Med. Dec 24, 2014;4(4):363-371. [FREE

Full text] [doi: 10.1007/s13142-014-0293-9] [Medline: 25584085]

Eysenbach G, CONSORT-EHEALTH Group. CONSORT-EHEALTH: improving and standardizing eval uation reports of

Web-based and mobile health interventions. J Med Internet Res. Dec 31, 2011;13(4):€126. [FREE Full text] [doi:

10.2196/jmir.1923] [Medline: 22209829]

Bessell TL, McDonad S, Silagy CA, Anderson JN, Hiller JE, Sansom LN. Do Internet interventions for consumers cause

more harm than good? A systematic review. Health Expect. Mar 23, 2002;5(1):28-37. [FREE Full text] [doi:

10.1046/j.1369-6513.2002.00156.x] [Medline: 11906539]

Barello S, Triberti S, GraffignaG, Libreri C, Serino S, Hibbard J, et al. eHealth for patient engagement: asystematic review.

Front Psychol. Jan 08, 2016;6:2013. [FREE Full text] [doi: 10.3389/fpsyq.2015.02013] [Medline: 26779108]

Eland-de Kok P, van Os-Medendorp H, Vergouwe-Meijer A, Bruijnzeel-Koomen C, Ros W. A systematic review of the

effects of e-health on chronically ill patients. J Clin Nurs. Nov 27, 2011;20(21-22):2997-3010. [doi:

10.1111/j.1365-2702.2011.03743.x] [Medline: 21707807]

Appraisal of guidelines for research and evaluation (AGREE) 11 instrument. The AGREE Next Steps Consortium. 2019.

URL: https://www.agreetrust.org/wp-content/upl oads/2013/10/AGREE-I1-Users-M anual -and-23-item-Instrument_2009
UPDATE 2013.pdf [accessed 2023-11-29]

GuanZ, SunL, Xiao Q, Wang Y. Constructing an assessment framework for the quality of asthmasmartphone applications.

BMC Med Inform Decis Mak. Oct 15, 2019;19(1):192. [FREE Full text] [doi: 10.1186/s12911-019-0923-8] [Medline:

31615493]

East-Richard C, Laplante L, Vézina J, Cellard C. L’ évaluation psychologique par le biais des applications mobiles. Can

Psychol. Aug 2018;59(3):262-271. [FREE Full text] [doi: 10.1037/cap0000113]

Grau |, Kostov B, Gallego JA, Grajales lii F, Fernandez-Luque L, Sisd-Almiral A. Método de valoracién de aplicaciones

moévilesde salud en espafiol: €l indiceiSY Score. Semergen. Nov 2016;42(8):575-583. [doi: 10.1016/j.semerg.2015.12.001]

[Medline: 26879598]

Chan S, Torous J, Hinton L, Yellowlees P. Towards a framework for evaluating maobile mental health apps. Telemed JE

Health. Dec 2015;21(12):1038-1041. [doi: 10.1089/tmj.2015.0002] [Medline: 26171663]

Wyatt JC, Thimbleby H, Rastall P, Hoogewerf J, Wooldridge D, Williams J. What makes a good clinical app? Introducing

the RCP Health Informatics Unit checklist. Clin Med (Lond). Dec 30, 2015;15(6):519-521. [FREE Full text] [doi:

10.7861/clinmedicine.15-6-519] [Medline: 26621937]

Pfadenhauer LM, Gerhardus A, Mozygemba K, Lysdahl KB, Booth A, Hofmann B, et al. Making sense of complexity in

context and implementation: the Context and Implementation of Complex Interventions (CICI) framework. Implement Sci.

Mar 15, 2017;12(1):21-17. [FREE Full text] [doi: 10.1186/s13012-017-0552-5] [Medline: 28202031]

https://mhealth.jmir.org/2024/1/e48625 JMIR Mhealth Uhealth 2024 | vol. 12 | e48625 | p. 14

(page number not for citation purposes)


http://dx.doi.org/10.5334/ijic.2981
https://www.eunethta.eu/wp-content/uploads/2018/03/HTACoreModel3.0-1.pdf
https://www.eunethta.eu/wp-content/uploads/2018/03/HTACoreModel3.0-1.pdf
https://onlinelibrary.wiley.com/doi/epdf/10.1002/9780470712184
https://bmcmedicine.biomedcentral.com/articles/10.1186/1741-7015-8-24
https://bmcmedicine.biomedcentral.com/articles/10.1186/1741-7015-8-24
http://dx.doi.org/10.1186/1741-7015-8-24
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20420659&dopt=Abstract
https://onlinelibrary.wiley.com/doi/epdf/10.1002/9780470712184
http://www.bmj.com/lookup/pmidlookup?view=long&pmid=33781993
http://dx.doi.org/10.1136/bmj.n160
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33781993&dopt=Abstract
https://www.crd.york.ac.uk/prospero/display_record.php?ID=CRD42021227064
http://dx.doi.org/10.1177/1357633X16673538
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27760883&dopt=Abstract
http://dx.doi.org/10.1017/S0266462317004512
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29455685&dopt=Abstract
https://europepmc.org/abstract/MED/25475220
http://dx.doi.org/10.1177/1357633X14562734
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25475220&dopt=Abstract
https://europepmc.org/abstract/MED/25584085
https://europepmc.org/abstract/MED/25584085
http://dx.doi.org/10.1007/s13142-014-0293-9
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25584085&dopt=Abstract
https://www.jmir.org/2011/4/e126/
http://dx.doi.org/10.2196/jmir.1923
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22209829&dopt=Abstract
https://europepmc.org/abstract/MED/11906539
http://dx.doi.org/10.1046/j.1369-6513.2002.00156.x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=11906539&dopt=Abstract
https://air.unimi.it/handle/2434/696411
http://dx.doi.org/10.3389/fpsyg.2015.02013
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26779108&dopt=Abstract
http://dx.doi.org/10.1111/j.1365-2702.2011.03743.x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21707807&dopt=Abstract
https://www.agreetrust.org/wp-content/uploads/2013/10/AGREE-II-Users-Manual-and-23-item-Instrument_2009_UPDATE_2013.pdf
https://www.agreetrust.org/wp-content/uploads/2013/10/AGREE-II-Users-Manual-and-23-item-Instrument_2009_UPDATE_2013.pdf
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-019-0923-8
http://dx.doi.org/10.1186/s12911-019-0923-8
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31615493&dopt=Abstract
https://psycnet.apa.org/record/2017-54459-001
http://dx.doi.org/10.1037/cap0000113
http://dx.doi.org/10.1016/j.semerg.2015.12.001
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26879598&dopt=Abstract
http://dx.doi.org/10.1089/tmj.2015.0002
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26171663&dopt=Abstract
https://europepmc.org/abstract/MED/26621937
http://dx.doi.org/10.7861/clinmedicine.15-6-519
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26621937&dopt=Abstract
https://implementationscience.biomedcentral.com/articles/10.1186/s13012-017-0552-5
http://dx.doi.org/10.1186/s13012-017-0552-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28202031&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MHEALTH AND UHEALTH Ribaut et al

49,

50.
51.

52.

53.

55.

56.

57.

58.

59.
60.

61.

62.

63.

65.

66.

67.

68.

69.

70.

71.

72.

Pollock A, Campbell P, Struthers C, Synnot A, Nunn J, Hill S, et al. Stakeholder involvement in systematic reviews: a
protocol for a systematic review of methods, outcomes and effects. Res Involv Engagem. Apr 21, 2017;3:9. [EREE Full
text] [doi: 10.1186/s40900-017-0060-4] [Medline: 29062534]

Brugha R, Varvasovszky Z. Stakeholder analysis: areview. Health Policy Plan. Sep 2000;15(3):239-246. [FREE Full text]
LepplaL, Mielke J, Kunze M, Mauthner O, Teynor A, VaentaS, et a. SMIL e study team. Clinicians and patients perspectives
on follow-up care and eHealth support after allogeneic hematopoietic stem cell transplantation: amixed-methods contextual
analysis as part of the SMILe study. Eur JOncol Nurs. Apr 2020;45:101723. [doi: 10.1016/j.ejon.2020.101723] [Medline:
32062362]

Craig P, Dieppe P, Macintyre S, Michie S, Nazareth |, Petticrew M, et al. Medical Research Council Guidance. Developing
and eval uating complex interventions: the New Medical Research Council Guidance. BMJ. Sep 29, 2008;337:a1655. [FREE
Full text] [doi: 10.1136/bmj.a1655] [Medline: 18824488]

Process devel opment definition. Law Insider. URL : https://www.lawinsi der.com/dictionary/process-devel opment [accessed
2023-11-29]

Duncan E, O'Cathain A, Rousseau N, Croot L, Sworn K, Turner KM, et al. Guidancefor reporting intervention devel opment
studiesin health research (GUIDED): an evidence-based consensus study. BMJOpen. Apr 08, 2020;10(4):e033516. [FREE
Full text] [doi: 10.1136/bmjopen-2019-033516] [Medline: 32273313]

Brandsen T, Honingh M. Definitions of co-production and co-creation. In: Brandsen T, Verschuere B, Steen T, editors.
Co-Production and Co-Creation: Engaging Citizensin Public Services. New York, NY. Routledge; 2018;9-17. URL: https:/
/www.tayl orfrancis.com/chapters/oa-edit/10.4324/9781315204956-2/definiti ons-co-producti on-co-creation-taco-brandsen
-marlies-honingh

Mao J, Vredenburg K, Smith PW, Carey T. The state of user-centered design practice. Commun ACM. Mar
2005;48(3):105-109. [doi: 10.1145/1047671.1047677]

Development team. Agile Innovative Solutions. URL : https://innol ution.com/resources/gl ossary/devel opment-team [accessed
2023-11-29]

PubMed MeSH term: program evaluation. National Center for Biotechnology Information. 1989. URL : https.//www.ncbi.
nim.nih.gov/mesh/68015397 [accessed 2023-11-29]

Usmani AM, Meo SA. Evaluation of science. Sudan J Paediatr. 2011;11(1):6. [doi: 10.24911/5)p]

PubMed MeSH term: science. National Center for Biotechnology Information. URL : https://www.ncbi.nlm.nih.gov/mesh/
68012586 [accessed 2023-11-29]

Eccles MP, Mittman BS. Welcome to implementation science. Implement Sci. Feb 22, 2006;1(1):5908. [FREE Full text]
[doi: 10.1186/1748-5908-1-1]

Proctor E, Silmere H, Raghavan R, Hovmand P, Aarons G, Bunger A, et al. Outcomes for implementation research:
conceptual distinctions, measurement challenges, and research agenda. Adm Policy Ment Health. Mar 2011;38(2):65-76.
[doi: 10.1007/s10488-010-0319-7] [Medline: 20957426]

Vande Moere A, Tomitsch M, Wimmer C, Christoph B, Grechenig T. Evaluating the effect of stylein information
visualization. |[EEE Trans Vis Comput Graph. Dec 2012;18(12):2739-2748. [doi: 10.1109/TVCG.2012.221] [Medline:
26357183]

Boy J, Detienne F. Storytelling in information visualizations: does it engage users to explore data? In: Proceedings of the
33rd Annual ACM Conference on Human Factorsin Computing Systems. Presented at: CHI '15; April 18-23, 2015,
2015;1449-1458; Seoul, Republic of Korea. URL: https://dl.acm.org/doi/10.1145/2702123.2702452 [doi:
10.1145/2702123.2702452]

Maintenance and repair of concrete structures ? Part 1: general princi-ples (1SO standard no. 16311-1:2014). International
Organization for Standardization. 2014. URL: https://www.iso.org/obp/ui/#iso:std:is0:16311:-1:ed-1:v1:en [accessed
2023-11-29]

Requirement 2022. Wikipedia. URL: https://en.wikipedia.org/wiki/Requirement [accessed 2023-11-29]

PubMed MeSH term: evidence-based practice. National Center for Biotechnology Information. 2009. URL : https://www.
ncbi.nlm.nih.gov/mesh/68055317 [accessed 2023-11-29]

Cheu LR, Casals A, Cuxart A, Parra A. Towards the definition of afunctionality index for the quantitative evaluation of
hand-prosthesis. In: Proceedings of the 2005 |EEE/RSJ International Conference on Intelligent Robots and Systems.
Presented at: IROS '05; August 2-6, 2005, 2005;541-546; Edmonton, AB. URL: https://ieeexplore.ieee.org/document/
1545528 [doi: 10.1109/ir0s.2005.1545528]

Martinez WH. The importance of functionality of vegetable protein in foods. In: Wilcke H, editor. Soy Protein and Human
Nutrition. New York, NY. Academic Press; 1979;53-77.

Ergonomics of human-system interaction: part 11: usability (1SO standard no. 9241-11:2018). International Organization
for Standardization. 2018. URL: https://wwwv.iso.org/obp/ui/#iso:std:is0:9241:-11:ed-2:v1:en [accessed 2023-11-29]
Privacy protection: Privacy guidelines for smart cities (1SO standard no. 27570:2021). International Organization for
Standardization. 2021. URL: https://www.iso.org/obp/ui/#iso:std:iso-iec:ts:27570:ed-1:v1:en [accessed 2023-11-29]
Brooks DJ. What is security: definition through knowledge categorization. Secur J. 2010;23(3):225-239. [FREE Full text]

https://mhealth.jmir.org/2024/1/e48625 JMIR Mhealth Uhealth 2024 | vol. 12 | e48625 | p. 15

(page number not for citation purposes)


https://researchinvolvement.biomedcentral.com/articles/10.1186/s40900-017-0060-4
https://researchinvolvement.biomedcentral.com/articles/10.1186/s40900-017-0060-4
http://dx.doi.org/10.1186/s40900-017-0060-4
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29062534&dopt=Abstract
https://academic.oup.com/heapol/article/15/3/239/573296
http://dx.doi.org/10.1016/j.ejon.2020.101723
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32062362&dopt=Abstract
https://europepmc.org/abstract/MED/18824488
https://europepmc.org/abstract/MED/18824488
http://dx.doi.org/10.1136/bmj.a1655
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=18824488&dopt=Abstract
https://www.lawinsider.com/dictionary/process-development
https://bmjopen.bmj.com/lookup/pmidlookup?view=long&pmid=32273313
https://bmjopen.bmj.com/lookup/pmidlookup?view=long&pmid=32273313
http://dx.doi.org/10.1136/bmjopen-2019-033516
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32273313&dopt=Abstract
https://www.taylorfrancis.com/chapters/oa-edit/10.4324/9781315204956-2/definitions-co-production-co-creation-taco-brandsen-marlies-honingh
https://www.taylorfrancis.com/chapters/oa-edit/10.4324/9781315204956-2/definitions-co-production-co-creation-taco-brandsen-marlies-honingh
https://www.taylorfrancis.com/chapters/oa-edit/10.4324/9781315204956-2/definitions-co-production-co-creation-taco-brandsen-marlies-honingh
http://dx.doi.org/10.1145/1047671.1047677
https://innolution.com/resources/glossary/development-team
https://www.ncbi.nlm.nih.gov/mesh/68015397
https://www.ncbi.nlm.nih.gov/mesh/68015397
http://dx.doi.org/10.24911/sjp
https://www.ncbi.nlm.nih.gov/mesh/68012586
https://www.ncbi.nlm.nih.gov/mesh/68012586
https://implementationscience.biomedcentral.com/articles/10.1186/1748-5908-1-1#citeas
http://dx.doi.org/10.1186/1748-5908-1-1
http://dx.doi.org/10.1007/s10488-010-0319-7
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20957426&dopt=Abstract
http://dx.doi.org/10.1109/TVCG.2012.221
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26357183&dopt=Abstract
https://dl.acm.org/doi/10.1145/2702123.2702452
http://dx.doi.org/10.1145/2702123.2702452
https://www.iso.org/obp/ui/#iso:std:iso:16311:-1:ed-1:v1:en
https://en.wikipedia.org/wiki/Requirement
https://www.ncbi.nlm.nih.gov/mesh/68055317
https://www.ncbi.nlm.nih.gov/mesh/68055317
https://ieeexplore.ieee.org/document/1545528
https://ieeexplore.ieee.org/document/1545528
http://dx.doi.org/10.1109/iros.2005.1545528
https://www.iso.org/obp/ui/#iso:std:iso:9241:-11:ed-2:v1:en
https://www.iso.org/obp/ui/#iso:std:iso-iec:ts:27570:ed-1:v1:en
https://link.springer.com/article/10.1057/sj.2008.18
http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MHEALTH AND UHEALTH Ribaut et al

73.

74.

75.

76.

77.

78.

79.

80.

81.

82.

83.

85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

Cobb M. Physical security. Physical Security TechTarget. URL: https://searchsecurity.techtarget.com/definition/physical -
security [accessed 2023-11-29]

Lo O, Fan L, Buchanan W, Thuemmler C. Conducting performance evaluation of an e-health platform. In: Information
Systems and Technology for Organizations in a Networked Society. New York, NY. |Gl Global; 2013;295-315.
Martinez-Pérez B, dela Torre-Diez |, Lopez-Coronado M. Experiences and results of applying tools for assessing the
quality of amHealth app named heartkeeper. JMed Syst. Nov 2015;39(11):142. [doi: 10.1007/s10916-015-0303-6] [Medline:
26345452]

JainYS, Garg A, Jhamb D, Jain P, Karar A. Preparing Indiato leverage power of mobile technology: development of a
bilingual mobile health tool for heart patients. Cardiovasc Hematol Agents Med Chem. 2019;17(2):125-134. [doi:
10.2174/1871525717666190912152938] [Medline: 31512999]

CallinsR. Nurses' perceived usefulness of secure texting applications for the purpose of patient car. Online J Nurs Inform.
2019;23(1) [FREE Full text]

Groen G, Jorns-Presentati A, Dessauvagie A, Seedat S, van den Heuvel LL, Suliman S, et al. Development of amobile
application for detection of adolescent mental health problems and feasibility assessment with primary health care workers.
Issues Ment Health Nurs. Nov 2022;43(11):1046-1055. [doi: 10.1080/01612840.2022.2124003] [Medline: 36205922]
Sanatkar S, Counson I, Mackinnon A, Bartholomew A, Glozier N, Harvey S. Preliminary investigation of shift, a novel
smartphone app to support junior doctors mental health and well-being: examination of symptom progression, usability,
and acceptability after 1 month of use. IMed Internet Res. Sep 21, 2022;24(9):€38497. [ FREE Full text] [doi: 10.2196/38497]
[Medline: 36129745]

Kaliyadan F, Ashique K. Use of mobile applicationsin dermatology. Indian J Dermatol. 2020;65(5):371. [doi:
10.4103/ijd.ijd 422 20]

Kwan V, Hagen G, Noel M, Dobson K, Yeates K. Healthcare at your fingertips: the professional ethics of smartphone
health-monitoring applications. Ethics Behav. Jan 24, 2017;27(8):615-631. [FREE Full text] [doi:
10.1080/10508422.2017.1285237]

Olfert MD, Barr ML, Hagedorn RL, Long DM, Haggerty TS, Weimer M, et al. Feasibility of amHealth approach to nutrition
counseling in an Appalachian state. J Pers Med. Nov 20, 2019;9(4):50. [FREE Full text] [doi: 10.3390/jpm9040050]
[Medline: 31757057]

Sudol NT, Adams-Piper E, Perry R, Lane F, Chen KT. In search of mobile applications for patients with pelvic floor
disorders. Female Pelvic Med Reconstr Surg. May 2019;25(3):252-256. [doi: 10.1097/SPV.0000000000000527] [Medline:
29219859

Vasiloglou MF, Christodoulidis S, Reber E, Stathopoulou T, Lu Y, Stanga Z, et al. What healthcare professionals think of
"nutrition and diet" apps: an international survey. Nutrients. Jul 24, 2020;12(8):2214. [FREE Full text] [doi:
10.3390/nu12082214] [Medline: 32722339]

Yasini M, Marchand G. Mobile health applications, in the absence of an authentic regulation, does the usability score
correlate with a better medical reliability? Stud Health Technol Inform. 2015;216:127-131. [Medline: 26262024]

Johnson E, Emani VK, Ren J. Breadth of coverage, ease of use, and quality of mobile point-of-care tool information
summaries: an evaluation. IMIR Mhealth Uhealth. Oct 12, 2016;4(4):e117. [FREE Full text] [doi: 10.2196/mhealth.6189]
[Medline: 27733328]

Fitch K, Bernstein SJ, Aguilar M, Burnand B, LaCalle JR, Lazaro P, et al. The RAND/UCLA Appropriateness Method
User's Manual. Cambridge, UK. RAND Corporation; 2001. URL: _https://apps.dtic.mil/sti/pdfs/A DA 393235.pdf

Rooij T, Marsh S. eHealth: past and future perspectives. Per Med. Jan 2016;13(1):57-70. [doi: 10.2217/pme.15.40] [Medline:
29749870]

Digital health trends 2021: innovation, evidence, regulation, and adoption. IQVIA Inc. 2021. URL: https.//www.igvia.com/
insights/the-iqvia-institute/reports-and-publications/reports/digital -heal th-trends-2021 [accessed 2023-11-29]

van Boven JF, Tsiligianni I, Potocnjak |, Mihgjlovi¢ J, DimaAL, Nabergoj Makovec U, et al. European network to advance
best practices and technology on medication adherence: mission statement. Front Pharmacol. 2021;12:748702. [FREE Full
text] [doi: 10.3389/fphar.2021.748702] [Medline: 34707502]

Nabergoj Makovec U, Goetzinger C, Ribaut J, Barnestein-Fonseca P, Haupenthal F, Herdeiro M, European Network to
Advance Best practices and technoL ogy on medication adherencE (ENABLE); et a. European Network to Advance Best
Practices and TechnoL ogy on Medication AdherencE (ENABLE). Developing a medication adherence technologies
repository: proposed structure and protocol for an online real-time Delphi study. BMJ Open. Apr 22, 2022;12(4):e059674.
[FREE Full text] [doi: 10.1136/bmjopen-2021-059674] [Medline: 35459677]

Veinot T, Mitchell H, Ancker J. Good intentions are not enough: how informatics interventions can worsen inequality. J
Am Med Inform Assoc. Aug 01, 2018;25(8):1080-1088. [ FREE Full text] [doi: 10.1093/jamia/ocy052] [Medline: 29788380]
Ehrler F, Weinhold T, Joe J, Lovis C, Blondon K. A mobile app (BEDSide mobility) to support nurses tasks at the patient's
bedside: usability study. IMIR Mhealth Uhealth. Mar 21, 2018;6(3):e57. [FREE Full text] [doi: 10.2196/mhealth.9079]
[Medline: 29563074]

Shalan A, Abdulrahman A, Habli I, Tew G, Thompson A. YORwalK: desiging asmartphone exercise application for people
with intermittent claudication. Stud Health Technol Inform. 2018;247:311-315. [Medline: 29677973]

https://mhealth.jmir.org/2024/1/e48625 JMIR Mhealth Uhealth 2024 | vol. 12 | e48625 | p. 16

(page number not for citation purposes)


https://searchsecurity.techtarget.com/definition/physical-security
https://searchsecurity.techtarget.com/definition/physical-security
http://dx.doi.org/10.1007/s10916-015-0303-6
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26345452&dopt=Abstract
http://dx.doi.org/10.2174/1871525717666190912152938
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31512999&dopt=Abstract
https://www.himss.org/resources/nurses-perceived-usefulness-secure-texting-applications-purpose-patient-care
http://dx.doi.org/10.1080/01612840.2022.2124003
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36205922&dopt=Abstract
https://www.jmir.org/2022/9/e38497/
http://dx.doi.org/10.2196/38497
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36129745&dopt=Abstract
http://dx.doi.org/10.4103/ijd.ijd_422_20
https://www.tandfonline.com/doi/abs/10.1080/10508422.2017.1285237
http://dx.doi.org/10.1080/10508422.2017.1285237
https://www.mdpi.com/resolver?pii=jpm9040050
http://dx.doi.org/10.3390/jpm9040050
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31757057&dopt=Abstract
http://dx.doi.org/10.1097/SPV.0000000000000527
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29219859&dopt=Abstract
https://boris.unibe.ch/id/eprint/145663
http://dx.doi.org/10.3390/nu12082214
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32722339&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26262024&dopt=Abstract
https://mhealth.jmir.org/2016/4/e117/
http://dx.doi.org/10.2196/mhealth.6189
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27733328&dopt=Abstract
https://apps.dtic.mil/sti/pdfs/ADA393235.pdf
http://dx.doi.org/10.2217/pme.15.40
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29749870&dopt=Abstract
https://www.iqvia.com/insights/the-iqvia-institute/reports-and-publications/reports/digital-health-trends-2021
https://www.iqvia.com/insights/the-iqvia-institute/reports-and-publications/reports/digital-health-trends-2021
https://europepmc.org/abstract/MED/34707502
https://europepmc.org/abstract/MED/34707502
http://dx.doi.org/10.3389/fphar.2021.748702
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34707502&dopt=Abstract
https://bmjopen.bmj.com/lookup/pmidlookup?view=long&pmid=35459677
http://dx.doi.org/10.1136/bmjopen-2021-059674
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35459677&dopt=Abstract
https://europepmc.org/abstract/MED/29788380
http://dx.doi.org/10.1093/jamia/ocy052
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29788380&dopt=Abstract
https://mhealth.jmir.org/2018/3/e57/
http://dx.doi.org/10.2196/mhealth.9079
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29563074&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29677973&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MHEALTH AND UHEALTH Ribaut et al

95.

96.

97.

98.

99.

100.

101.

Chang O, Patel VL, lyengar S, May W. Impact of a mobile-based (mHealth) tool to support community health nursesin
early identification of depression and suicide risk in Pacific Island Countries. Australas Psychiatry. Apr 22,
2021;29(2):200-203. [doi: 10.1177/1039856220956458] [Medline: 32961100]

Chirambo GB, Muula AS, Thompson M, Hardy VE, Heavin C, Connor YO, et al. End-user perspectives of two mHealth
decision support tools: electronic community case management in Northern Maawi. Int JMed Inform. Jan 2021;145:104323.
[doi: 10.1016/j.ijmedinf.2020.104323] [Medline: 33232917]

Fijacko N, Masterson Creber R, Gosak L, Kocbek P, Cilar L, Creber P, et a. A review of mortality risk prediction models
in smartphone applications. JMed Syst. Nov 04, 2021;45(12):107. [FREE Full text] [doi: 10.1007/s10916-021-01776-X]
[Medline: 34735603]

Jiang S, Lv M, Wu T, Chen W, Zhang J. A smartphone application for remote adjustment of warfarin dose: development
and usability study. Appl Nurs Res. Mar 2022;63:151521. [doi: 10.1016/j.apnr.2021.151521] [Medline: 35034699]

Shen Z, Zhang Y, Yang C, Liu J, Huang C, Zhang X, et a. A smart-phone app for fluid balance monitoring in patients with
heart failure: a usability study. Patient Prefer Adherence. Aug 02, 2022;16:1843-1853. [FREE Full text] [doi:
10.2147/PPA.S373393] [Medline: 35942225]

Kettlewell J, Phillips J, Radford K, dasNair R. Informing evaluation of a smartphone application for people with acquired
brain injury: a stakeholder engagement study. BMC Med Inform Decis Mak. May 30, 2018;18(1):33. [FREE Full text]
[doi: 10.1186/s12911-018-0611-0] [Medline: 29848312]

Kyhlstedt M. The need for action by evaluators and decision makers in Europe to ensure safe use of medical software.
Front Med Technol. Nov 29, 2022;4:1063622. [ FREE Full text] [doi: 10.3389/fmedt.2022.1063622] [Medline: 36523427]

Abbreviations

AGREE-II: Appraisal of Guidelinesfor Research and Evaluation-l|

eHAPPI: eHealth Smartphone App Evaluation

HCP: health care professional

PRISMA: Preferred Reporting Items for Systematic Reviews and Meta-Analyses
WHO: World Health Organization

Edited by M Dorsch; submitted 01.05.23; peer-reviewed by B Kalema, R Arriaga, L Visser; comments to author 06.10.23; revised
version received 03.11.23; accepted 09.11.23; published 15.01.24

Please cite as:

Ribaut J, DeVito Dabbs A, Dobbels F, Teynor A, Mess EV, Hoffmann T, De Geest S

Developing a Comprehensive List of Criteria to Evaluate the Characteristics and Quality of eHealth Smartphone Apps: Systematic
Review

JMIR Mhealth Uhealth 2024;12: 48625

URL: https://mhealth.jmir.org/2024/1/e48625

doi: 10.2196/48625

PMID: 38224477

©Janette Ribaut, Annette DeVito Dabbs, Fabienne Dobbels, Alexandra Teynor, Elisabeth Veronica Mess, Theresa Hoffmann,
SabinaDe Geest. Originally published in IMIR mHealth and uHealth (https://mhealth.jmir.org), 15.01.2024. Thisis an open-access
article distributed under the terms of the Creative Commons Attribution License (https://creativecommons.org/licenses/by/4.0/),
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work, first published in IMIR
mHealth and uHedlth, is properly cited. The complete bibliographic information, a link to the origina publication on
https://mhealth.jmir.org/, as well as this copyright and license information must be included.

https://mhealth.jmir.org/2024/1/e48625 JMIR Mhealth Uhealth 2024 | vol. 12 | e48625 | p. 17

RenderX

(page number not for citation purposes)


http://dx.doi.org/10.1177/1039856220956458
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32961100&dopt=Abstract
http://dx.doi.org/10.1016/j.ijmedinf.2020.104323
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33232917&dopt=Abstract
https://europepmc.org/abstract/MED/34735603
http://dx.doi.org/10.1007/s10916-021-01776-x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34735603&dopt=Abstract
http://dx.doi.org/10.1016/j.apnr.2021.151521
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35034699&dopt=Abstract
https://europepmc.org/abstract/MED/35942225
http://dx.doi.org/10.2147/PPA.S373393
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35942225&dopt=Abstract
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-018-0611-0
http://dx.doi.org/10.1186/s12911-018-0611-0
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29848312&dopt=Abstract
https://europepmc.org/abstract/MED/36523427
http://dx.doi.org/10.3389/fmedt.2022.1063622
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36523427&dopt=Abstract
https://mhealth.jmir.org/2024/1/e48625
http://dx.doi.org/10.2196/48625
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=38224477&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

