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Abstract

Background: The field of eHealth is growing rapidly and chaotically. Health care professionals need guidance on reviewing
and assessing health-related smartphone apps to propose appropriate ones to their patients. However, to date, no framework or
evaluation tool fulfills this purpose.

Objective: Before developing a tool to help health care professionals assess and recommend apps to their patients, we aimed
to create an overview of published criteria to describe and evaluate health apps.

Methods: We conducted a systematic review to identify existing criteria for eHealth smartphone app evaluation. Relevant
databases and trial registers were queried for articles. Articles were included that (1) described tools, guidelines, dimensions, or
criteria to evaluate apps, (2) were available in full text, and (3) were written in English, French, German, Italian, Portuguese, or
Spanish. We proposed a conceptual framework for app evaluation based on the dimensions reported in the selected articles. This
was revised iteratively in discussion rounds with international stakeholders. The conceptual framework was used to synthesize
the reported evaluation criteria. The list of criteria was discussed and refined by the research team.

Results: Screening of 1258 articles yielded 128 (10.17%) that met the inclusion criteria. Of these 128 articles, 30 (23.4%)
reported the use of self-developed criteria and described their development processes incompletely. Although 43 evaluation
instruments were used only once, 6 were used in multiple studies. Most articles (83/128, 64.8%) did not report following theoretical
guidelines; those that did noted 37 theoretical frameworks. On the basis of the selected articles, we proposed a conceptual
framework to explore 6 app evaluation dimensions: context, stakeholder involvement, features and requirements, development
processes, implementation, and evaluation. After standardizing the definitions, we identified 205 distinct criteria. Through
consensus, the research team relabeled 12 of these and added 11 more—mainly related to ethical, legal, and social aspects—resulting
in 216 evaluation criteria. No criteria had to be moved between dimensions.

Conclusions: This study provides a comprehensive overview of criteria currently used in clinical practice to describe and
evaluate apps. This is necessary as no reviewed criteria sets were inclusive, and none included consistent definitions and terminology.
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Although the resulting overview is impractical for use in clinical practice in its current form, it confirms the need to craft it into
a purpose-built, theory-driven tool. Therefore, in a subsequent step, based on our current criteria set, we plan to construct an app
evaluation tool with 2 parts: a short section (including 1-3 questions/dimension) to quickly disqualify clearly unsuitable apps and
a longer one to investigate more likely candidates in closer detail. We will use a Delphi consensus-building process and develop
a user manual to prepare for this undertaking.

Trial Registration: PROSPERO International Prospective Register of Systematic Reviews CRD42021227064;
https://www.crd.york.ac.uk/prospero/display_record.php?ID=CRD42021227064

(JMIR Mhealth Uhealth 2024;12:e48625) doi: 10.2196/48625
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Introduction

Background
eHealth, that is, “the use of information and communication
technology for health” [1], can support the delivery of
interventions for self-management support and behavior change
in patients with acute and chronic illnesses [2,3]. According to
the World Health Organization (WHO) [4], self-care health
interventions can be classified into individual agency (eg,
promoting awareness about self-care), health information
seeking (eg, education for informed health decision-making),
social and community support (eg, peer mentorship and
counseling), personal health tracking (eg, home-based records
for health and diagnostic data), self-diagnosis of health
conditions (eg, self-testing), self-management of health (eg,
self-medication or treatment), individuals’ links to their health
systems (eg, individuals sharing data with health care
professionals [HCPs]), and individuals’ financial outlays for
health (eg, expenses for prescription medicines). However, a
recent evaluation of self-care interventions delivered via eHealth
apps noted that only 20% of the 100 included apps used
evidence-based information, whereas experienced HCPs
considered only 32% to be useful and deemed 52% to be
misleading and 11% to be dangerous [5].

Searching for a common characteristic linking the most effective
apps, several systematic reviews and meta-analyses have found
that those developed on firm theoretical foundations are more
likely to be effective [6,7]. However, a systematic review of
health-promoting smartphone apps found that only 55.6% of
the included 27 studies described a theoretical basis for their
smartphone app development [8]. A 2018 review found that
only 8 (1.2%) of 681 smartphone apps to support medication
adherence had documented evidence of their effectiveness. Such
evidence is health care systems’ main consideration regarding
certification and reimbursement [9]. Furthermore, although a
user-centered design (sometimes also called human-centered
design) and the involvement of patients and HCPs in the
development of smartphone apps is known to provide insights
into end users’ needs and helps ensure both relevant, reliable
content and high quality [9,10], only 84 (12.3%) of the apps in
this review had been developed in collaboration with HCPs.
None reported patient involvement in their development
processes [9].

Owing to the increasing availability of eHealth smartphone
apps, it is vitally important and increasingly challenging for
HCPs to identify, evaluate, and recommend relevant,
trustworthy, and high-quality eHealth smartphone apps [11-14].
One tempting way for HCPs to form a first idea of an eHealth
smartphone app’s quality is the star ratings and written reviews
it receives on an app store [15]. However, this information is
often subjective and distorted by individuals, comes from
unverified or fraudulent sources, or provides no insights on an
eHealth app’s quality [15-18]. HCPs also face a lack of reliable
guidance on evaluating eHealth smartphone apps’ applicability
to clinical practice [13,19,20]. Therefore, many are now
struggling to describe and evaluate eHealth smartphone apps.
A guideline regarding their characteristics and quality using
standardized methods that will allow HCPs to propose reliable
apps to their patients is needed [21,22].

Previous efforts to evaluate apps have generally focused on
guidance for researchers [23-25]. Although the criteria were
often overly complex or tailored to specific health areas, they
also tended to be incomplete. Their underlying theories,
scientific rationales, and development processes have rarely
been described [20,25-27]. Furthermore, their unsuitable foci,
nontransparent development processes, complexity, and often
excessive time demands make them a poor fit for clinical
practice. Finally, the existing instruments used a variety of
criteria that only partially overlapped [20,23-27]. A clear
description and evaluation of an app is important as, in rapidly
evolving fields, even small changes or improvements to an app
can have significant impacts on its use and usefulness [28]. To
date, evaluation tools to help clinicians describe and evaluate
eHealth apps, allowing them to recommend high-quality apps
to their patients and share their thoughts using common
terminology, are lacking [29,30].

Objectives
Therefore, the aim of this study was to obtain an overview of
the evaluation criteria used in the literature. This process was
conducted in three steps: (1) conducting a systematic review to
identify existing criteria for evaluating eHealth apps, (2)
developing a conceptual framework for the evaluation of eHealth
smartphone apps, and (3) developing a comprehensive list of
criteria for describing and evaluating eHealth smartphone apps.
This was the foundational phase 1 of an overarching project to
develop and pilot-test a theory-based tool to help HCPs evaluate
the characteristics and quality of eHealth smartphone apps in a
practical and standardized way (Figure 1). Phase 2 will involve
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narrowing down, refining, and testing the evaluation criteria
via 3 further steps: conducting a Delphi survey to narrow down
the criteria (step 4), developing a user guide for the processes
of description and evaluation (step 5), and pilot-testing the user

guide and processes with HCPs (step 6). This paper focuses on
reporting on the foundational phase 1 and outlining the proposed
steps for phase 2.

Figure 1. Overview of the 2 phases and steps in the development of the eHealth smartphone app evaluation tool (the focus of this paper is framed on
the left side).

Methods

Design
We used a 3-step descriptive, iterative, and developmental
approach in phase 1. We first conducted a systematic review,
then iteratively developed a new conceptual framework, and
finished by compiling a comprehensive list of criteria for the
evaluation of eHealth apps. The methodology for each of these
steps is described in detail in the following sections. As this
study did not deal with human participants or identifiable data,
no ethics approval was needed.

Step 1: Systematic Review
To identify existing criteria for evaluating eHealth apps, we
conducted a systematic review complying with the Cochrane
Handbook for Systematic Reviews of Interventions [31]. The
manuscript was written following the PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses)
guidelines [32].

Protocol and Registration
Our review was registered in PROSPERO (CRD42021227064
[33]). No other protocol has been published.

Eligibility Criteria
Our systematic review included studies on any health condition
fulfilling the following inclusion criteria: all had to be primary
studies or reviews (1) explicitly describing tools, guidelines,

dimensions, instruments, criteria or items, or development
processes for tools to evaluate eHealth smartphone apps; (2)
clearly describing the evaluation of interventions delivered via
eHealth smartphone apps according to predefined
(self-developed or existing) criteria; (3) having full-text versions
available; and (4) being available in English, French, German,
Italian, Portuguese, or Spanish. We incorporated criteria
encompassing a broad spectrum of health care areas, including
health promotion, prevention, and both physical and mental
health. Recognizing the interconnected nature of physical and
mental health and the diverse purposes and user groups for
which eHealth is used, we integrated a wide array of objectives
and stakeholders into our evaluation. Although these areas may
exhibit distinct characteristics, it is conceivable that there are
fundamental criteria that could be consistently applied in
evaluating eHealth apps across different domains. These
fundamental criteria may encompass aspects such as
user-friendliness, data security, privacy, and usability, forming
a shared foundation for evaluation to ensure that essential quality
aspects are addressed. In summary, our systematic review
encompasses these comprehensive topics to provide a thorough
evaluation of eHealth quality criteria, which are applicable to
diverse health care needs. Our aim was to encourage consistency
and standardization in the evaluation process. Articles were
excluded if they (1) described criteria to evaluate interventions
delivered via eHealth websites and videos, among other media,
but not smartphone apps; and (2) were study protocols,
conference abstracts, editorials, or letters to the editor.
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Information Sources
We queried the MEDLINE (OvidSP), CENTRAL (via
Cochrane), CINAHL (EBSCOhost), and Web of Science
databases. Supplementary searches were conducted on trial
registries (ClinicalTrials.gov and WHO trial registry) and the
reference lists of the included papers. The search was conducted
on December 5, 2022. No time restrictions were imposed.

Search Strategy
We developed our MEDLINE search string based on the terms
used in articles on (partially) similar topics [34-41] combined
with key Medical Subject Heading and free-text terms (see the
search strategy in Multimedia Appendix 1). For the other
databases, we adapted the search string accordingly. We
combined thematic blocks with various keywords related to
eHealth, smartphone, application, evaluation, and tool. No
filters were applied.

Selection Process
All identified titles and abstracts were independently screened
for relevance by 2 reviewers (JR and TH). The full texts were
assessed by the same reviewers using the criteria described
previously. The reasons for full-text exclusion were reported.
In one case of disagreement, an independent third researcher
(SDG) contributed to help reach a consensus.

Data Collection Process and Data Items
In total, 2 reviewers (JR and TH) independently extracted the
data and cross-checked their results. We extracted information
on the author, year, country, research question or study aim,
design, operating system, population or specific condition, main
intended intervention purpose, name of the tool, and framework
or theoretical guidance. The intended purpose of each eHealth
app–delivered intervention was categorized according to the
WHO classification for self-care health interventions [4]:
individual agency, health information seeking, social and
community support, personal health tracking, self-diagnosis of
health conditions, self-management of health, individuals’ links
to their health systems, and individuals’ financial outlays for
health. Specific eHealth app quality evaluation dimensions or
criteria were extracted and tabulated in a separate table.

Study Assessment
The included studies were assessed using the Appraisal of
Guidelines for Research and Evaluation–II (AGREE-II)
instrument [42], which is widely used to evaluate guideline
development processes. As many of the included studies did
not a priori intend to develop an evaluation guideline, this
instrument might not have been the best option for all studies.
However, as we were mainly interested in the justification and
development of the dimensions or criteria used in the studies,
this instrument provided us with the best support for evaluating
these aspects. The AGREE-II instrument consists of 23 items
classified into 6 domains (3 items on scope and purpose; 3 on
stakeholder involvement; 8 on rigor of development; 3 on clarity
of presentation; 4 on applicability; and 2 on editorial
independence, ie, whether funding body and competing interests
were reported). We concluded our AGREE-II assessment by
rating the degree to which each included study described each

domain. For this, we used a 4-descriptor scale: accurately (all
AGREE-II items fulfilled), partially (two-thirds of all AGREE-II
items fulfilled), hardly (one-third of all AGREE-II items
fulfilled), and not at all (0 AGREE-II items fulfilled).

Step 2: Development of a Conceptual Framework
The original dimensions of the frameworks reported in the
selected articles were listed in a table. Similar descriptions of
dimensions were merged. The first draft of the proposed
conceptual framework and graphical representations was
reviewed and discussed with various stakeholders (researchers,
clinicians, designers, and software developers with backgrounds
in nursing, medicine, ethics, and informatics). During these
discussions, the participants recommended that we distinguish
between technical dimensions (eg, design, usability, security,
safety, and privacy) and those that focused on content (eg,
evidence base and scientific evaluation). It was also
recommended that the dimensions be presented as a linear,
step-by-step process. During these meetings, the first author
(JR) took notes and recorded the proposed changes until
consensus was reached on the next version.

The second draft of the framework was discussed with 18
international volunteers (patient representatives, researchers,
clinicians, and technology developers) from diverse backgrounds
in health care (eg, psychology, nursing, and pharmacy) who
were participating in a public webinar on quality evaluation of
eHealth technology. As it was a public webinar, only limited
data on participant demographics were collected (Table S1 in
Multimedia Appendix 2). A survey via AhaSlides (AhaSlides
Pte Ltd) to rate the importance and clarity of the dimensions
and subgroups (1=not important; 5=very important) and
open-ended questions to add missing dimensions or subgroups
were used to engage with the participants. In addition, the
participants were engaged to add comments orally that the first
author (JR) put in writing. The quantitative data were analyzed
descriptively (eg, frequency and mean), whereas the qualitative
data were analyzed using the mind-mapping technique. The
participants found the technology dimension too large (ie,
covering too many subtopics) and partially unclear. Therefore,
it was recommended to split this dimension into technological
concerns (eg, technical requirements, security, safety, and
privacy) and functional requirements (eg, the user-centeredness
and usability of the design). In addition, they understood eHealth
evaluation as a cyclical process and recommended presenting
the conceptual framework as a continuous circuit as opposed
to the initially linear process recommended previously.

Their feedback was used to draft a third version of the
framework, which was presented and discussed with 34
researchers, clinicians, and technology developers (Table S2 in
Multimedia Appendix 2; only 1 person overlaps with the
volunteers from the webinar) mainly with a background in
pharmacy who participated in the Next Chapter in Patient Care
Conference in April 2022 in Pärnu, Estonia. This time, a survey
via Mentimeter (Mentimeter AB) was used to rate the
importance and clarity of the dimensions and subgroups (1=not
important; 5=very important), and open-ended questions were
used to add missing dimensions or subgroups. In addition, the
participants were engaged to add comments orally while the
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first author (JR) took notes. Quantitative data were analyzed
descriptively, whereas qualitative data were analyzed using the
mind-mapping technique. The Next Chapter in Patient Care
participants recommended highlighting the overarching nature
of the ethical, legal, and social aspects, which must be
considered in all eHealth smartphone app evaluation dimensions.
This resulted in a fourth version reflecting the general character
of relevant ethical, legal, and social considerations.

Subsequent rounds of discussion and feedback with the research
team focused on the scope and relationships between the
dimensions. The participants highlighted the legal, ethical, and
social aspects to be treated as part of the context. In addition,
they agreed that stakeholder involvement should be seen as
another overarching aspect that is important in all dimensions
of eHealth app evaluation. This discussion resulted in the final
version of our new conceptual framework for evaluating eHealth
apps: the eHealth Smartphone App Evaluation (eHAPPI)
framework.

Step 3: Development of a Comprehensive Criteria List
The eHAPPI framework was then used to synthesize all the
eHealth smartphone app evaluation criteria identified in the
selected studies. The redundant criteria were combined. The
classification of the criteria according to the eHAPPI dimensions
and suggestions for changes and regarding additional or
irrelevant criteria were discussed and refined by the research
team according to consensus.

Results

Step 1: Systematic Review

Study Selection
The results of our study selection process are presented in the
PRISMA flow diagram (Figure 2). The search strategy described
previously yielded 1021 nonduplicate titles. After screening of
the titles and abstracts as well as full-text assessment for
eligibility, our final analysis included 128 articles that met all
the inclusion criteria (Multimedia Appendix 3 [43]).

Figure 2. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flow diagram.

Study Characteristics

General Description

A detailed description of the characteristics of the included
studies can be found in Multimedia Appendix 4. The years of
publication ranged from 2013 to 2022. All but 1.6% (2/128) of
the articles were written in English—1 was in French [44] and
the other in Spanish [45]. Four-fifths of the studies (101/128,
78.9%) were conducted in Western Europe, North America, or
Australia. The studies used a variety of designs, mainly

cross-sectional reviews of existing apps (42/128, 32.8%); reports
on various app development and evaluation approaches (29/128,
22.7%); quantitative, qualitative cross-sectional, or longitudinal
user testing of a single app (27/128, 21.1%); or different forms
of reviews (15/128, 11.7%). The 128 included studies involved
apps covering 30 topics, such as mental health, health
promotion, or support for specific physical conditions (eg, heart
disease and diabetes). However, only 50.8% (65/128) of the
studies provided enough detail to categorize them according to
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the WHO classification for self-care interventions for health
and well-being [4].

Evaluation Tools

In total, the included studies used 142 distinct tools to evaluate
eHealth apps. Although 76.6% (98/128) of the included studies
used a single evaluation tool, 23.4% (30/128) used multiple
tools and scales. Almost one-quarter of the studies (30/128,
23.4%) used an evaluation tool with investigator-developed
criteria and then provided only scantily described development
processes or theoretical backgrounds for those criteria. The most
frequently used tool was the Mobile App Rating Scale (33/128,
25.8%) followed by its adapted versions (8/128, 6.3%) and the
System Usability Scale (22/128, 17.2%). Less frequently used
tools were the Post-Study System Usability Questionnaire
(2/128, 1.6%), the Questionnaire for User Interaction
Satisfaction (2/128, 1.6%), and the quality of experience survey
(2/128, 1.6%). A total of 43 other tools were used in only 0.8%
(1/128) of the studies each. In total, 10.2% (13/128) of the
studies used qualitative methods (eg, interviews and focus
groups) to generate the app evaluation criteria. In some cases
(4/128, 3.1%), the origin of the criteria was unclear, or similar
names were used for different tools.

Theoretical Frameworks

Most studies (83/128, 64.8%) did not clearly report a theoretical
underpinning. The 32% (41/128) that did used 59 different
frameworks, including various non–eHealth-specific behavioral,
social, or implementation theories (10/59, 17%), the technology
acceptance model (7/59, 12%), heuristic evaluation (5/59, 8%),
models of the International Organization for Standardization
(3/59, 5%), the (extended) Unified Theory of Acceptance and
Use of Technology (3/59, 5%), or user-centered design (2/59,
3%). In total, 29 frameworks were used in only 2% (1/59) of
the studies each. Of the 59 frameworks used in the included
studies, 16 (27%) guided the development and 43 (73%) guided
the evaluation of eHealth smartphone apps. In 1.6% (2/128) of
the studies, different frameworks were used for development
and evaluation.

Study Assessment
On average, the studies described 8.6 (SD 2.4; range 3-15) of
the AGREE-II instrument’s 23 items [42]. Few studies described
the scientific or theoretical basis and development processes of
the app evaluation criteria that they applied. The most
completely described or justified domains were related to scope
and purpose (116/128, 90.6% described it accurately; 11/128,
8.6% described it partially; and 1/128, 0.8% hardly described
it), editorial independence (91/128, 71.1% described it
accurately; 30/128, 23.4% described it partially; and 7/128,
5.5% did not describe it at all), and stakeholder involvement

(13/128, 10.2% described it accurately; 42/128, 32.8% described
it partially; 70/128, 54.7% hardly described it; and 3/128, 2.3%
did not describe it at all). The least fulfilled domains were
applicability (1/128, 0.8% described it accurately; 2/128, 1.6%
described it partially; 22/128, 17.2% hardly described it; and
103/128, 80.5% did not describe it at all), rigor of development
(13/128, 10.2% described it partially; 53/128, 41.4% hardly
described it; and 62/128, 48.4% did not describe it at all), and
clarity of presentation (14/128, 10.9% described it accurately;
32/128, 25% described it partially; 52/128, 40.6% hardly
described it; and 30/128, 23.4% did not describe it at all).

Step 2: Development of a Conceptual Framework
The full list of frameworks and original eHealth evaluation
dimensions identified in the selected studies can be found in
Multimedia Appendix 5 [43,45-47]. Some dimensions were
included in only a few frameworks, and no framework included
all possible dimensions.

The condensed dimensions were presented graphically and
refined iteratively with the stakeholders until consensus was
reached and no further adaptions were needed. The final eHAPPI
conceptual framework (Figure 3) consists of six interrelated
dimensions: (1) context, (2) stakeholder involvement, (3)
development processes, (4) implementation, (5) evaluation, and
(6) features and requirements.

A detailed definition of each dimension, including the
subgroups, is presented in Textbox 1. Context describes a set
of unique factors and conditions in which the app will be
implemented [48]. This is an overarching dimension that
depends on and, in turn, influences the other domains.
Stakeholder involvement is essential in all aspects of eHealth.
It involves the active engagement of relevant partners in all
processes of the app life cycle, from conceptualization to
sustainable implementation (eg, with end users, HCPs,
researchers, and health insurers) [49,50].

Several subgroups were defined to further outline and structure
the framework: basic information (concerning the app) and
ethical, legal, and social aspects were seen as relevant
subgroups of the context dimension. The
featuresandrequirements dimension was assigned 4 subgroups:
evidence-based content; functionality; usability, privacy, and
security; and performance. Similarly, the development process
dimension was divided into cocreation/user-centered design
and characteristics of the development team, and adoption
(integration into daily life) and maintenance were seen as
relevant subgroups of the implementation dimension. Finally,
the evaluation dimension included only 1 subgroup: scientific
evaluation.
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Figure 3. The final eHealth Smartphone App Evaluation framework.
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Textbox 1. Overview of framework dimensions, subgroups, and definitions.

Context

• Context describes the set of unique factors and conditions in which the app is implemented. During the implementation process, the app,
implementation, and context interact, influencing, modifying, facilitating, or hindering one another. As an overarching concept, context encompasses
a physical location and roles, relationships, and interactions at various levels (ethical, legal, social, geographical, epidemiological, and political)
[48,51].

• Basic information describes general information concerning the app (eg, name, URL, or available languages).

• Ethical, legal, and social aspects describe activities to help evaluators consider ethical, legislative, and social implications of an app’s development
and implementation. These aspects cannot be completely separated from each other as they overlap somewhat [28].

Ethics describes activities to understand and explore the moral life, wherein morality includes beliefs, norms of behaviors, principles, and rules
that guide individual and institutional behavior. Morality is a widely shared set of norms that result from a certain social consensus. Ethical
aspects include the prevailing moral norms and values during the development and implementation of apps. Although moral values are influenced
by cultural, sociopolitical, religious, and economic differences, many ethical reflections are shared by all countries and societies. Regarding apps,
important ethical topics include benefit-harm balance, autonomy, respect for persons, and justice and equity and legislation (when using the app,
ethical challenges may arise that were not considered in existing legislation and regulations) [28].

Legal aspects include rules and regulations that must be considered when developing and implementing apps. Rules and regulations are designed
to protect the rights and interests of the patients and other members of society (eg, legislation on patients’ rights; data protection laws; or the
regulations, rights, and obligations of health care professionals [HCPs] in general). Important legal topics are, for example, autonomy of the
patient (eg, legal requirements), privacy of the patient (eg, no use of “unnecessary” patient information), equality in health care, ethical aspects
(eg, impact on achievement of human rights), authorization and safety (eg, laws and rules regarding safety), ownership and liability, and regulation
of the market [28].

Social aspects describe human-centered activities that approach end users and their social networks as reference points in an app’s development
and implementation. These include groups of patients or individuals who might require special consideration (eg, vulnerable populations, people
living in remote communities, people with learning difficulties, older people, ethnic minority individuals, and immigrants). Patients’, individuals’,
and relatives’ perspectives should be considered when developing and implementing apps. Some social groups may be important for a particular
app (eg, ethnic minority individuals and individuals with disabilities), which should be specified. Important social topics include patients’
perspectives (eg, expectations and wishes), social group aspects (accessibility), and communication aspects (eg, explanation of treatment choices)
[28]

Stakeholder involvement

• Stakeholder involvement describes the active engagement of relevant partners in all processes of the smartphone app life cycle, from
conceptualization to sustainable implementation (eg, end users, HCPs, researchers, and health insurers [49,50].

Note: for end-user involvement in the development process, see the Cocreation/user-centered design section under the Development process
subheading in this textbox).

Development process

• Development process describes all activities performed regarding the app’s creation, such as activities related to its aim, target population, guiding
principles, applied approaches, stakeholder contributions, required changes for subgroups, or continuing uncertainties [52-54].

• Cocreation of technologies or user-centered design: cocreation describes a stepwise process in which partners (eg, patients, caregivers, and HCPs)
are actively involved in the strategic design and planning of the app’s development and implementation at every stage of the process [55].

User-centered design is a multidisciplinary design approach using cyclic iteration and evaluation. As it actively involves users to improve the
developers’ understanding of their requirements and wishes, this approach is seen as essential regarding product benefits and usability [56].

• Characteristics of the development team describes information about the multidisciplinary group responsible for the creation of the working,
validated app. Important characteristics of the development team include the name of the app provider (developer and manufacturer of technology
and content), contact details, organization attributes, and funding, as well as any conflicts of interest [57].

Evaluation

• Evaluation describes the assessment of the app’s efficacy, effectiveness, cost-effectiveness, safety, implementation, and impact [58].

• Scientific evaluation is the systematic assessment of the app’s efficacy, cost-effectiveness, safety, implementation, and impact through observation,
measurement, and experimentation in a scientific study. Such an evaluation is essential to reliably measure an app’s effects and outcomes as a
basis for decision-making [58-60].

Implementation

• Implementation describes the uptake and sustainable integration of evidence-based innovations such as apps into routine use [61].

• Adoption (ie, integration into daily life) deals with the app’s uptake (ie, activities focused on using the app in everyday life). This includes the
user’s reaction to the app with respect to desired activities and interactions, such as downloads, clicks, and data entries. User engagement, that
is, the user’s investment in learning about and participating in the app (eg, time and memory load), is an important prerequisite for the app’s
long-term integration into daily life [62-64].
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Maintenance covers activities that ensure that an app is sustained in an acceptable and safe condition to perform its specified functions. Maintenance
also includes repair as a stand-alone action to restore deteriorated or damaged parts. The activities needed to ensure the required performance of
the app during its lifetime include updates, performance evaluations, and the planning and execution of necessary repairs [65].

•

Features and requirements

• Features and requirements describe the app and the characteristics or attributes it must provide to meet the users’ needs (ie, its information
content, functionality, usability, security, privacy, and performance). The indications, performance features, and app options may differ for
different generations or versions of an app. Important features and requirements topics include app description, claimed benefits, care level of
use, reference values, or cutoff points used [28, 66]. A clear description of the app is important as, in rapidly evolving fields, even small changes
or improvements to an app can have large impacts on its use and benefits. The description should enable those who are not familiar with the app
to understand what it does, how it works, and how it can be used..

• Evidence-based content describes information, subject matter, and data content made available by the app based on the best available scientific
knowledge and clinical expertise [67].

• Functionality describes the properties or functional requirements that affect the app’s use (ie, its features, components, and usefulness). In the
context of self-monitoring, there are specific requirements related to design issues, particularly those concerning wearable technologies, as well
as requirements regarding the behavioral aspects that are part of the design. These requirements need to be considered when evaluating a product
or system for self-monitoring. The functionality information is intended to summarize the app’s overall suitability for use in a particular situation
[38,68,69].

• Usability, privacy, and security are nonfunctional requirements (ie, they deal with how the system should operate in terms of usability, security,
privacy, design, modularity, modifiability, reliability, availability, portability, and operability).

Usability describes the extent to which an app can be used by its target users to achieve its intended goals effectively, efficiently, and satisfactorily.
Ideally, an app should be easy to use, easy to learn, and easy to understand [70].

Privacy describes the protection of and control over personal data during the app’s processing operations [71].

Security describes the provision of safeguards that serve the security of the individual or community. For example, this helps prevent or avoid
poverty, hardship, theft, or espionage. Security is a major component of a stable, relatively predictable environment in which people can pursue
their goals without interference, harm, or the fear of them. This includes protecting the app and associated data from events that could cause loss
or severe damage, such as fire, burglary, theft, or vandalism [72,73].

• Performance describes whether an app works quickly and without errors and does not cause problems. Important performance topics include
reliability and scalability (ie, whether an app still works properly when the number of users increases [74,75]).

Step 3: Development of a Comprehensive Criteria List
In total, 205 criteria for describing and evaluating eHealth
smartphone apps were reported in the selected articles. None
of the articles included all the possible criteria. The use of
terminology differed within the publications or was attributed
different meanings. For example, several were named usability
but referred to different aspects of that criterion, such as ease
of use, usefulness, or speed. Others, such as research-backed,
scientific references, information accuracy, and information
quality, were named differently but clearly referred to a single
criterion—in this case, evidence-based information.

Using the new eHAPPI framework, it is clear that most studies
reported criteria that focused on usability, evidence-based
content, functionality, or scientific evaluation. However, only
1 reported criterion dealt with context, and only 5 dealt with
development processes.

The research team’s discussions emphasized that some criteria
are objective (eg, average rating in the app store and purpose
of the app). In contrast, others are more subjective (eg, matching
the needs of the target population and intention to use). In
addition, several were dependent on the tested app’s purpose
or content (eg, whether an app community exists and features
to support behavior change).

The research team agreed on how all the criteria were classified
into dimensions and how most were formulated. However, to
improve understanding or align with known formulations, they

suggested revisions to the wording of 12 criteria [28]. On the
basis of the research team’s recommendations (Multimedia
Appendix 6 [25,45-47,76-85]), 11 new criteria were added
(Multimedia Appendix 7 [28]). These additions were mainly to
the ethical, legal, and social aspects section. No criteria were
deemed completely irrelevant, so none were removed. Finally,
the research team agreed to classify these added criteria into
the existing dimensions.

The final list contained 216 criteria for describing and evaluating
eHealth smartphone apps (Multimedia Appendix 8). Although
this list was comprehensive, our discussions highlighted that it
was not practical for use by HCPs in clinical practice. The
research team agreed that, in the next phase, a short version
with only 1 to 3 items per dimension would be useful to make
a quick initial decision (ie, acting as an algorithm to gauge
whether an app should be given further consideration). Only if
an app passed this pretest would it undergo a more thorough
evaluation using detailed criteria and offering nuanced results.
In addition, the research team recommended a specific algorithm
with thresholds that could be adjusted depending on each tested
app’s purpose and context.

The research team recommended that the next step for the
project’s second phase be a Delphi process to condense the list
and develop the proposed decision support tool. This process
will have two aims: (1) to provide a means to reach a consensus
and (2) to develop a useful and feasible (ie, practical for use in
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clinical practice) tool to describe and evaluate eHealth
smartphone apps.

Moreover, participants expressed concerns that the necessary
information to complete the tool may be difficult to find.
Therefore, the development of a user guide for HCPs on how
to apply the tool and where to typically find the required
information was also proposed for the next phase. Finally, the
eHealth smartphone app evaluation tool and user guide will
need to be pilot-tested with HCPs.

Discussion

Principal Findings
Although the eHealth field is rapidly expanding and evolving,
there is no consensus on how the quality of eHealth apps should
be defined and evaluated by HCPs [13,19,20,86]. In this paper,
we described how we developed a comprehensive list of criteria
to evaluate eHealth apps. We used a meticulous methodological
approach to derive the list, consisting of a systematic literature
review and iterative rounds with stakeholders from various
backgrounds to compose a comprehensive framework—the
eHAPPI—and use it to synthesize all the criteria identified in
the selected studies. We found 6 overarching dimensions (ie,
context, stakeholder involvement, features and requirements,
development processes, implementation, and evaluation) of
eHealth app evaluation and 205 criteria in the literature. A
research team discussion resulted in 11 additional criteria,
bringing the new total to 216. Using this comprehensive list,
HCPs would be able to evaluate eHealth apps designed for
diverse health care needs. No original studies included all the
dimensions or all the criteria. Most of the selected studies
(83/128, 64.8%) did not describe an underlying framework or
theoretical guidance or how their criteria were developed. In
addition, a general lack of common terminology among the
included studies further complicated efforts toward comparison
and direct application in clinical practice.

Although the proposed complete list of criteria was
comprehensive, applicable to diverse health care needs, and
applied consistent terminology, its length and depth limited the
feasibility of using it in clinical practice. As a stand-alone
reference, this list would be better suited for comprehensive
evaluations of a broad range of eHealth apps by a regulatory
body. Therefore, we proposed a 2-step approach to developing
these criteria for use by HCPs. The first step would be defining
a few critical initial decision criteria. A more detailed description
and assessment would be useful only for positive evaluations
using these first criteria. Using such an algorithm would allow
the most obviously inferior apps to be quickly excluded from
the process.

However, our progress in this direction was slowed by a lack
of consensus regarding which criteria were essential and which
would simply be nice to have [23]. As a compromise, we agreed
that developing the proposed algorithm would require more
expertise than we had and further expert discussion. Therefore,
for the second phase of this project, we proposed a Delphi
process [87] to guide the further development and fine-tuning
of the final evaluation tool.

Although we did not reach a consensus on which criteria qualify
as essential, our group discussions provided insights into which
qualities to consider in describing and evaluating apps as well
as how an optimal tool might be structured. For example, given
the dynamic and rapidly evolving use of apps in clinical practice
[29,88], flexibility is a significant concern [23,25]. Therefore,
the research team recommended an algorithm not only whose
cutoff criteria can be modified to fit each evaluated app’s
purpose and context but also whose overall functionalities can
evolve alongside the surrounding technology [89].

Another point of discussion concerned the difficulty we
encountered in finding the information to complete this
evaluation tool. HCPs who are less familiar with eHealth apps
may have difficulty gathering even basic data, such as the name
of an app’s developer or its latest update [13,21,22]. More
technologically savvy individuals may have trouble finding
information on that app’s scientific basis, how or whether its
development processes included stakeholder involvement, or
which strategies were used in its implementation. Therefore,
we suggest that the proposed tool include a user guide describing
why such criteria are important and where to find and how to
judge the required information. This echoes a recommendation
by the European Network to Advance Best Practices and
Technology on Medication Adherence in their Cooperation in
Science and Technology Action (CA19132), which facilitates
the use of a web-based repository of information on medication
adherence technology [90,91]. Although eHealth app developers
clearly need to provide relevant details in a clear and easily
accessible way, health educators also need to include eHealth
evaluation in HCP education and training curricula.

The previous discussion provides the foundation for conducting
phase 2 of this study. This phase has three goals: (1) to conduct
a Delphi survey to narrow down the number of criteria and
develop an algorithm for initial decision-making, (2) to develop
a user guide, and (3) to pilot-test the resulting iteration.

Limitations
This study has several limitations. Most notably, at this point
in the project, although our list of eHealth app description and
evaluation criteria is comprehensive, it remains a preliminary
version. That is, despite discussions with various
interdisciplinary experts, phase 1 did not produce an in-depth
consensus on the essential criteria for a richly detailed but
broadly feasible means of evaluating eHealth apps. This drove
the decision to design a 2-phase project. In phase 2, which will
be a Delphi study [87], we aim to develop a criteria-sorting
algorithm. With this in place, the phase will culminate in a
version of an eHealth app evaluation tool for pilot-testing.

In addition, all the included studies were assessed using the
AGREE-II instrument [42], which was specifically designed to
assess clinical practice guideline development reports.
Considering the high level of heterogeneity across many of the
study characteristics, direct comparability using a single tool
was limited. However, although other instruments would have
been more suitable in many cases, using various instruments
would have yielded equally varied results. As we were primarily
interested in the rationales and development processes that
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supported the dimensions and criteria, the AGREE-II scales
provided a consistent assessment of these aspects.

Finally, the participants in the discussion rounds for the
development of the conceptual framework were primarily health
care researchers and professionals. There were very few
technology developers or industry representatives present, and
only 2 patient representatives participated. This may have
resulted in a limited consideration of the patient perspective
and an increased risk of interventions exacerbating existing
health care inequalities [92]. Therefore, we included in the
context dimension of the eHAPPI framework subgroups focusing
on ethical and social aspects. These subgroups aim to underscore
the necessity of addressing the risk of intervention-generated
inequalities.

Comparison With Prior Work
Although 23 of the existing tools were explicitly intended for
HCPs [14,43,46,47,76-86,93-100], none of these were complete;
rather, they were too focused on specific conditions, or their
theoretical justifications or development processes were not
described. Such omissions make it difficult for HCPs in clinical
practice to comprehensively but feasibly describe and evaluate
eHealth apps in a standardized way to guide the recommendation
of relevant, reliable, and high-quality apps to their patients
[11,13,14]. Other studies supplemented the dimensions and
criteria for describing and evaluating apps. However, it remains
unclear which criteria are essential and how detailed they need
to be. Recently, there has been much discussion about how to
define and evaluate eHealth quality and what criteria are needed
for an app to be used in the health care system [23,89,101].
Future findings from the planned phase 2 will likely provide a
basis for further discussion on this topic among app developers
or providers, HCPs, patients, researchers, and policy makers.
Our first comprehensive list of criteria as a result of phase 1
provides an excellent basis for the next steps in phase 2 to
develop a new eHealth app evaluation tool.

The need for a tool to describe and evaluate eHealth apps and
help HCPs and their patients navigate the digital health
ecosystem is pressing [23]. Our path to a proposed resolution
has been quite complex as this field is also complex. After listing
the criteria identified via a literature review, we developed them
through expert discussions, revealing important improvement
areas. In particular, compared with recommendations from the
Health Technology Assessment Core Model [28], the criteria
concerning the ethical, legal, and social aspects of eHealth apps

were deemed incomplete. Therefore, in addition to adapting
many criteria, we added several.

Contribution of This Study
This study focuses on addressing the rapidly growing and
somewhat chaotic field of eHealth, particularly the challenges
faced by HCPs when it comes to evaluating and recommending
health-related smartphone apps to their patients. This study’s
contribution lies in its comprehensive methodology for gathering
and categorizing existing criteria for evaluating health apps,
which is essential as no single framework or evaluation tool
effectively serves this purpose. The methodology involved a
systematic review of the literature, which resulted in the
identification of 216 distinct evaluation criteria organized within
a conceptual framework comprising 6 app evaluation
dimensions. These dimensions encompass various aspects,
including the app’s context, stakeholder involvement in its
development, features, development processes, implementation,
and evaluation. This study highlights the need for a more
purpose-built, theory-driven tool to help HCPs assess and
recommend apps effectively and outlines plans to create a 2-part
app evaluation tool based on the gathered criteria, which will
expedite the process of disqualifying unsuitable apps and
scrutinizing potential candidates more closely. This study serves
as a crucial foundational step toward developing a practical tool
that can guide HCPs in evaluating and recommending
health-related apps.

Conclusions
Developing a tool comprehensive enough for HCPs to reliably
describe and evaluate the full range of eHealth apps yet short
enough to be feasible for daily clinical practice is a daunting
challenge. After our literature review yielded a list of criteria
too bulky for routine use, there was a lack of consensus either
on terminology or on relevance to define and evaluate app
quality. In this report of phase 1, we provided our initial
comprehensive overview of 216 relevant criteria used in the
selected studies to describe, evaluate, and recommend eHealth
apps. To condense this list to a more manageable size, in phase
2, we will formulate and apply a robust consensus-building
process to generate a list of criteria ranked by importance,
followed by the creation of an algorithm to produce short- and
long-form evaluations to match the characteristics of the apps
to be evaluated. In addition, the development of a user guide
and pilot-testing of the tool are planned. As a basis for informed
guidance and decision-making, such a tool will help HCPs
reliably describe and evaluate eHealth apps for their patients.
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