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Abstract

This paper proposes an approach to assess digital health readinessin clinical settings to understand how prepared, experienced,
and equipped individual people areto participatein digital health activities. Existing digital health literacy and telehealth prediction
tools exist but do not assess technological aptitude for particular tasks or incorporate available electronic health record data to
improve efficiency and efficacy. As such, we propose a multidomain digital health readiness assessment that incorporates a
person’s stated goals and motivations for use of digital health, a focused digital health literacy assessment, passively collected
data from the electronic health record, and a focused aptitude assessment for critical skills needed to achieve a person’s goals.
This combination of elements should allow for easy integration into clinical workflows and make the assessment as actionable
as possible for health care providers and in-clinic digital health navigators. Digital health readiness profiles could be used to
match individual swith support interventionsto promote the use of digital toolslike telehealth, mobile apps, and remote monitoring,
especialy for those who are motivated but do not have adequate experience. Moreover, while effective and holistic digital health
readiness assessments could contribute to increased use and greater equity in digital health engagement, they must also be designed
with inclusivity in mind to avoid worsening known disparitiesin digital health care.
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Introduction

The use of digital tools for health care—including video visits,
patient portals, mobile apps, and remote monitors—has risen
exponentially over the last decade and become more essential
for care access during and after the COVID-19 pandemic[1,2].
Patients using digital health tools have been shown to have
better outcomesin managing many outpatient health conditions,
including diabetes [3,4], anxiety and mood disorders [5],
hypertension [6], and chronic pain [7]. Still, despite their
growing incorporation into health care and potential toimprove
health outcomes, many who could benefit from these tools are
not using them [1,2,8,9]. If health systems can develop
approaches to close this gap with innovative and tailored
pathways to digital health care, they could improve access,
inclusivity, and outcomes.

Prior approachesto increase digital health engagement focused
on several domains, including such logistical factors as
broadband internet access [10], access to smartphones, and the
ability of individuals to use technology to participate in health
careand understand their health (ie, digital health literacy) [11].
Initial assessments of digital health literacy in the mid-2000s
focused on the ability to use the internet, but they have since
expanded to encompass smartphones, mobile apps, and social
media [12,13]. As a construct, digital health literacy has also
grown to reflect multiple domains of health technology use,
including personal aspects like prior experiences, digital
self-efficacy, motivation to use digital health, and access to
technology [14]. The evolution of these assessments reflects
changesin the technol ogical environment but also demonstrates
the multifaceted nature of digital health literacy overall. Future
approaches to facilitating further equitable growth of digital
health could consider the ecosystem of factors that drive
engagement with these tools. Genera hedlth literacy is
increasingly understood asarelational concept in which patients
and health care providers (HCPs) balance their skills and

https://mhealth.jmir.org/2024/1/€58035

Bober et d

abilities against the demands of health care systems [15,16].
Digital health readiness for individual patients exists within
similar contexts and is impacted by the technological tools
themselves (particularly the demands that they place on
patients), the HCPs prescribing and monitoring their use, the
clinicsand digital health navigation serviceswhere technological
instruction occurs, the health systems and their approach toward
digital health implementation, and the insurers that control
coverage of these services and tools (Figure 1). In this paper,
wereview current digital health literacy measuresto assess and
predict a person’s ability to engage with digital health, discuss
their relative strengths and weaknesses, and describe our holistic
vision for health care systemsto assess digital health readiness
efficiently with health record data.

Multidomain digital health readiness assessments could create
a phenotype for each patient representing how prepared,
experienced, and equipped they are to use a particular digital
health tool at a certain point in time [17]. Prior studies have
established approaches to understand readiness within health
systems (ie, how prepared and experienced asystemisfor digital
careimplementation) [18], withinindividual health carefacilities
[19], and among health professionals themselves [20].
Approaches for comprehensively defining and assessing
individual-level digital health readiness could become central
to health system and payor operations, as signaled by the Center
for Medicare and Medicaid Services (CMS) mandate that
Medicare Advantage organizations offer “digital health
education” for telehealth to their members [21].

Creating effective and holistic digital health readiness
assessments could contribute to increased use of and access to
these tools among patients and their families. In this paper, we
focus only on assessing individual, patient-level digital health
readiness, but we acknowl edge that this construct can be applied
to any node within the digital health readiness ecosystem, as
noted above and in Figure 1.
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Figure 1. Health care system components of a proposed digital health readiness ecosystem. These are the possible health care nodes of adigital health
readiness ecosystem—al |l of which impact digital health use—including the technology or service, patientsand their support system, health care providers,

digital health navigators, insurers, and clinics and health systems.

Health System

Insurer

Strengths and Weaknesses of Current
Digital Health Readiness Measures

Current methods to assess digital health readiness have several
strengths and weaknesses.

One strength of these measures is that they assess relevant
aspects of digital health participation and are often short enough
to be incorporated into clinical practice; however, these
measures assess personal attitudes alone without considering
technological aptitude. For example, the eHealth Literacy Scale
(eHEALYS) isthe most cited digital health literacy measure and
focuses on assessing a person’s attitudes, confidence, and
subjective skill level in using internet search engines and
evaluating online information, yet it does not assess the
experience needed for smartphones and wearable monitors or
address such structural factors as device access (either through
personal ownership or sharing) [13]. Newer measures such as
the Digital Health Care Literacy Scale do capture skillsfor using
and troubleshooting mobile apps and videoconferencing apps
in a brief manner that is primed for clinical settings, but they
also do not assess technical aptitude or device access [22]. For
digital health readiness assessments to be useful in the clinical
operations of health systems, they should have an aptitude
assessment to stratify individuals into levels with matched
support interventions. Additionally, research will be needed on
what demonstrated skills are most important for a particular
care modality (like a video visit versus wearing a remote
monitor).

Morethorough digital health readiness assessments cover many
relevant aspects of the digital health care experience; however,
they may be logistically challenging to administer in clinical
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settings. For instance, the recent Digital Health Readiness
Questionnaire (from 2023) gathers a more detailed assessment
of a person’s experiences with digital health by asking about
their skills, digital literacy, digital health literacy, device use,
and learnability, but its 20 items might be cumbersome to
administer in a busy primary care setting, do not assess actual
aptitude, and do not include questions about device or internet
access [23]. Even more robust assessments, including the
eHealth Assessment Toolkit [17] and eHedth Literacy
Questionnaire [24], are vaidated and available, though their
comprehensiveness aso likely makes them unwieldy for
application in clinical settings. For example, the eHealth
Assessment Toolkit [17] has 44 questions encompassing 7
different tools for digital health care.

One strength of contemporary digital health readiness measures
is that they are grounded in updated theoretical constructs of
digital health equity that aim to improve engagement with
populations facing health disparities and reflect our current
technological environment.

Theframework for digital health equity augmented the National
Ingtitute on Minority Health and Health Disparities research
framework by adding individual, interpersonal, community,
and societal aspects of the digital environment and patient
experience [14]. Previously elaborated digital health readiness
research strategieslike thosefrom Lyleset al [25] and Jaworski
et al [26] were built on components such as “access, motivation
and trust, and digital health literacy” that are also fundamental
for boosting digital health engagement. Despite being published
relatively recently, these frameworks are widely cited and are
being incorporated into wide-ranging fields, including behavioral
health research, addiction medicine, and cardiovascular
medicine—among others [27,28]. While these updated
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constructsreflect the current experiences of being adigital health
care user, they will aso likely need to be updated over time to
match the dynamic nature of digital health innovation and
remain relevant in the frantic pace of clinical care. Moreover,
as seen in the following scenario, approaches to digital health
readinesswill need to be agile and adaptable to meet the unique
needs of each individual.

Scenario 1: Digital Health Readiness and
Wearable Health Monitors

This hypothetical patient scenario (Textbox 1) reflects the
challenges of applying individual digital health readiness
assessments and how clinical teams could be responsiveto each
person’s unique needs.

Ms T’s case demonstrates the importance of aptitude testing
(eg, prompting a user to show an instructor how they might use
aphone app) and how a care team might adjust a digital health
care modality to best meet the needs of a patient.

Another weakness of current digital health literacy and readiness
measures is that they do not integrate passively collected data
from the electronic health record to improve efficiency and
efficacy. Using available metrics—such as a visualized
breakdown of previous in-person care, completed video visits,
completed phone visits, and patient portal use— can increase
theefficiency of digital health readiness assessmentsand portray
a person’'s actual care use compared with their stated goals.

Textbox 1. Hypothetical patient scenario 1.

Bober et d

Examples include the Telemedicine IMPACT Score [29] and
EpicCare Video Visit Technical Risk Score [30], which use
data on the number of prior completed video visits and portal
messages sent to forecast future digital engagement without the
need to administer a questionnaire. These data seamlessly
contribute information about an individua’sdigital determinants
of health—that is, the larger social, personal, and structural
barriers that impact digital health engagement [14,31]—and
could focus on particular factors that are most predictive of
certain tasks (like completing a video visit) [32-34]. Looking
at a person’s health record data in a digital health readiness
profile, in-clinic technology navigators may find that a person
has no broadband access or internet experience and recommend
in-person care over virtua care until these factors are addressed.
Passive health record data could refine in-person and digital
care delivery so that patients are accessing resources in a way
that matches their personal situations.

The essential elements needed for comprehensive and practical
digital health readiness assessmentswill include aptitude testing,
in addition to evaluating attitudes toward technology,
customizing skill assessment to address emerging technologies,
and incorporating passively collected health system data.
Existing digital health literacy screening metrics and digital
health prediction tools each have strengths that could create a
more comprehensive profile of a person’s prior technological
experience and could be adapted to the use of new technologies
over time.

MsT isawoman aged 63 years with alaptop computer and a smartphone who regularly searches for health information on theinternet. Ms T qualifies
for a continuous glucose monitor (CGM) to track her blood sugars; however, the device typically downloads data to a smartphone for usersto view
their trends. She has nerve damage from diabetes that limits her ability to navigate smartphone screens, but she is able to use computer keyboards
without issue. Once the CGM is ordered, the diabetes education team asks her to bring whichever devices she most commonly uses to her CGM
training session. During her visit, the diabetes nurse educator evaluates her for digital health literacy using the 3-item Digital Health Care Literacy
Scale and feels that she is prepared to use the CGM interface. After the educator downloads the CGM app on her smartphone, Ms T is prompted to
sign in and create an account. Immediately, the staff notices that she hasissues navigating the smartphone interface. Pivoting to make the technology

more usable for her, they set up the CGM application on her laptop so that she can view her blood sugar trends more easily.

Making Digital Health Readiness
Assessments Practical and Efficient for
Clinical Settings

We envision a holistic digital heath readiness assessment that
will enable health systems to deliver targeted support to those
who need it most and close gaps in use. Similar to the
Conversational Health Literacy Assessment Tool (CHAT),
which is designed to assess multiple dimensions of a person’s
health literacy in health care settings, digital health readiness
assessments coul d be designed to provide amore comprehensive
and pragmatic picture of apatient’sdigital health strengthsand
obstacles[35]. In particular, the Health Promotion Barriersand
Support, Health Information Access and Comprehension, and
Current Health Behaviors domains from the CHAT could be
adapted to a digital health context. Digital health readiness
assessments could begin with questions about personal goals
for health technology use and prior digital health experience,
followed by focused aptitude testing for a particular digital
health tool or goal, a brief digital health literacy assessment,
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and visualization of that person’s health systems data to probe
into their digital determinants of health. Figure 2 reflects the
proposed elements of an individual digital health readiness
profilethat would allow HCPs and care navigatorsto understand
aperson’'sdigital phenotype and act to meet their unique needs.
The components of Figure 2 [14] represent our thoughts on
ways to address the strengths and weaknesses outlined above
and were informed by the framework for digital health equity
[14]. This multi-domain approach would incorporate
patient-reported datawith passive datafrom health systemsand
payors to make responses more relevant and able to be added
to busy clinical workflows. The key difference from existing
digital health literacy assessments is the incorporation of a
focused aptitude test assessment (such as having a patient show
how they use amobile app for 1-2 minutes) and the integration
of passively collected clinical data. These aspects would make
digital health readiness phenotyping moreefficient, systematic,
and, hopefully, effective for clinical settings.

Astechnology evolvesand aterstherequired skillsto participate
in modern health care, digital health readiness assessmentswill
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need to grow in kind to reflect these skills. 1deally, the collection
of inputswill differ for specific tasks. For example, completing
avideo visit may involve downloading amobile app, registering
an account, checking in online, and signing in to the
appointment. In contrast, registering for a patient portal may
involve only some of these steps. Domain-specific digital health

Bober et d

readiness assessments could make the assessment most rel evant
to patients and their goals. The following fictional vignette
shows how digital health readiness assessments could betailored
to help patients complete a specific task—such as how to log
on to and complete a video visit.

Figure 2. The proposed components of a holistic digital health readiness assessment based on the thoughts of the authors and the digital health equity

framework of Richardson et & [14].
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Scenario 2: Digital Health Readiness and
Telehealth

The hypothetical patient scenario shown in Textbox 2 reflects
how passively collected data could link patients with digital
health navigation services to improve digital heath care
outcomes.

Looking at Mr P's case, heis a person who has ostensibly high
digital health readiness through demonstrated skills, access to
anetwork, and use of ahealth system app; however, he hasalso
consistently had issues logging in for video visits, which
adversely impacted hisdigital health care use and increased his
risk of hospital readmissions. In this scenario, an automated
alert based on previous patterns of digital health care use from
electronic health record data triggered help with navigating
video visitsfrom adigital health navigator, which many health
systems offer [36-38]. That alert could have triggered office
staff to arrange an in-person appointment or homevisit to assess
his ability to use telehealth and provide help if he could not.

Having systematic processes in place to assess who is most
appropriate for in-person versus remote or asynchronous care
could guide efficient service delivery and use of resources. With
their abundance of claims data and the opportunity to trial
different variations of digital support pathways, integrated
delivery and finance systems represent a unique setting where
digital health readiness measures could be deployed, tested, and
refined.

https://mhealth.jmir.org/2024/1/€58035
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Digital health readiness assessments could be akey step toward
making digital health implementation more systematic for all
people, leading to greater equity and effectiveness. In many
clinics, the process of selecting in-person care versus
telemedicine could be tied to the nature of the medical issue,
the judgment of scheduling and treating team members, and
personal preferences (ie, a subset of patients who always want
in-person care). Adding more specificity to digital health
implementation through the creation of care delivery
phenotypes—that is, providing navigation support for patients
who are motivated to use digital hedth but are
inexperienced—would optimize this care. It islikely that many
opportunitiesfor digital engagement and adoption of new tools
are missed simply because health systems do not have robust
waysto screen for who is best equipped and motivated for digital
health but has not used it. Rather than limiting digital health to
those patients who are already confident with technology,
streamlined and methodica digital onboarding guided by a
digital health readiness assessment could expand the reach of
these tools to more patients. In turn, this could provide greater
efficiency and, in some cases, reduced costs [39] for patients
in scenarios where similar treatment outcomes have been
achieved with video versusin-person visits [40]. Differentiating
those who can complete a telemedicine appointment on their
own from those who might need additional support would
further expand digital health as a standard of care and improve
the service experience for all patients.

Tofully assessdigital health readiness, we should al so consider
how a person’s situation may change over time as well as how
personal and community resources could help them succeed.
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With an aging and increasingly medically complex population,
digital health readiness phenotypes will likely be dynamic and
may need to be repeated in certain circumstances, such as a
major health event, functional decline, cognitive impairment,
financial insecurity, or loss of family support [17]. In the event
that aperson can no longer use aparticular tool, asupport person
may be best suited to provide digital health support in a
convenient environment like a health center—affiliated or

Bober et d

community-embedded internet clinic [41]. Furthermore, studies
have shown that patients with limited technology experience
are often able to complete a telehealth visit with the help of a
family member, friend, or caregiver—thereby providing an
opportunity to engage those with lower digital health readiness
from the onset [42,43]. Partnering with patients, families, and
communities could help to personalize digital care delivery
pathways even further and improve engagement.

Textbox 2. Hypothetical patient scenario 2.

Mr Pisaman aged 75 years who has been hospitalized 5 times in the past year for decompensated heart failure. He has a smartphone that enables
him to message his primary care provider and heart failure specialist viahis health system’s patient portal. As hetransitioned between hospitals, skilled
nursing facilities, and home, he missed multiple follow-ups. His primary care office proactively contacts him at home and sets up a video visit to
reestablish care. When the time for the appointment arrives, his primary care provider begins the visit but Mr P cannot log in. After he spends 10
minutes of the 30-minute appointment trying to use the videoconferencing platform, his doctor switches to a phone visit. At the end of the visit, his
doctor receives an automated alert from the electronic health record noting that prior scheduled video visits have been converted to phone visits.
Looking deeper into the situation, the doctor notices that recurrent telehealth platform issues have taken time away from health care providers to
discuss all aspects of his health issues in prior visits—especially dietary counseling (a key reason for his hospitalizations). After the visit, Mr Pis
referred for an in-person digital health navigation session where he isinstructed on ways to troubleshoot the tel ehealth platform and demonstrate that

he can use the videoconferencing service independently.

Challenges of Implementing Digital Health
Readiness Assessments

While digital health readiness assessments apply to individual
patients, health systemswill also need to build infrastructure to
respond to the results of these assessmentsin ameaningful way
torealize their full potential. There are established standardsto
promote organizationa health literacy within health systems
that could be applied to digital health
implementati on—including fostering a culture among employees
that promotes communication and engagement with patients
and families using technology [44,45].

Moreover, HCPs and team members aso have varying levels
of digital health readiness that affect the implementation of
digita health readiness assessments. Similar to medication
prescribing, HCPs often serve as gatekeepersfor recommending
and promoting digital heath tools. HCPs awareness and
perceptions of the benefits of digital tools have been identified
as determinants of mobile app uptake for chronic disease
management [46]. While one might assume that HCPs would
have more than adequate digital health readiness and literacy,
some studies of hospitalsin resource-limited settings worldwide
(including one from Ethiopia during the COVID-19 pandemic)
have found that less than half of HCPs had high digital health
literacy [47]. Health care systems must consider the levels of
technol ogical awareness, comfort, and competence among their
HCPs when considering more equitable digital health
implementation.

There are also potential risks and ethical concernsinvolved in
digital health implementation. With studies showing that digital
health engagement is lower among older people, those who
require an interpreter, and those who live in more deprived areas
[48], efforts to shift more and more health care to digital
platforms could exacerbate gaps in care. Furthermore, while
the aforementioned evaluation frameworks for digital health
toolsdo consider inclusivity and equity for diverse populations,
studies have suggested that only 58% of mobile app evaluation

https://mhealth.jmir.org/2024/1/€58035

frameworks do so, meaning that vital perspectives on
technological tools may still be left behind [49]. Tying back to
digita hedth literacy and health literacy, patients could
experience delaysin care if they were to choose telehealth or a
patient portal message for a condition that warrants in-person
evaluation. Personal health data collection and security arealso
important considerations for making sure that participating in
digital health careis safe for all users.

A challenge of aptitude- and analytics-based digital health
readiness assessment approaches is that they could amplify
societa inequitiesif not designed carefully and evaluated among
minoritized populations. Assessments based solely on aptitude
may be biased against other-abled individuals with visual or
hearing impairments or people whose primary language is not
English. Moreover, given the complex array of factors that
impact digital health engagement, digital health readiness
assessments cannot be perfectly comprehensive. Digital health
literacy isasingledigital determinant of health that incorporates
a person’s underlying literacy, numeracy, and general health
literacy—each of which could not be measured or acted upon
in a single clinic visit. Using passively collected data carries
the risk of perpetuating systemic biases through agorithmic
determinism (eg, the perpetuation of systemic bias through
algorithms trained on biased data) [50,51] and
underrepresentation of marginalized groupsin dataoverall [52],
which could further contribute to the digital health divide[21].
It will beimportant to test and validate digital health readiness
assessments among diverse patients. If the evidence for these
assessments has not yet been established among certain groups,
this should be noted in the el ectronic heal th record and factored
into how they are deployed and understood.

Conclusion

Assessing and supporting individual patient-level digital health
readiness is a crucial step toward maximizing benefits from
digital health care and could provide a path toward greater
digital health equity. More systematic approaches to support
patients with low digital health readiness could ensure that
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assessments are actionable for clinicians, payors, and health  electronics market, more patients could be empowered to enter
systems. If we can work to increase the reach of health thedigital health care age and benefit from these new tools.
technology to keep up with the evolution of the consumer
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