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Abstract

Background: Nationwide electronic health records (EHRS) are intended to strengthen patient empowerment and improve
information continuity across health care settings. In Germany, the electronic patient record (el ektronische Patientenakte [ePA])
transitioned from an opt-in to an opt-out model in 2025. Initial survey data suggest that technical complexity and access requirements
may hinder engagement; yet, little is known about how users experience this access process.

Objective: This study explored users experiences of setting up and authenticating access to insurer-provided ePA apps and
examined the barriers affecting successful access.

Methods: We conducted aqualitative interview study with individuals covered by statutory health insurance. From 61 interviews
conducted within the broader ePA4all project, 23 were sel ected because participants had attempted to access the ePA through an
insurer-provided application and described at least 1 concrete action or event during setup or authentication. Semistructured
telephone interviews were conducted between August and December 2025. Data were analyzed using Kuckartz's structured
qualitative content analysis. The process phaseswere devel oped inductively from the material. All 23 interviewswereindependently
coded by 2 researchers, with differences resolved through consensus. A second analytic step examined how barriers interacted
and accumulated across the access pathway.

Results:. The sample included 21 participants who had successfully accessed the ePA and 2 who had initiated but abandoned
setup or authentication. Setup and authentication were experienced not as asingle technical step but as an interdependent process
comprising 5 phases. orientation, technical entry, verification, interruption, and transition to initial use. During orientation,
incomplete or outdated information left requirements and procedural steps unclear. Technical entry required users to coordinate
different apps, interfaces, and device requirements. Verification involved multiple credentials, identification services, and partly
repeated security steps. Technical failures, administrative inconsistencies, postal procedures, and waiting periods interrupted
progression and sometimes required users to repeat previously completed steps. After successful access, an unclear immediate
benefit could limit thetransition to initial use. Across phases, participantsrelied on digital competence, prior experience, persistence,
and self-efficacy to navigate the process. Difficulties were al so reported by participants with high affinity for technology. Barriers
could accumul ate across phases: insufficient orientation increased subsequent coordination work, failures produced interruptions
and repeated attempts, and prolonged effort contributed to frustration or disengagement.
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Conclusions: Accessto the opt-out ePA through insurer-provided appsis shaped by cumulative demands rather than by isolated
technical problems. Formal provision of an EHR does not ensure that users can successfully complete the access process.
Implementation should prioritize clear preregistration guidance, continuity across applications and identification services, resumable
procedures, actionable error messages, and accessible support. More broadly, onboarding and authentication should be treated
asintegral stagesin theimplementation of patient-facing digital health infrastructuresrather than as neutral technical prerequisites.
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Introduction

Aspart of thedigital transformation within health care systems,
implementation of patient-centered health technologies into
treatment pathways is increasing. These devel opments include
the global introduction of nationwide electronic health records
(EHRs) aimed at empowering individual s to manage their own
health and health data more competently. EHRS are intended
to improve the availability of health information to patientsand
encouragetheir active participation in care processes[ 1], thereby
contributing to improving the quality of medical care and
helping health care systems meet future challenges[1]. Patient
empowerment constitutes a central guiding principle of these
digital health initiatives, aiming to strengthen patients
self-efficacy and confidence in managing their health and
navigating interactions with health care professionals (HCPs)
[1-4].

Despite these intended benefits, the acceptance and active use
of national EHR systems cannot be taken for granted. Data
protection, data security, and trust in the transparent handling
of health dataare key determinants of the acceptance or rejection
of national EHR systems [5,6]. Concerns about unauthorized
access and data breaches represent some of the most frequently
reported barriers[7,8]. Furthermore, usability challenges, such
as complex interfaces, unclear navigation, and limited perceived
value or benefit, reduce individuals motivation to use digital
health records[9].

International evidence from patient portalsindicatesthat formal
availability does not automatically translate into successful
enrollment and access. In a survey of patients who had not
enrolled in a portal, amost two-thirds had not attempted
enrollment, most commonly because of insufficient information
or motivation; negative attitudes and computer-rel ated obstacles
were additional reasons [10]. A qualitative study of the US
Veterans Health Administration’s national patient portal further
showed that its multistep enrollment pathway, including online
registration, in-person identity verification, and additional
activation steps, created administrative and logistical barriers
for patients [11]. These findings suggest that onboarding and
authentication are not merely preliminary technical tasks but
implementation stagesthat can determine whether patient-facing
digital health infrastructures are reached in practice. However,
the interaction and accumulation of barriers across these stages
remain insufficiently understood.
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In Germany, the electronic patient record (elektronische
Patientenakte [ePA]) wasintroduced in 2021 [12]. At that time,
individuals who had statutory health insurance could decide
whether they wanted to apply for and use an ePA provided by
their respective health insurance fund. In January 2025, the
system transitioned from an opt-in to an opt-out model [13].
Since then, an ePA has been automatically created for all
individuals covered by statutory health insurance, with theaim
of enabling the storage and exchange of medical documents,
facilitating cross-sectoral information flow, and strengthening
patients' roles within the care process [14]. Although the ePA
is established automatically, its use remains voluntary.
Individualswho do not wish to use the ePA may actively object
to its use. Given the central role of statutory health insurance
within the German health system, this regulatory change has
broad practical relevance. Approximately 75 million of
Germany’s 83.5 million inhabitants are covered by statutory
health insurance, and 93 independent statutory health insurance
funds (as of January 2026) [15] operate autonomously within
acommon legal framework [16]. Each statutory health insurer
provides its members with its own ePA application. Access to
the ePA is provided through apps offered by the respective
statutory health insurers. Consequently, the ePA constitutes a
national infrastructure, whereas the interfaces and parts of the
setup process are implemented through multiple
insurer-provided apps. While functional and technical
requirements are defined by law and embedded within the
national telematics infrastructure [17], differences remain in
interface design, user guidance, and the specific implementation
of the registration process. Consequently, access to the ePA
may vary depending on the respective health insurer.

Initial findings on the use of the ePA indicate that it has thus
far been used only to alimited extent. In asurvey conducted in
2025, atotal of 1500 individuals covered by statutory health
insurance were asked about their use of the ePA. Twelve percent
of respondents reported having actively set up their ePA and
used it at least once. In contrast, 79% were classified as passive
users who had not independently accessed their ePA to date,
while 7% stated that they had objected to its use [18]. Passive
userswere further queried about their reasonsfor nonuse. Eleven
percent selected the following response: too complicated,
inconvenient, application does not work, no/old mobile phone
[18]. These findings suggest that the uptake of the ePA may, at
least in part, be hindered by chalenges related to access
requirements and technical prerequisites. In particular, these
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findings point to the importance of the initia setup and
authentication process as a potential barrier to use. However,
this process has so far received little systematic attention.

The setup of the ePA application isacomplex processinvolving
multiple technical and organizational requirements. In terms of
actor-network theory, ePA authentication can be conceptualized
as an obligatory passage point (OPP) [19]: as a necessary
bottleneck, it bundles the interactions of heterogeneous actors
(patient, smartphone, 1D card, electronic ID [el D], application
ecosystem, network connection, and backend infrastructure)
and makes accessto the ePA dependent on these elementsbeing
successfully aligned in a multistage sequence. A disruption in
one component may therefore interrupt the entire access
pathway, even when all other requirements have been met. From
this perspective, authentication requires users not only to operate
an application but also to coordinate technical systems,
identification procedures, and organizational requirements.
From this perspective, accessto the ePA isnot asimpletechnical
step but a sociotechnical process that may generate barriers at
different stages. Despite this conceptualization, empirical
research has so far paid little attention to how users actually
experience this process.

To date, there have been no studies on the subjective experiences
of individuals during the ePA application setup process, mainly
dueto the recent introduction of the opt-out model in Germany.
As a result, there is currently little insight into how users
experience the registration process or at which specific stages
problems may arise. Previous studies have primarily focused
on the usability of digital health technol ogiesthemselvesrather
than on the processes of accessing or setting up these systems
[8,20]. However, the effective use of the ePA presupposes that
accessto the ePA application is both available and manageable
for users. Against this background, a deeper understanding of
user experiences across the entire registration process is
essential. By systematically examining challenges along this
process, critical points that may hinder successful access can
be identified. This study therefore explored how individuals
with statutory health insurance experienced setup and
authentication for their insurer-provided ePA application and
which barriers affected successful accessto the ePA. Initial use
after authentication was considered only insofar as participants
described the immediate transition from forma access to
engagement with the application.

Methods

Ethical Considerations

All ethical issues were addressed. All study procedures were
approved by the responsible ethics committee. All methods
were performed in accordance with relevant guidelines and
regulations. This study involves human participants and was
approved by the Ethics Committee of the Charité Berlin
(reference|D: EA1/333/24). Participantswereinformed verbally
and in writing about the purpose, procedure, and significance
of the study, as well as the associated benefits and risks, and
were given the opportunity to ask questions. They were also
informed that they had the right to withdraw their consent to
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participatein the study at any time, either verbally or in writing,
without giving reasons. They were a so informed that personal
datawould be collected and stored, whereby the data would be
anonymized, but no datawould be published that could be used
toidentify theindividual. For security reasons, the datareceived
from participants were always stored in a password-protected
folder on a secure desktop computer. Written consent was
obtained after participants had the opportunity to ask questions.
Patients were not involved in the design of this study.
Participants were offered €50 (approximately US $59.48) asan
incentive for their participation in the study.

Overview

The aim of the study was to investigate how individuals with
statutory health insurance experienced setup and authentication
for their insurer-provided ePA application in Germany. The
study focused on the process from the users perspective,
including perceived barriers and chalenges from initial
orientation to successful access to the ePA. Experiences after
authentication were included only when they concerned the
immediate transition to initial use. This study is part of the
ePA4all project [21], which examines facilitators and barriers
to the adoption of the ePA in Germany.

Accessing the ePA Through Insurer-Provided
Applications

Active access to the ePA is primarily provided through an
application offered by the individua’s statutory health insurer
and requires a multistep setup and authentication process.
Alternatively, access viaastationary device (desktop computer)
ispossibleif no smartphone or tablet isused. Insured individuals
may grant access rights to a representative (eg, a family
member). The authorized representative can view and manage
the ePA on behalf of the insured person via the application.
Initial access requires identity verification. Verification can be
completed either viathe electronic identity card in combination
with aPIN or viathe electronic health card in combination with
a persona identification number (PIN). The PIN for the
electronic health card must be requested from the health insurer.
Issuance of the PIN requires prior identity verification, which
can be conducted either in person at abranch office of the health
insurer or through a postal identification procedure (Postl dent).
In addition to the electronic health card, insured individuals
may apply for adigital identity (GesundheitsID) through their
health insurer. Following the application, authentication via
electronic identity card or electronic health card and PIN is
likewiserequired. After successful initia registration, smplified
authentication methods may be used for subsequent logins, such
as biometric procedures (eg, facial recognition), provided the
device supportsthese functions. Available authentication options
may vary depending on the device and operating system (Figure
1). The ePA is also established for children and adolescents.
Until the age of 15 years, the ePA is managed by the parents or
another legal guardian, who may also abject to its use on behal f
of the child. Upon reaching the age of 15 years, adolescents
may independently manage their electronic patient record and
may also exercise their own right to object [22].
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Figure 1. Depiction of the elektronische Patientenakte (ePA) access and authentication process (own illustration). PIN: persona identification number;

Postldent: postal identification procedure.
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Participants

Participants were recruited with the support of regional
Associations of Statutory Health Insurance Physicians in
Germany, including the Association of Statutory Health
Insurance Physicians in Westphalia-Lippe, the Association of
Statutory Health Insurance Physicians in Schieswig-Holstein,
the Association of Statutory Health Insurance Physicians in
Lower Saxony, and the Association of Statutory Health
Insurance Physicians in Berlin. These associations contacted
genera practitioner (GP) practices within their respective
regions and invited them to support the recruitment process.
Participating GP practices received study flyers and written
information materials describing the aim, procedures, and
inclusion criteria of the study. The materids were made
avalable to patients in the practices. Persons who were
interested in participating were invited to contact the research
team directly. Registration for study participation was possible
via email or telephone. Participants were selected using
purposive sampling [23]. Individualswere digibleto participate
in the study if they met the following inclusion criteria

« Legadly insured under the German health insurance system

« Aged 18 years or older

«  Experience as an active ePA user (defined as individuals
who had successfully compl eted authentication and accessed
the ePA through their insurer-provided application at |east
once) or passive ePA user (defined asindividualsfor whom
an ePA had been created but who did not actively use the
application)

« Intention to access the ePA through an insurer-provided
application

- Willingnessto participate in a qualitative interview

https://mhealth.jmir.org/2026/1/€95294
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In total, 61 interviews were conducted within the broader
ePA4all project [21]. All 61 interviewsfrom the broader ePA4all
dataset were screened for first-hand accounts of setup and
authentication for insurer-provided ePA apps. Interviews were
included if participants had personally attempted to access the
ePA through an insurer-provided application and described at
least 1 concrete action or event during this process. Based on
thiscriterion, 23 interviewswere selected for in-depth analysis.
Theremaining 38 interviewswere excluded because participants
had not personally attempted to access the ePA through an
insurer-provided application or did not describe aconcrete action
or event during setup or authentication; no other exclusion
reasons were applied. Of the 23 included participants, 21 were
active users. The 2 passive users had initiated setup or
authentication but abandoned the process before successfully
accessing the ePA.

Resear ch Team and Reflexivity

The interview team had academic backgrounds in health
sciences and sociology. SM and FM had extensive experience
in conducting and analyzing qualitative interviews. All
interviewers had prior research experiencein digital health and
the German ePA, which may have sensitized them to
implementation-related barriers and challenges. To reflect on
the potential influence of these prior perspectives, interpretations
and coding decisions were discussed within the research team
and documented in analytic memos. None of the interviewers
had aprior personal or clinica relationship with the participants.
Transcripts and findings were not returned to participants
because participant validation was not included in the study
design. Instead, the transparency and dependability of the
interpretation were supported through independent coding by
2 researchers and subsequent consensus discussions.
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Data Collection

Data were collected through semistructured qualitative
interviews. An interview guide was developed based on the
study objectives and existing research on EHRs and wasrefined
iteratively during data collection. Theinterview guide addressed
experiences with the setup of and authentication for
insurer-provided ePA apps, perceived barriers, and the
immediate transition to initial use or nonuse after access
(MultimediaAppendix 1). Theinterview guide was piloted with
the first 3 participants, and no revisions were required because
the questions were understood and €elicited rel evant accounts of
setup and authentication. Theinterview guide thereforeremained
unchanged during subsequent data collection. Interviews were
conducted by researchers (SM, FM, AN, MN, and FS) via
telephone between August and December 2025. All interviews
were conducted in German, audio-recorded with informed
consent, and transcribed verbatim. Transcripts were anonymized
prior toanalysis. In addition, brief field noteswere documented
after each interview to capture contextual impressions and
support interpretation of the interview situation; these notes
werenot included intheformal analysis. Saturation was assessed
during the in-depth analysis of the 23 interviews included in
the analytic subsample rather than used as a stopping criterion
for data collection in the broader ePA4all study.

Data Analysis

Qualitative analysis of theinterviewswas performed iteratively
by SM and FM based on structured qualitative content analysis
by Kuckartz [24] using MAX QDA Analytics Pro 2022 (version
22.1.0; Verbi GmbH). During initial familiarization with and
coding of the broader dataset, all 61 interviews were screened
for relevance to the present research question. The analytic
subsampl e was sel ected before the subsequent in-depth analysis
of the setup and authentication process. During initial coding
of the 23 included interviews, recurring topics were grouped
into inductively developed main categories and subcategories.
The 5 process phases were developed from the coded material
and were not predefined by the structure of theinterview guide.
The coding system was iteratively reviewed and revised by
comparing coded passages within and across interviews.
Category definitions, coding rules, and illustrative examples
were documented in a codebook. Analytic decisions, revisions
to the category system, and points discussed during consensus
meetingswere documented in analytic memos. Both researchers
(SM and FM) independently coded all 23 interviews using the
agreed coding system. Differences in coding or category
interpretation were discussed until consensus was reached.
Where necessary, category definitions were clarified and the
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relevant material was recoded. This procedure was intended to
strengthen the transparency and dependability of the analysis.

In a second analytic step, recurring patterns of access barriers
acrossthe coded material were systematically compared. Beyond
phase-specific challenges, the analysis focused on the
relationships between successive phases of the access process.
Through iterative comparison of cases and categories, we
examined how difficulties arising in one phase affected
participants’ progression through subsequent phases. Particular
attention was paid to recurring sequences involving unclear
requirements, increased coordination work, technical or
administrative failure, interruption, repeated attempts, and
disengagement. This second step resulted in a process-oriented
interpretation of how barriers could interact and accumulate
acrossthe authentication pathway. The concept of authentication
asan obligatory passage point served as asensitizing perspective
for examining how users, devices, applications, identification
services, and administrative procedures had to be coordinated
and how disruptionsin one component affected the wider access
process.

Within the analytic subsample, saturation was considered
reached when the analysis of additional interviews produced
no new process phases, categories, or relevant dimensions of
the setup and authentication experience [25].

The data were analyzed in German. To present the findings,
significant excerpts from the transcriptions were chosen as
representative quotes. These quoteswere trand ated into English
and incorporated into the manuscript. Thetranslated quotations
were reviewed against the origina German transcripts by
bilingual members of the research team to ensure that their
meaning and tone were retained. The manuscript was prepared
in accordance with the COREQ (Consolidated Criteria for
Reporting Qualitative Research; checklist provided in
Multimedia Appendix 2) [26].

Results

Sociodemographic Characteristics

Of the 23 participants, 21 were active ePA users and 2 were
passive ePA users. The 2 passive usersincluded in the analysis
had initiated setup or authentication but abandoned the process
before successfully accessing the ePA. The mean age of the
participants was 47.9 (SD 17.3; range 21-80) years. Most
participants were male (male: n=14; female: n=9). The mean
duration of theinterviewswas 35 (SD 8.3; range 18-50) minutes.
The participantswereinsured with 11 different health insurance
companies. Detailed characteristics of the study participantsare
shownin Table 1.
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Table 1. Sample characteristics and ATI? score (computed as the mean of ATI items; scale range 1-6; categorized aslow: 1.00-2.66, moderate; 2.67-4.32,

and high: 4.33-6.00).

ID User type; age (years); sex Population ;ize _ Chronic dis- Operating system  aAT|-sP score and interpreta-
(number of inhabi- eases tion, mean (SD)
tants), n
ePA la Active; 30-39; mae 3.8 million No i0S 5.5 (0.58); high
ePA_2a Active; 20-29; male 60,000 No i0S 5.0 (1.15); high
ePA 3a Active; 30-39; female 12,000 Yes i0S 5.5 (0.58); high
ePA_4a Active; 50-59; mae 12,000 No Android 5.5 (0.58); high
ePA 5a Active; 50-59; female 5000 Yes Android 3.75 (0.96); moderate
ePA_6a Active; 60-69; male 60,000 No i0S 5.0 (1.15); high
ePA _7a Active; 60-69; male 14,000 Yes Android 6.0 (0.00); high
ePA_8a Active; 60-69; female 6000 Yes i0S 4.75 (0.96); high
ePA 9a Active; 30-39; mae 3.8 million No i0S 4.75 (1.50); high
ePA_10a Active; 20-29; mae 1 million Yes i0S 5.0 (1.15); high
ePA 1la Active; 40-49; female 3.8 million No i0S 5.5 (0.58); high
ePA_12a Active; 40-49; female 3.8 million No i0S 4.75 (0.96); high
ePA 13a Active; 30-39; female 500,000 No i0S 3.5 (0.58); moderate
ePA_14a  Active; 50-59; female 30,000 Yes i0S 4.5(S0.58); high
ePA_15a Active; 80-89; male 1000 Yes i0S 5.25 (0.50); high
ePA_16a  Active; 40-49; femae 3000 Yes i0S 4.5(0.58); high
ePA_17a Active; 30-39; male 550,000 No i0S 5.0 (2.00); high
ePA_18a Active; 60-69; mae 26,000 No Android 45 (1.73); high
ePA_19a Active; 20-29; mae 3.8 million No i0S 45 (1.73); high
ePA_20a  Active; 20-29; male 600,000 Yes i0S 4.25 (0.96); high
ePA 2la Active; 40-49; male 170,000 Yes Android 5.5 (0.58); high
ePA_1p Passive; 60-69; femae 3.8 million Yes Android 3.5(1.29); moderate
ePA 2p Passive; 80-89; male 3.8 million Yes Android 2.5(0.58); low

8ATI: Affinity for Technology Interaction.
BATI-S: Affi nity for Technology Interaction Short Scale.

The setup and authentication required to accessthe ePA through
insurer-provided apps do not take place in a single step but
unfold across severa consecutive phases. Challenges rarely
occur in isolation, but may interact and accumulate throughout
the process. Inthe following, these barriers are traced along the
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individual process phases. Figure 2 visualizes the multistep
access process of the ePA as a sequential process consisting of
5 inductively derived phases. orientation, technical entry,
verification, interruption, and transition to initial use.
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Figure2. Summary of the experience of the el ektronische Patientenakte (ePA) setup and usage process from the perspective of individual swith statutory

health insurance.
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Phase 1: Orientation

In the first phase, barriers arise even before the actua
registration begins, as potential usersdo not perceive the process
as aclearly plannable and reliable sequence of steps but rather
as an uncertain endeavor with unclear requirements and
insufficient guidance. The availableinformation is experienced
asinconsistent and outdated.

WEll, there is a video, and the video seems very
outdated. (...) Apparently, the health insurance
company did not updateit. [ePA_13a 37 femal€]
The orientation gap does not only concern the timeliness of
information but also the coverage of concrete use cases. This
becomes particularly evident in special situations, such as setting
up the ePA application for children.

| had no idea how | was supposed to do that [install

the ePA app for my child]. | simply didn't know.

[ePA_13a 37 female]
As aresult, entry into the process is not structured by a clear
and comprehensible procedure but rather by an unsystematic
search for relevant information, in which key courses of action
remain unclear (eg, setting up the application for children or
other persons). Consequently, the registration process often
beginswithout aclear understanding of which stepsarerequired
in which order and what prerequisites need to be met.

Phase 2: Technical Entry

The phase of technical entry is characterized by structural
challenges. After downloading the ePA application, entry is
experienced as afragmented sequence of different applications,
procedural paths, and decision points, the underlying logic of
which is only partially comprehensible to users. The need to
switch between various apps, identification options, and
technical interfaces generates early feelings of overload and
uncertainty about the next step. This experienceisdescribed as
highly burdensome.

At that time, | was really somewhat overwhelmed by
the whole process; | experienced it as really very
labor-intensive. [ePA_12a 49 femal€]

https://mhealth.jmir.org/2026/1/€95294
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The metaphor of an “authentication jungle’ illustrates the
perception of a confusing and difficult-to-navigate system.

| just got into this authentication

[ePA_1a 34 ma€]

Entry into the system is experienced as aprocessin which users
have to orient themsel vesindependently, without being actively
supported by the system architecture. This fragmentation does
not only concern the number of steps but also ther
organizational and technical distribution. Entry does not take
place via an integrated platform but through a combination of
the main application, identification services, and, in some cases,
separate service applications.

jungle.

Yes, thiswhol e registration process, right, with [name

of health insurance company] , you have to download

two apps(...) and then you also have to open a second

app. (...) Especially since you can't even get into the

patient record without opening the other app, soit's

basically duplicated. [ePA_7a 60 _mal€]
Asaresult, ahigh level of coordination is required from users
right from the beginning, as they must relate various technical
and administrative components to one another. A lack of
transparency regarding which component fulfillswhich function
intensifies the feeling of being caught in an opague procedure
whose logic is not immediately apparent.

In addition, technical access requirements act as independent
barriers that can partially prevent entry altogether. Several
participants report that the process failed due to unmet device
reguirements or security settings.

And then it said, you don’t have NFC on your device,
you can't use this device. [ePA_2p 80_male]

Such requirements often appear unexpectedly and are usually
neither transparently communicated in advance nor easily
resolved in the short term, especially when they concern
hardware-related or security-relevant settings. Access to the
ePA thus depends on the availability of suitable end devices.
Participants whose devices did not meet these requirements
were unable to proceed with the access process using those
devices.
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At the sametime, some participantsreport asmooth entry when
technical requirements are met and prior experienceisavailable.
In these cases, entry is perceived as uncomplicated.

W, everything went smoothly. [ePA_3a 36 femal€]
However, these positive experiences are limited to specific
constellations and do not represent a systematic characteristic
of the procedure.

Phase 3: Verification

Identity verification is not experienced as a single, clearly
delineated step but as a complex sequence of multiple, partly
redundant security measures, theinternal logic of whichisonly
partially comprehensibleto users. Over the course of the process,
various identification tools, passwords, PINS, one-time codes,
and external verification services have to be coordinated. The
parallel use of different security mechanismsincreases cognitive
load and leads to frustration.

And overall, there was this constant verification and
logging in. And all these codes you get by email. It's
just alot. [ePA_9a 35 male]

At the same time, uncertainty arises as to whether the current
step has been completed correctly and whether it will result in
sustainable progress within the process. Identification is thus
not experienced as a stable transition point but as a fragile
intermediate state that can collapse at any time.

| felt like in the story of the hare and the hedgehog.
You're constantly being sent back and forth.
[ePA_2p 80 male]
This fragility becomes particularly evident in the frequently
reported technical breakdowns during verification. Several
participants describe that redirects to external identification
servicesor internal verification modulesdo not function reliably.

Then, inthat verification process, the pagejust didn’t
load. [ePA_9a 35 mal€]

In other cases, the process breaks down compl etely.

The process technically crashed for me, and then |

basically had to do it several times.

[ePA_17a 32 mal€]
Such breakdowns not only terminate the current step but often
lead to previously completed verification stages losing their
validity. Users are therefore forced to repeat the entire
identification process, regardless of how far they had already
progressed. The associated uncertainty increases emotional
pressure, as each additional attempt is accompanied by the
expectation of renewed failure.

In addition to technical disruptions, administrative challenges
also act as independent barriersin this phase, for example, due
to inconsistencies in personal data.

That didn't work either, because somewhere the
addresses  weren't exactly the same.
[ePA_19a 23 mal€]
These administrative challenges are experienced as particularly
burdensome, as they cannot be overcome through personal
technical skills or increased effort.
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May et a

Phase 4: Interruption

Even after successfully completing individual steps, access to
the ePA is often not enabled immediately but delayed due to
postponed feedback, postal mailings, or time-limited activations.
As a result, the registration process is not experienced as a
continuous flow but as a sequence of separate steps that extend
over severa days or weeks.

It wasn't just one day; it was several days, because

I (..) sill had to wait for an activation letter.

[ePA_17a 32 mal€]
These temporal interruptions force users to repeatedly resume
the process. After each pause, they must reorient themselves,
recall previously completed steps, and reconstruct the current
status. Repeated interruptions have a direct impact on
motivation. Theinitial willingnesstoinvest effort into the setup
diminishes over time when the process stretches across longer
periods. The need to re-enter a complex technical procedure
after days or weeks is perceived as an additional burden and
often results in abandonment.

| also failed at some point during authentication and

then | just gave up. [ePA_1a 34 male]
In combination with the previously described technical and
administrative barriers, these interruptions contribute
substantially to the perception of the setup process as lengthy
and disproportionately cumbersome.

| experienced that asextremely complicated (...). \ery,
veryrigid. [ePA_17a 32 male]

Phase 5: Transition to Initial Use

Participants’ accounts also provided limited insight into what
occurred immediately after successful setup and authentication.
Formal access did not necessarily lead to initial or continued
engagement with the respective ePA application. Despite
completing the access process, some participants reported only
sporadic or no subsequent use. In the transition to actual use, it
becomes apparent that successfully completing registration and
authentication does not automatically lead to sustainable
integration of the ePA application into users’ everyday lives.
Instead, the step from formal access authorization to actual,
routinized use often fails to materialize. Despite overcoming
multiple hurdles, participants report only sporadic or completely
absent use of the application. For these participants, completion
of setup marked the end of an effortful access process but not
necessarily the beginning of regular application use.

A central reason for this lack of subsequent engagement was
the limited perception of an immediate benefit. Many
participants are unable to identify a clear added value after
successful setup that would justify continued engagement with
the ePA.

| installed it, but | never used it, because | didn't see

any benefitinit. [ePA_13a 37_female]
The app was not aways experienced as an integral part of
medical care or personal health management but rather as an
optional add-on whose immediate relevance was unclear.
Consequently, successful access did not necessarily result in
initial or continued engagement with the respective application.
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Cross-Phase Influencing Factor s

Across al phases, participants drew on individual coping
resources to navigate unclear instructions, coordinate multiple
technical components, resolve unexpected problems, and resume
interrupted procedures. These resources included digital
competence, prior experience, persistence, and self-efficacy.
This was explicitly reflected upon by participants.

If | didn't have a certain persistence or digital affinity,
| probably would have given up. [ePA_6a 67_male]

The registration process was therefore often experienced as an
individual problem-solving project without systematic support.

| basically muddled through it on my own.
[ePA_12a 49 female]

Accumulation of Barriers Across the Access Process

Comparison across the 5 phases indicated that barriers could
become consequential through their accumulation rather than
through any single requirement. Unclear or outdated information
during orientation meant that some participants entered the
process without knowing which applications, documents,
devices, or authenti cation procedures would be required. During
technical entry and verification, they then had to coordinate
multiple applications, identification services, passwords, PINS,
and technical prerequisites. Whentechnical failures, inconsistent
administrative data, or postal procedures interrupted progress,
previously completed steps sometimes had to be repeated. Each
interruption therefore created additional coordination work and
required participants to reorient themsel ves within the process.

These recurring sequences provide a process-oriented
explanation of how access could become increasingly
burdensome. Technical or administrative problemsdid not only
affect the step in which they occurred; they could also prolong
the pathway, require repeated attempts, and contribute to
frustration or disengagement. Individual resourcessuch asdigital
competence, prior experience, persistence, and self-efficacy
helped participants navigate these demands but did not prevent
technical or organizational failures. Thefindingsthereforelocate
access difficulties in the alignment of user actions, technical
components, and organizational procedures. When these
components were not coherently connected, participants had to
compensate  through  additional  coordination  and
problem-solving work.

Variation Acrosslnsurers, Devices, and Authentication
Pathways

Participants were insured with 11 different statutory health
insurers and used both iOS and Android devices. Cross-case
comparison indicated that the central process-related difficulties
were not confined to a single insurer or operating system.
Unclear guidance, coordination between multiple technical
components, repeated verification steps, and interruptionswere
described across different application and device constellations.
No consistent pattern indicating systematically greater
difficulties with either iOS or Android was identified. Other
barriers were conditional on the authentication route used.
Near-field communication (NFC) capability was relevant when
electronic identity cards or electronic health cards were used
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for authentication. The need to request ahealth card PIN or wait
for an activation letter applied only to pathways requiring these
credentials. Problemswith redirects or switching between apps
arose when external identification services or separate
authentication apps were involved. Administrative
inconsistencies, such as differences in address data, could
prevent verification independently of device type. Because
individual insurers were represented by only asmall number of
participants and authentication routes were not distributed
systematically across the sample, the study was not designed
to compare or rank specific insurers, apps, operating systems,
or authentication methods. The findings therefore distinguish
between broadly recurring and pathway-specific barriersbut do
not support conclusions about the relative performance of
individual implementations.

Discussion

Principal Findings

This study examined how individuals with statutory health
insurance experienced setup and authentication for
insurer-provided ePA apps and which chalenges affected
successful access to the ePA. The results show that setting up
the ePA is not perceived as a single, completed step but rather
as a sequential process that spans several stages separated in
terms of time and organization. The fifth phase, transition to
initial use, should be interpreted as an immediate downstream
consequence of the access process rather than as an analysis of
sustained adoption or integration into everyday practice.
Informational, technical, administrative, and tempora
difficulties may interact across these stages, requiring usersto
repeatedly coordinate components, resolve problems, and
resume interrupted procedures. The results are consistent with
international studieson EHRs, which also report heterogeneous
use and complex barriersto access [27].

At the beginning of the access process, participants encountered
limitations related to incomplete, unclear, or outdated
information. This finding is consistent with international
research emphasizing the importance of information for access
to patient-facing EHR systems [6,7,28]. Within the present
process model, orientation was not merely a preliminary
guestion of awareness. It influenced whether participants
understood which applications, documents, technical
requirements, and authentication steps would be required.
Insufficient orientation could therefore increase the coordination
work needed during technical entry and verification and
contribute to the accumulation of burdens across subsequent
phases.

The inductively identified phases indicate that challenges do
not arisefromisolated technical problemsalone but rather from
the interaction between technical systems, organizationa
structures, and user practices. The ePA registration process
comprises several interrelated components: digital infrastructures
(eg, applications, authentication, and identity services),
organizational actorsand procedures (eg, healthinsurers, identity
verification processes, and postal delivery of accesscredentials),
as well as the work required from users to understand,
coordinate, and repeatedly navigate these components. When
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these componentswere not coherently aligned, difficultiescould
extend beyond the phase in which they initially occurred.
Unclear requirementsincreased the coordination required during
technical entry, technical or administrative failures interrupted
verification, and waiting periods required users to resume the
process after temporal gaps. Repeated attempts and prolonged
effort could subsequently contribute to frustration and
disengagement. The phases should therefore not be understood
as independent categories or as a uniformly linear sequence,
but as an interdependent process in which difficulties may
accumulate and return users to earlier stages. These findings
are consigtent with insightsfrom implementation research, which
demonstrate that the successful introduction of digital
technologies depends not only on technical functionality but,
to a significant extent, on their organizational embedding and
the provision of clear, comprehensible user guidance [29].

Importantly, substantial difficulties were also reported by
participants with moderate or high affinity for technology. The
findings therefore cannot be explained solely by limited digital
competence. Participants knowledge, prior experience,
self-efficacy, and persistence hel ped them navigate the process,
but these resources could not compensate for incompatible
devices, malfunctioning applications, incons stent administrative
data, or delayed activation procedures. Access should therefore
be understood as emerging from the interaction between users
available resources and theinformational, procedural, technical,
and organizational demands created by the access process. These
findings can be situated within the eHealth Literacy Framework,
which conceptualizes engagement with digital health as an
interaction between individual capabilitiesand the characteristics
of digital systemsand services[30]. The present study does not
propose an alternative or extended literacy framework. Rather,
it provides a process-oriented account of how this interaction
unfolds during setup and authentication. User resources
influenced participants ability to interpret instructions,
coordinate applications, solve problems, and resumeinterrupted
procedures. At the sametime, process design and technical and
organizational conditions determined the demands they
encountered and whether progression through the pathway was
possible.

Conceptualizing authentication as a multistage obligatory
passage point highlights that access depends on the successful
alignment of users, devices, applications, identification services,
health insurers, and administrative procedures[19]. Thefindings
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indicate that these components did not always operate as a
coherent access arrangement. Participants had to bridge gaps
between them by identifying the correct application, interpreting
system feedback, coordinating authentication tools, resolving
administrative inconsistencies, or resuming procedures after
delays. Technical and administrative disruptions therefore
became user-facing access barriers that required additional
coordination and problem-solving work. Authentication should
consequently be understood not as a neutral technical
prerequisite but as a sociotechnical implementation stage that
structures whether individuals can actively access a formally
available national EHR infrastructure.

The findings rai se equity-relevant concerns but do not provide
direct evidence of differences in access between population
groups. Participants described substantial demands related to
digital competence, persistence, problem-solving, and access
to compatible devices. Because the sample predominantly
comprised motivated participants with moderate or high affinity
for technology, most of whom ultimately accessed the ePA
successfully, the study cannot determine how these demands
affect groups with fewer resources. It is plausible that the
identified requirements may be particularly consequential for
individuals with fewer digital, material, linguistic, cognitive,
or social resources. However, this represents an inference from
the observed process demands rather than a direct empirical
finding. This interpretation is consistent with international
research showing that digital health technologies can reinforce
disparities when effective access depends on unequally
distributed resources [31-33]. Further research specifically
sampling and comparing diverse population groups is needed
to examine these equity implications.

Practical Implications

Thefindingsindicate that barriers to ePA access are embedded
in the overall architecture and sequencing of the registration
process rather than in isolated technica malfunctions.
Implementation efforts should therefore focus on reducing
cumulative burdens that emerge across stages. The practical
implications were structured according to the 5 phases of the
access process and the cross-phase factors identified in the
analysis. For each phase, 1 priority measure was linked directly
to the corresponding empirical finding. An additional
cross-phase measure addresses participants reliance on
individual coping resources throughout the pathway (Table 2).
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Table 2. Practical implications to support access to the ePA? application.

May et a

Process phase

Empirical finding

Practical implications

Phase 1: orientation

Phase 2: technical entry

Phase 3: verification

Phase 4: interruption

Phase 5: transition to ini-

tial use

Cross-phase factors

Participants began registration without a clear understanding

of the required applications, documents, Pl N<, device
functions, or available authentication routes. Information
was sometimes incomplete, outdated, or insufficient for
specific situations.

Switching between applications, identification services, and
technical interfaces increased coordination work. Device

requirements such as NFC® capability were not always
communicated before the process began.

Multistep verification, technical failures, unclear feedback,
and inconsistencies in administrative data prevented users
from compl eting authentication or required repeated attempts.

Postal procedures, waiting periods, and technical disruptions
interrupted progression and required users to reconstruct or
repeat previously completed steps.

Successful registration did not necessarily lead to initial or
continued use when participants could not identify animme-
diate practical benefit.

Across the pathway, participants relied on digital compe-

tence, prior experience, persistence, and self-efficacy to un-
derstand requirements, resolve problems, and resume inter-
rupted procedures. The process was often experienced as an
individual problem-solving task without systematic support.

Provide centralized, up-to-date, and pathway-specific guid-
ance, including a preregistration checklist of al technical
and administrative requirements.

Minimize transitions between applications and clearly com-
municate device and system requirements before users enter
the authentication pathway.

Simplify verification procedures and provide actionable error
messages that identify the problem and explain the next step
or available support.

Preserve completed steps and enable users to resume the
process after interruptions, supported by clear progress and
status information.

Provide abrief postregistration orientation showing relevant
initial use cases and the information or functions available
in the ePA application.

Provide consistent and easily accessible support throughout
the access pathway, including telephone or in-person assis-
tance, to reduce reliance on individual coping resources.

%PA: elektronische Patientenakte.
bPIN: personal identification number.
°NFFC: near-field communication.

Strength and Limitations

To the best of our knowledge, thisis the first qualitative study
to examine the setup and authentication process of the opt-out
ePA in Germany from the perspective of people with statutory
health insurance. The study provides detailed insights into
process-related burdens that are often missed in survey-based
research. The qualitative approach enabled the identification of
cumulative barriers and their interaction across successive
process phases and provided a nuanced understanding of how
structural features of digital implementation influence access
and the transition to initial use. At the same time, severa
limitations warrant consideration. The analysis is based on a
purposively selected analytic subsample from a larger dataset,
which limitsthe transferability of the findings beyond the study
context. Participation was voluntary, and the sample
predominantly comprised motivated participantswith moderate
or high affinity for technology. Moreover, 21 of the 23
participants had ultimately gained active access to the ePA
application. The study may therefore underrepresent individuals
who did not attempt registration, abandoned the process at an
early stage, had limited digital experience, or lacked access to
suitable devices or support. Consequently, the findings are well
suited to demonstrating that substantial access difficulties can
occur even among technol ogically confident and predominantly
successful users, but they do not support conclusions about the
prevalence of dropout or the experiences of socidly,
linguistically, cognitively, or digitally disadvantaged groups.
The results are based on retrospective self-reports and may
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therefore be influenced by recall bias, particularly regarding the
exact sequence of authentication steps, error messages, and
waiting periods. Theinterviews captured participants' subjective
reconstruction of the access process rather than direct
observations of their interactions with the applications.
Furthermore, the study reflects experiencesfrom an early phase
of opt-out implementation; subsequent procedural or technical
changes may alter user experiences over time. Because the
interviewsdid not systematically examine use over an extended
period, the findings do not support conclusions about sustained
adoption or the long-term integration of the ePA into everyday
health management. Since the interviews were conducted in
2025 and additional or different registration options have been
introduced since then, the results reflect the registration
procedures in effect at that time.

Conclusion

This study explores access to the opt-out ePA as a multistage
processrather than asingletechnical act. Obstacles may interact
and accumulate in the areas of orientation, technical access,
verification, interruption, and the transition to use, reflecting
theinterplay of infrastructure design, organizational processes,
and individual coping resources. Formal availability therefore
does not ensure straightforward access. More coherent process
design, reduced fragmentation, and accessible support are
needed to limit the extent to which successful access depends
onindividual coping resources. The equity implications of these
process requirements should be examined in studies specifically
designed to include and compare populations with different

JMIR Mhealth Uhealth 2026 | vol. 14 | €95294 | p. 11
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MHEALTH AND UHEALTH May et al

levels of digital, material, linguistic, cognitive, and social resources.
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